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About This User Manual

This manual describes how to register the Al camera of HBnwha Vision Co,, Ltd., how to install Al
Camera Plug-in, and how to search for Al analytics event for the Genetec Security Center program of
Genetec. Please read this manual carefully before using the product for proper use.

® This document explains how to use the product based on its defaults and default screens.

® The content in this document is subject to change depending on the product software updates
and company policies and to partial changes without prior notification to users.

Target Audience

The content of this User Manual is intended for users of the Al camera made by Hanwha Vision
Co., Ltd. and the Genetec Security Center program of Genetec.

® To learn how to install and set up the Genetec Security Center program, please visit Genetec's

official website (https://www.genetec.com).

Product Usage

Users of this product may search for object (person/face/vehicle/license plate/Wisenet Road Al)
detection events analyzed by the Al camera, and play video.

Al Camera Plug-in is based on the Al camera of HBnwha Vision Co, Ltd. and Genetec Security
Center program of Genetec. Please refer to the following sites for details.

® Hanwha Vision: http://www.HanwhaVision.com
® Genetec: https://www.genetec.com



Copyright Notice
©2023 Hanwha Vision Co., Ltd. All rights reserved.
Trademark

All the trademarks in this document have been registered, and any trademarks other than this product
have been registered by each of their corresponding companies.

Restriction

This document is protected by copyright. Under no circumstances may reproduction, distribution, or
modification of this document, in whole or in part, be made without an official consent.

Disclaimer

Hanwha Vision Co,, Ltd. made its best efforts to ensure the completeness and accuracy of the
information provided in this document, but nonetheless it does not guarantee them.

The user is solely responsible for the consequences of using this document. Hanwha Vision Co,,
Ltd. may change some parts of this document without a prior notice.
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Learn about Al Camera Plug-in

What is Al Camera Plug-in?

Al Camera Plug-in uses detailed object conditions to search for object (person/face/vehicle/license
plate/Wisenet Road Al) detection events analyzed by the Al camera in the Genetec Security Center
program and play video.

Al Camera Plug-in was developed using the Genetec Security Center SDK.

Learn about Al Camera Plug-in system configuration

Al Camera Plug-in consists of the following:

Al Camera Client Plug-in
Media . Media . E
@ -6} > > /@
Metadata Metadata —=y

#

Operator

Genetec Security Center Server
(recording/database) e

Server
Plug-in

-
= Plug-in database

® Al Camera: A camera that supports Al analytics.

® Genetec Security Center Server: Saves and manages videos and data from the Genetec Security
Center program.

® Server Plug-in: A plug-in that sends events analyzed by the Al camera to the Genetec Security
Center server.

® (lient Plug-in: A plug-in that adds Al event search menu in the Genetec Security Center program.
® Operator: A PC that runs the Genetec Security Center program.

® Plug-in database : Saves and manages events analyzed by the Al camera.
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System requirements

The following are the system requirements for running the Al Camera Plug-in:

® Genetec Security Center: Genetec Security Center 5.10.0.0 or later

Supported cameras

ul-bn|d elswe) |y INoge ules

The following are the Hanwha Vision Al cameras that support the Al Camera Plug-in:

® Pseries

— PNB-A9001, PNB-A6001, PND-A9081RF, PND-A6081RF, PND-A9081RV, PND-A9081RVG,
PND-A6081RV, PNM-C12083RVD, PNM-C7083RVD, PNO-A9081R, PNO-A9081RG,

PNO-A6081R, PNV-A9081R, A6081R
® Pseries (Wisenet Road Al)
— PNB-A9001LP, PNO-A9081RLP, PNV-A9081RLP

= Please use the Security Center Camera Driver Pack 10.8.1 version.

® Tseries

— TNB-9000, TNM-C4940TD, TNM-C4950TD, TNM-C4960TD, TNM-3620TDY, TNO-P9072EPT1-Z

® Xseries

- Check the firmware version of your camera model.

Model

Firmware version

XNB-9003, XNB-8003, XND-9083RV, XND-8093RV, XND-8083RV,
XNO-9083R, XNO-8083R, XNV-9083R, XNV-8083R, XNV-8093R

XND-9083RV_2.11.01_20211210_R170 or later

XNO-6123R, XNV-6123R

XNV-6123R_2.11.01_20220107_R129 or later

XNB-6003, XND-6083RV, XNO-6083R, XNV-6083R

XND-6083RV_2.11.01_20211210_R163 or later

XND-C9083RV, XND-C8083RV, XNO-C9083R, XNO-C8083R,
XNV-C9083R, XNV-C8083R

XND-C9083RV_2.11.01_20211210_R251 or
later

XND-C7083RV, XND-C6083RV, XNO-C7083R, XNO-C6083R,
XNV-C7083R, XNV-C6083R

XND-C7083RV_2.11.01_20211210_R233 or
later

Learn about Al Camera Plug-in | 7



Camera Setup and Registration

Setting up camera

Enable Al analytics for the Al camera to run the Al Camera Plug-in.

In order to use the Al analytics function, BestShot detection must be enabled.

Q

Note

The setting method for object detection may differ depending on the camera model.

Setting up in the 'Analysis’' menu

1. Launch the web browser.

2. Enter the IP address of the Al camera. (e.g. http://192.168.9.107)
3. Enter ID and Password to log in to the camera web viewer.

4. Select % Setup and click Analytics on the left menu.

5. Click Object detection and check Enable object detection box.

On BestShot tabs, check Enable box for the object type you want to detect.
Click Apply.

Tampering detection
Defocus detection
Object detection &t
Face mask detection +Al
WA

Audio detection

Sound dlassification

il Statistics
[ System

@ Open platiorm

27 7
7

& // /

N

IR

Event action settings FTP
E-mail

Record

Alarm output 1

Event activation time ® Aways

CJEnable

CEnable

CEnable

off

wiseneT m O %

s Blasic Object detection

& P1IZ

— Viteo 8 nud Select channel fer] 2]

& Network <

& v - s

Bestshot

Type
Person
Vehicle

Face

8 8 8o E

License plate

* You can check Bestshot on the Live view screen.

O Only scheduled time

Cancel
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IE, Note
In order to use Al analytics, you must check Enable object detection and Enable boxes for the BestShot

type you want to detect.

6. Click Basic > Date & Time.

Select the Time zone identical with the Genetec Security Center Server and click Apply.
Check Synchronize with PC viewer and click Apply.

wiseNeT

i= Basic ©  Date &Time
Video profie
User Current system time
Date & Time
1P &Port Time zone

4P

= Video & Audio

2 Network < System time setup

2 Event
I Anaiyties
ul Statsties
B System

@ Open plattorm

= e 8|
©® Manual

© synchronize with NTP server
Address 1
Address 2
Address 3
Address 4

Adaress §

Apply Cancel

7. To see if Al-analyzed events are detected, select ¥ Live and check the BestShot list on the left.

WiseNeT
BestShot
o

=)
=

10610
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| Setting up in the 'Open platform' menu
1. Launch the web browser.
2. Enter the IP address of the Al camera. (e.g. http://192.168.9.107)
3. Enter ID and Password to log in to the camera web viewer.

4. Select £ Setup and click Open platform on the left menu.
Click Open Platform and then click Go App.

wiseneT m O %
Open platform
5. Click BestShot on the WiseAl app screen.

Exclude are
N
. IVA (ntelligent Video
Object detection " Line crossin 9
o Analytics)
o] = -w-
> > >
B BestShot Traffic jam detection Stopped vehicle detection
] R ®
e @ > - >

10 | Al Camera Plug-in User Manual



6. Select On by clicking the button that enables the function at the top of the screen. On the
BestShot tab, click the object type you want to detect.

wisener
0 s e

Obiet detection

7. Click Basic > Date & Time.
Select the Time zone identical with the Genetec Security Center Server and click Apply.
Check Synchronize with PC viewer and click Apply.

WiseNeT

= Basic

Video profile
User
Date & Time

P& por
4 Pz

= Video & Audio
& Network

& Event

I Anaiyties

L statisties

B System

@ Open plattorm

Date & Time

Current system time Date & Time 2021-03-08 10:47:03

Time zone [Fmesene [Evr— -
Cancel

System time setup © Manual

Y-m-D = him:s
[] Synchronize with PC viewer

© synehronize with NTP server
Address 1
Address 2
Address 3
Address 4

Address 5

Cancel
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8. Check the BestShot list on the right to see if Al-analyzed events are detected.
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Registering Camera
You can register your Al camera to the Config Tool program to use the Al Camera Plug-in.
Select Hanwha protocol.

1. Execute Config Tool program.

uolnessibay pue dniag elswed)

Tasks 5 i
g e *
Private tasks. et

Area view System User Map designer Network view
Public tasks management.

Tools
=

Alarms g Remote
Options configuration

About

b B B 8§

Audit trails Activity trails Health history  Health statistics Hardware

inventory
o T -

Camera Archiver events  Archiver statistics  Archive storage  Weaable camera
configuration detalls evidence report

4 Favorites and recent items

2. Select Tasks > Video.
Then, Video tab will be added.

® Roles and units = Archive transfer [ Modules

A4

® DESKTOP-QS4GB4A

+ video unit ~ Unit enroliment
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3. Click Video unit on the bottom left.
Then, Manual add window appears.

Manual add
Manufacturer: |(&) Hanwha Techwin

: | WiseNet (P/Q/X/T/LISPE)

IP address:

HTTP port: o

Authentication: Default logon

® Specific
Username: | admin

Location: | ® DESKTOP-Q54GB4A

Add Close Add and close

Select Hanwha Techwin for manufacturer and select WiseNet(P/Q/X/T/L/SPE) for product type.
Enter IP address and account information, and click the Add button.
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Installing Al Camera Plug-in

When using a server PC and a client PC respectively, both the server plug-in and client plug-in must be
installed on the server PC. Install the client plug-in only on a client PC.

Installing Server Al Camera Plug-in

Al Camera Plug-in can be installed on the PC where the Server Admin program is already installed.

1. Stop the Genetec Server service.

1l Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services

Name PID Description Status Group l
% Genetec SAMA 399  Genetec SAMA Running

£ GenetecServer e Running

£5 GenetecUpdateSenvice ervice Running

£ GenetecWatchdog Sz g (50) Running

7% GoogleChromeElevationService Restart levation Service  Stopped

”ﬂfgpsvc Open Services nt Running netsves

% GraphicsPertSve P Stopped  GraphicsPerfSve.

% qupdate AH|Z= (gupdat... Stopped

oy Go to details "

. qupdatem 4812 (gupdat... Stopped

£ HicDisableSenvice Intel(R) RSTHFC Disable Service  Stopped v

() Fewerdetails | Open Services

® You can stop the service by selecting Windows Task Manager > Services > GenetecServer and
then right-clicking.

2. Close the Config Tool and Security Desk program.

3. Execute the Server Plug-in installation file.
When the installation wizard appears, click Next.

ﬁ AlCameraServer - InstallShield Wizard X

Welcome to the InstallShield Wizard for
AlCameraServer

The InstallShield{R) Wizard will install AICameraServer on your
computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

Installing Al Camera Plug-in | 15
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4. When installation is complete, click Finish to exit.

15 AlCameraServer - InstallShield Wizard X

InstallShield Wizard Completed

The Installshield Wizard has successfully installed
AlCameraServer. Click Finish to exit the wizard.

5. Restart the Genetec Server service.

13 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services

Name PID  Description Status Group "
£ Genetec SAMA 3996 Genetec SAMA Running

& =

i GenetecSarver = Stopping

5 GenetecUpdateService - rvice Running

£, GenetecWatchdog top 50 Running

%3 GoogleChromeElevationService Restart evation Service  Stopped

S gpsve Open Services it Stopped  netsves

g

4 GraphicsPertSue N Stopped  GraphicsPerfSuc.

% gupdate {2 (gupdat... Stopped

by Go to details i

% gupdatem 4|2 (gupdat... Stopped

45 HicDisableService Intel(R) RSTHFC Disable Senvice  Stopped v

(~) Fewer details | C§ Open Services

® You can start the service by selecting Windows Task Manager > Services > GenetecServer and
then right-clicking.
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6. Execute Config Tool program.

7. Select Tasks > Plugins.

Then, Plugins tab will be added.

g 0

Area view

Private tasks

System Map designer

er
management

Public tasks

Tools
s

Alarms Plugins Remote

configuration

Options

About

M »

Audit trails

B

Activity tralls

ST 2 B

Axchiver statistics

" %

Health history  Health statistics

Wearable camera
evidence report

Camera Archiver events

configuration

Archive storage
detals

4 Favorites and recent items

8. Click Add an entity on the bottom left and select Plugin.

ul-bn|d elswe) |y buljeisu|

=

Network view

%

Hardware
inventory

# Config Tool

[

® DESKTOP-Q54GB4A

9 Area

5 Tile plugin
@ Video unit

Show all »

4 Add an entity
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9. Select Hanwha Al Camera plugin and click Next.

Creating a role: Plugin

P

Specific info

Select plugin type: | Genetec Clearance™ Integration

KiwiVision™ Aralyzer
KiwiVision™ Manager

Hanwha Al Camera plugin

(local)

Database: | HanwhaAlCameraplugin

Cancel

10.Set the Plugin name and description, and click Next.

Creating a role: Plugin

e - Hanwha Al Camera plugin

Cancel
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11.Check the Plugin info and click Create.

Creating a role: Plugin

4 Role
Partition: DESKTOP-Q54GB4A
Role: Hanwha Al Camera plugin
Genetec™ Server: DESKTOP-(I54GB4A
Plugin type: Hanwha Al Camera plugin

Cancel

12.0nce the Plugin is installed, click Close.

Creating a role: Plugin

Entity creation outcome

The operation was successful

Installing Al Camera Plug-in | 19
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13.Select Hanwha Al Camera plugin from the list on the left and click Resources.
Check to see if Database status is set to Connected.

& Plugins
B Hanwha Al Camera plugin
] -] L]

Identity  Properties | Resources

(local)
whaalCameraplugin

+ Create a database @ Notifications
¢ Delete the database = Backup/Restore

P Database info # Cleanup

Authentication: (Windows

4 Addanentity ¢ Delete 4 Maintenance ~

® Check the setting items for database management.

Notification: You can get notifications about the capacity by setting the disk's utilization
or free capacity remaining.

Backup/Restore: You can select a backup folder or files to restore. You can also set an
interval to automatically back up data.

Cleanup: You can set an automatic cleaning cycle for the database.

For more details on database management, refer to the user's guide for the Genetec
Security Center program.
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14.Click Properties.
A list of available cameras registered in the Genetec Security Center program is displayed.

& Plugins

& Hanwha Al Camera plugin

] ] L
Identity | Properties | Resources
Hanwha Al Cam

® 5CD102

ul-bn|d elswe) |y buljeisu|

Add Delete

+ Addanentity X Delete 4> Maintenance ~

15.Click Add to choose a camera to activate from the camera list.
A list of Hanwha Al cameras registered in the Genetec Security Center program is displayed.

# Config Tool & Plugins
i & Hanwha Al Camera plugin

hd| m ]

Identity | Properties | Resources

Hanwha Al Camera

Add Delete

Cancel

& Addanentity D Delete € Maintenance v
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16.Select a camera you want.
Enter the User name and Password, and click Apply. The connected camera is added to the bottom
of the list in the preset site, and the result can be found in the Status column.
Click Close to finish adding a camera.

29 Add camera x

Camera list

Model Camera name 1P address MAC address
PND-AS0B1RF 19; -G - 1921 00918614073

PNV-AS0BTRLP.
TID-600R

HEINNRa=-

1
1
1
1
1
1

XNF-9013RV
XNF-9013RV
XNF-9013RV
XNF-9013RV

User name | adm
iz ||

ey

View password

® You can register up to 3 sets of User names and Passwords for each camera that has a set
password.

17.Select a camera that you do not use from the list, and click Delete.

# Config Tool & Plugins
B & Hanwha Al Camera plugin
m ] L]
Identity | Praperties | Resources

Hanwha Al Camera

™ 19216812320 - Camera - 01 Ak
™ 19216812320 - Camera - 02 A\

Add Delete

& Addanentity D Delete €% Maintenance v
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18.The /& icon on the camera or site item is displayed when the camera account has expired or when
there is a problem with the camera connection status. Change the camera account information or
check the camera connection status.
To change the account information, select a camera and click Edit.

® Select a site item to see the entire list of cameras at the bottom of the site.

# Config Tool % Plugins

I & Hanwha Al Camera plugin

- ] |
Identity | Properties | Resources

Hanwha Al Camera

Add Delete

& Addanentity D Delete €% Maintenance ~

19.Enter the camera's User name and Password, and click Apply. The result can be found in the Status
column.
Click Close to complete changing the information.

90 Edit camera X

Camera list

¥ | wodel Camera name 1P address MAC address status
¥ TNM-A4950TD 192168 «: 192 00318E26AFC
¥ TNM-A4950TD 192168 c: 192 00918E26AFC

User name. Password |

View password

20.Click Apply to finish installing.

Installing Al Camera Plug-in | 23
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| Updating Server Al Camera Plug-in

1. Stop the Genetec Server service.

12 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services

Name PID  Description Status Group "
£ Genetec SAMA 3096 Genetec SAMA Running

Zi GenetecServer - Running

£ GenetecUpdateService < enice Running

£ GenetecWatchdog top g (5C) Running

£ GoogleChromeElevationService e levation Service  Stopped

% gpsve e nt Running  netsves

£ GraphicsPerfSve A Stopped  GraphicsPerfSvc...

% gupdate AH|Z (gupdat... Stopped

by Go to details N

% gupdatem AH|2 (gupdat...  Stopped

45 HicDisableService Intel(R) RSTHFC Disable Senvice  Stopped v
() Fewerdetails | % Open Services

® You can stop the service by selecting Windows Task Manager > Services > GenetecServer
and then right-clicking.

2. Close the Config Tool and Security Desk program.

3. Execute the Server Plug-in installation file.
When update start screen appears, click Yes.

AlCameraServer - InstallShield Wizard

This setup will perform an upgrade of "AlCameraServer’. Do
you want to continue?

4. To start updating, click Next.

#5 AlCameraServer - InstallShield Wizard X

Resuming the InstallShield Wizard for
AlCameraServer

The Installshield(R) Wizard will complete the installation of
AlCameraServer on your computer. To continue, dick Next.
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5. When update is complete, click Finish to exit.

6. Restart the Genetec Server service.

13 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services

Name PID Description Status Group 2
% Genetec SAMA 3096  Genetec SAMA Running

:‘, GenetecServer = Stopping

% GenetecUpdateService o rvice Running

2% GenetecWatchdog P (5C) Running

%% GoogleChromeElevationService Restart evstion Service  Stopped

&% gpsve Open Services it Stopped netsves

& i

% GraphicspertSuc A Stopped  GraphicsPerfSve.

&% qupdate {H|= (gupdat... Stopped

Iy Go to details e

% qupdatem 48] (gupdat... Stopped

£5 HicDisableSenvice Intel(R) RSTHFC Disable Service  Stopped v

() Fewerdetails | % Open Services

® You can start the service by selecting Windows Task Manager > Services > GenetecServer
and then right-clicking.

Installing Al Camera Plug-in | 25
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| Uninstalling Server Al Camera Plug-in

1. Execute Config Tool program.

o I T B

Area view System e
Public tasks management

Map designer

Tools
e

Alarms igins Remote

Options configuration

About

k B B

Audt traifs Activity trails Health istory  Health stafistics

= ® B E
Camera Archiver events  Archiver statistics  Archive storage  Wearable camera
configuration details evidence report

4 Favorites and recent items

2. Select Tasks > Plugins.
Then, Plugins tab will be added.

Network view

S

Hardware
inventory

# Config Tool % plugins
B & Hanwha Al Camera plugin

=] = L]

Identity | Properties  Resources

Type: Plugin

Camera plugin

4 Hanwha Al Camera plugin
» B senvers
» 4 Actions
» & partitions

4 Addanentity X Delete 4 Maintenance v

3. Select Hanwha Al Camera plugin from the list on the left.
Click Delete on the bottom left.
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4. Stop the Genetec Server service.

1721 Task Manager - o x
File Options View

Processes Performance App history Startup Users Details Services

Name PID  Description Status Group @
£ Genetec SAMA 399 Genetec SAMA Running
 GenetecSenver ot Running
£ GenetecUpdateService ervice Running
Stop

% GenetecWatchdog g (5C) Running

“% GoogleChromeElevationService Restart

& gpsve Open Services nt Running netsves
raphicsPerfSve Stopped  GraphicsPerfSve.

levation Service  Stopped

Search online

update AH|Z (gupdat... Stopped
Go to details "
% gupdatem AH|Z= (gupdat Stopped
£ HicDisableService Intel(R) RST HFC Disable Service Stopped v

(~) Fewer details | C§ Open Services

® You can stop the service by selecting Windows Task Manager > Services > GenetecServer
and then right-clicking.

5. Click &= Start > 3% Setup > Apps > Apps & Features > AlCameraServer > Uninstall.
Then, Server Plug-in will be uninstalled.

L ol Settings - o x
@ Home Apps & features
Find a setting pel | Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.
A | Search this list »
i Apps & features Sort by: Install date Filter by: All drives

183 apps found
= Default apps

AlCameraClient
[ Offline maps 2021-02-18
AlCameraServer
5 Apps for websites = S
101

0 Video playback

Modify
2 Startup
PRe] Microsoft Edge Update
2021-02-09
Wisenet Device Manager
2021-02-09
n Microsoft OneDrive 152 MB

Installing Al Camera Plug-in | 27
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6. Restart the Genetec Server service.

1 Task Manager - u} X
File Options View
Processes Performance App history Startup Users Details Services

Name PID Description Status Group @
% Genetec SAMA 3996 Genetec SAMA Running

. GenetecServer = Stopping

% GenetecUpdateService rvice Running

2% GenetecWatchdog =) (s0) Running

%% GoogleChromeElevationService Restart evstion Service  Stopped

% gpsve ErmEmras it Stopped netsves

%, GraphicsPerfSve A Stopped  GraphicsPerfSve

£ qupdate 4812 (qupdat... Stopped

: Go to details ~

% gupdatem 4= (gupda Stopped

£ HicDisableService Intel(R) RSTHFC Disable Service  Stopped v

Fewer details | % Open Senvices

® You can start the service by selecting Windows Task Manager > Services > GenetecServer
and then right-clicking.
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Installing Client Al Camera Plug-in

Al Camera Plug-in can be installed on the PC where the Security Desk program is already installed.
1. Close the Config Tool and Security Desk program.

2. Execute the Client Plug-in installation file.
When the installation wizard appears, click Next.

5 AlCameraClient - InstallShield Wizard x

Welcome to the InstallShield Wizard for
AlCameraClient

The InstallShield{R) Wizard will install AICameraClient on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

3. When installation is complete, click Finish to exit.

1 AlCameraClient - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
AlCameraClient. Click Finish to exit the wizard.

Installing Al Camera Plug-in | 29
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| Updating Client Al Camera Plug-in
1. Close the Config Tool and Security Desk program.

2. Execute the Client Plug-in installation file.
When update start screen appears, click Yes.

AlCameraClient - InstallShield Wizard

This setup will perform an upgrade of "AlCameraClient”. Do
you want to continue?

3. To start updating, click Next.

# AlCameraClient - InstallShield Wizard *

Resuming the InstallShield Wizard for
AlCameraClient

The InstallShield(R) Wizard will complete the installation of
AlCameraClient on your computer. To continue, dick Next.

4. When update is complete, click Finish to exit.
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| Uninstalling Client Al Camera Plug-in

1. Close the Config Tool and Security Desk program.

2. Click #& Start > £5: Setup > Apps > Apps & Features > AlCameraClient > Uninstall.

Then, Client Plug-in will be uninstalled.

< Settings = o X
@ Home Apps & features
Find a setting ¥el | Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.
Apps | Search this list Pl
= Apps & features Sort by: Install date Filter by: All drives
183 apps found
i=  Default apps
AlCameraClient
M Offline maps 2021-02-18
1.0.1
[ Apps for websites
O3 Video playback
AlCameraServer
= 2021-02-18
E Microsoft Edge Update
2021-02-09
E Wisenet Device Manager
2021-02-09
" Microsoft OneDrive 152 MB
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| Checking Client Al Camera Plug-in Version

1. Execute Security Desk (or Config Tool) program.

2. Click About > Installed components.

Tasks
Private tasks

Public tasks

Tools

Options

About

Help

Change password

Contact us

Installed components.

Copyright

Send feedback ..

Plan Manager  Mobile

Expiration: 2021-06-16
: DEM-201007-667329
Hanwha Techwin USA HQ
Security Center 5.9

: N/A
: None

3. Check the version information of AlCameraClient.

Installed components

Installed updates:

Name

File

File name

AlCameralommen
Autofac

AutoMapper

CastleCore
CastleDynamicPraxy2
ClearScript
ClearScriptV8-64
DocumentFormat OpenXml
Etwlog

Extensioninfolib
FSharp.Core

FSharp.Interfaces

Version

Install date

€AProgram Files (x86)\Security Center Plugins\HanwhaTechwin AlCameraClient\AlCameraCommon.dil
CAProgram Files (x86)\Genetec Security Center 5.9\Autofacdll
€AProgram Files (x86)\Genetec Security Center 5 9\AutoMapper.dil
CAProgram Files (x86)\Genetec Security Center 59\Castie:Corell
CAProgram Files (x86)\Genetec Security Center 5.9\Castie:DynamicProxy?
CAProgram Files (x86)\Genetec Security Center 5 9\ClearScriptdil
CAProgram Files (x86)\Genetec Security Center 5.9\ClearScriptV8-64.dll
€AProgram Files (x86)\Genetec Security Center 5.9\DocumentFormat.OpenXml.dil
CAProgram Files (x86)\Genetec Security Center 5 9\EtwLog.dl
CAProgram Files (x86)\Genetec Security Center 5.9\ExtensioninfoLib.dil
CAProgram Files (x86)\Genetec Security Center 5.9\FSharp Core.dll

AProgram Files (86)\Genetec Security Center 5.9\FSharpnterfaces.dil
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Searching for Al Analytics Events

Al analytics event saves only one event per object based on the most accurate time of recognizing an
object (person/face/vehicle/license plate/Wisenet Road Al) that is being continuously analyzed by the

Al camera.

You can search for the saved events by setting the details of each object or camera area.

1. Execute Security Desk program.

2. Select Tasks > Hanwha Al camera report.
Then, Hanwha Al camera report tab will be added.

-

Tasks ,' | p e ¢ ME @

Private tasks

Monitoring Alarm monitoring  Dashboards  Health dashboard Remate
Public tasks

Tools

o ;

& ® & o s
Bookmarks Motion search Camera events Video file Forensic search

About explorer

R r 9 &

Alam report Incidents Zone actiities Hanwha Al 2
camera report | video analytics

Options

P B B 8

Favorites and recent items

3. On the camera list, a camera added to be used in the "Config Tool > Tasks > Plugins > Properties"

menu is displayed.
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Searching for Person

1. Select the camera and time range that you want to search for.
Click the BBl button to select Person for the Al object type.

Person

2. After setting the details, click the Generate report button.
Then, search results are displayed. From the list, you can select an event and play its video.

- 20210308 9% 42533

nerate report
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If a user does not have permission to play a recorded video, the thumbnail video will not be
displayed in the event search results and the event video cannot be played.

If you select Male only from Gender, women and objects with unidentified gender are excluded
from the search results.

If you select both Male and Female, those objects with unidentified gender are excluded from
the search results.

If you select Male and Bag, only those objects identified as male wearing a bag are included in
the search results.

For Color, up to two colors can be selected. Searching is valid if any one of the two colors is
present.
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Searching for Faces

1. Select the camera and time range that you want to search for.
Click the BBl button to select Face for the Al object type.

Generate report

2. After setting the details, click the Generate report button.
Then, search results are displayed. From the list, you can select an event and play its video.

Event time.

1 192:168.15.125 - Camera . 2021-03-08 O 42639

Generate report
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If a user does not have permission to play a recorded video, the thumbnail video will not be
displayed in the event search results and the event video cannot be played.

If you select Male only from Gender, women and objects with unrecognized gender are
excluded from the search results.

If you select both Male and Female, those objects with unrecognized gender are excluded from
the search results.

If you select Male and Glasses, those objects recognized as male wearing glasses are included
in the search results.

Objects either not wearing glasses or uncertain of wearing glasses are excluded from the search
results.

If you select Young only from Age, Adult/Middle age/Senior and objects with unrecognized age
are excluded from the search results.

If you select both Glasses and No glasses, those objects uncertain of wearing glasses are
excluded from the search results.

If you select both Mask and No mask, those objects uncertain of wearing a mask are excluded
from the search results.
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Searching for Vehicles

1. Select the camera and time range that you want to search for.
Click the BBl button to select Vehicle for the Al object type.

Hanwha AL

Vehicle

e

Generate report

2. After setting the details, click the Generate report button.
Then, search results are displayed. From the list, you can select an event and play its video.

Camera Event time

e — e Type : Car (Sedan/SUV/Van)
192.168.15.125 - Camera —..  2021-03-04 23 522:50 e
™ 19216815125 - Camera - 01  2021-03-04 2% 52246

Type  Car (Sedan/SUV/Van)
- Black

10216815125 - Camera 01 20210304 9% 522 Type - Bus
19216815125 - Camera - 01 2021-03-04 2 52244 e,

" . Type  Car (Sedan/SUV/Van)
- 1o - Camera - 01 2021-03-04 9% 52
19216815125 01 20210304 0% 52243 s

= 192168.15.125 - Camera - 01 2021-03-04 93 522

Generate report

® [f a user does not have permission to play a recorded video, the thumbnail video will not be
displayed in the event search results and the event video cannot be played.

® [f you select Bus only from Type, those objects with unchecked or unidentified types are
excluded from the search results.

® For Color, up to two colors can be selected. Searching is valid if any one of the two colors is
present.
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Searching for Vehicle License Plates

1. Select the camera and time range that you want to search for.
Click the BBl button to select License plate for the Al object type.

SIUDAJ SDNAjeUY |V 104 BulyDIeas

[

W License plate

Generate report

2. Click the Generate report button.
Then, search results are displayed. From the list, you can select an event and play its video.

Thumbnal Camera Event time. Description

2021-03-05 97 104201

19216815125 - Camera - 01 2021-03-05 @7 104155

License plate
19216815125 - Camera 01 2021-0305 S 104136
¥ cense plte

Area setting

19216815125 - Camera - 01 2021-03-05 @7 104132

oyl

Generate report

® |f a user does not have permission to play a recorded video, the thumbnail video will not be
displayed in the event search results and the event video cannot be played.

® License plate searches for a vehicle license plate.

If you want to search by entering a license number, see Searching for Wisenet Road Al.
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Searching for Wisenet Road Al

@ Note
Wisenet Road Al search is only available for camera models that support the feature. For products that
support the Wisenet Road Al search function, see Supported cameras.

1. Select the camera and time range that you want to search for.
Click the BBl button to select Wisenet Road Al for the Al object type.

Wisenet Road Al

Generate report

2. After setting the details, click the Generate report button.
Then, search results are displayed. From the list, you can select an event and play its video.

192168231215 - Camera - 2021-03.04 5 63347

Generate report
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If a user does not have permission to play a recorded video, the thumbnail video will not be
displayed in the event search results and the event video cannot be played.

Click the k& button to reset the conditions selected for the vehicle Type, Color, or
Manufacturer/Model.

You can enter the license plate number of a vehicle that you want to search for in License plate.

You can also enter multiple conditions for search, separated by commas. (e.g. 3690, ABC1234,
1ABC234)

You can select multiple countries as a search condition. Click the + button on the right side of
Country to select a country (up to 5) that you want to add as a search condition.

For some countries, you can search by entering specific regions.
In the search results, the following vehicle information can be found:

— Vehicle number, Country/Specific region, Vehicle type, Brand, Manufacturer, Color
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Setting Up Event Area

1. Select the camera and time range that you want to search for.
Click the BBl button to select the Al object type that you want to search for.

® Person, face, vehicle, and license plate can be searched by setting the area. Wisenet Road Al
does not support area settings.

Person

2. Set the details, and click the Area setting.
Then, Area setting window appears.
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3. Select the camera for area setting, and set the area you want.

® Onthe camera list, a camera added to be used in the "Config Tool > Tasks > Plugins >
Properties" menu is displayed.

W Area setting x

[®] Add W Delete T2 Delete all

- Camera - 01
-02

Confirm

° Add: You can drag the mouse to set the area you want.
o Delete: You can drag the mouse to delete a previously set area.

* [il Delete all: You can delete all areas previously set for the selected camera.

Up to 4 camera areas can be set at the same time.

4. To finish the setup, click Ok.
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Open Source License Notification on the Product

MIT License

UnitConverterWpf, Microsoft.CSharp, MVVM Light Toolkit, System.ValueTuple
The MIT License

Copyright (c) 2016 JetBrains http://www.jetbrains.com
Copyright (c) .NET Foundation and Contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE

LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Apache License 2.0

common-logging

Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are under common control with that entity.
For the purposes of this definition, "control" means (i) the power, direct or indirect, to cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source code, documentation source, and
configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, including but not limited to compiled
object code, generated documentation, and conversions to other media types.
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"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as indicated by a copyright notice that is
included in or attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and for which the editorial
revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works
thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications or additions to that Work or Derivative
Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to
submit on behalf of the copyright owner. For the purposes of this definition, "submitted" means any form of electronic, verbal, or written communication
sent to the Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication
that is conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution.”

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.

2. Grant of Copyright License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such
Derivative Works in Source or Object form.

3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable (except as stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-
claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory patent
infringement, then any patent licenses granted to You under this License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution.

You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in Source or Object
form, provided that You meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and
You must cause any modified files to carry prominent notices stating that You changed the files; and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the Source
form of the Work, excluding those notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You distribute must include a readable copy of the
attribution notices contained within such NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at least one of
the following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or documentation, if provided along
with the Derivative Works; or, within a display generated by the Derivative Works, if and wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and do not modify the License. You may add Your own attribution notices within Derivative

Works that You distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot be
construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different license terms and conditions for use,
reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the
Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms
and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the
terms of any separate license agreement you may have executed with Licensor regarding such Contributions.
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6. Trademarks.

This License does not grant permission to use the trade names, trademarks, service marks, or product names of the Licensor, except as required for
reasonable and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.

Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each Contributor provides its Contributions) on an "AS IS"
BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or conditions of
TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness
of using or redistributing the Work and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability.

In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise, unless required by applicable law (such as
deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a result of this License or out of the use or inability to use the Work (including but not
limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on
Your sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any
liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by brackets "[I" replaced with your own
identifying information. (Don't include the brackets!) The text should be enclosed in the appropriate comment syntax for the file format. We also
recommend that a file or class name and description of purpose be included on the same "printed page" as the copyright notice for easier identification
within third-party archives.

Copyright [yyyy] [name of copyright owner] Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License. You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0 Unless required by applicable law
or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions and limitations under the License.
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