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A ZEol AW Wi F "SYSTEM - Legal Notice"™| 77 3F2S E& glolsl~ AR E

O A PN
ZHs 4 JdEsY

jmie

OSS Notice

PHOENIX CONTACT A|EollE 9% 0Z 22 2T EYO7} ¥3d & J&S

dH =gyt A= GNU General Public License (GPL), GNU Lesser General Public
License (LGPL) =& 7]E} @& 2 ol 2o wha) o]g 3t o3& A
SEZESOE W

ol gt glo] d=E E3ll 7lsh= GPL, Lesser GPL %= 7B} Q& A2 glo]d 27}
AEH = KTEOE A B HF ARSA gtolal s Aok B &Y mZEoR
T & e A AF}le] A, HA wjE, A, HE 2R &
AFH

Hd HEoA AU Mo R FolakA] & §, F A ghold e uhe}
W H AT EO= A& BAAke] BE3glo] wlEgyn

oj2]g gho] 27t AR H= T & A2 FEE o e Ad
(info@phoenixcontact.de)ol] 2] 3} A] 2.

=

Fl
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2
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of AFEell= ofefo] LE pn AIZEY o]

— http://www.php.netoll A F 52 A& %= PHP

— OpenSSL Toolkit AH-82 913 OpenSSL Projectol] A 74kl A X E ¢ o]
(http://www.openssl.org/)

— Eric Young (eay@cryptsoft.com)o] #| 23l 95 38} 43 E 9o

— Tim Hudson (tjh@cryptsoft.com)o] | 2}3+ A3 E ¢ o

— Jean-loup Gailly2} Mark Adlero] #| 2}l 43 E 9] o

— RSA Data Security, Inc.2] MD5 WA #] t}o]AAE g5

— Brian Gladman BMA}7} %3t & =5 V|9ke 2 3 AES ¢e3t i

— David Ireland7} A& &A% o5 AEUE il 3=

— &AM Eo] 2 FreeBSD = A E (www.freebsd.org)

— OpenStreetMap A B 2~E A&t AE 2 IA0 79 =
(http://wiki.openstreetmap.org)
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GNSS Receiver / NTP Server
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mGuard / Router [EE:I o /’/’:“ NTP Client #1
|
T Tt 1 D
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AFE Y A AAE AFolA Bos = &5 A4 AlAl9 FAFSE
497 7] (quartz oscillator) S 71WFo 2 gttt Alzko] Aol whz} o]e]dk AAl=
Q2p7} WAy E Y T
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A o= F7]gtE]ofof .
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NTP (Network Time Protocol)
NTPE= 7h3 si7l ekl o= vES] =
TrEFoH AT 725 7ML U5 1
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GNSS (Global Navigation Satellite System)

GNSS+= Uit #2 theket A4 Alage] dubsl gofdyt.
- GPS (USA)

— GLONASS (Russian Federation)

— Galileo (EV)
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a9 4, AolE ¥= ~F(FL M32 ADAPTER)
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6.1 33 %7]3} A

& 2715F AEjelA e 1P AR

IP Address : 192.168.0.254

Subnet mask : 255.255.255.0

Gateway & DNS server : 192.168.0.1

Login Password : A Z200A] HE Y

6.2 27] A< 34

A MEEE A (A2 209 SAS 249 HEA TG 624013 4Y D)

DOILRE AN OO @D

Admin Password Setup

Flease set a password for the admin account.
It shall have a minimum length of 6 characters and contain at least 2 numbers and 2 letters.

Username: admin

Enter new password: | |

Confirm new password: | |

O1 agree to the terms and conditions

PHOENTX CONTACT

Hostname FL_TIMESERVER_NTP

Software Version 4.4,71,100

& 2004-2015, PHOENIX CONTACT GmbH & Co.
KG
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6.3 Hx EOA AX QF ZEAX 3

Processing...
The device is processing a key/certificate request, please stand by.

» Initializing certificate database
» Generating random bits
» Generating 2048-bit Diffie-Hellmann parameter file

Processing...

The device is processing a key/certificate request, please stand by.

» Initializing certificate database

» Generating random bits

» Generating 2048-bit Diffie-Hellmann parameter file
» Generating 2048-bit RSA root key
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Processing...

The device is processing a key/certificate request, please stand by.

Initializing certificate database

Generating random bits

Generating 2048-bit Diffie-Hellmann parameter file
Generating 2048-bit RSA root key

Creating and signing root certificate

Generating CRL

Generating key for webserver

Processing...

The device is processing a key/certificate request, please stand by.

R ]

Initializing certificate database

Generating random bits

Generating 2048-bit Diffie-Hellmann parameter file

Generating 2048-bit RSA root key

Creating and signing root certificate

Generating CRL

Generating key for webserver

Creating certification request for (CN=FL TIMESERVER
NTP/emailAddress=info@phoenixcontact. de/O=PHOENIX CONTACT GmbH \& Co.
KG/OU=PHOENEX CONTACT/C=DE/ST=Germany/L=Blomberg

Signing certificate for webserver with config from /tmp/webserver-ca.conf
Copying CA root certificate/key

Verifying webserver certificate against root CA
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6.4 0% ¢85 F A Iy

DI ENOOEO

HOME INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTP Keys & Certificates ” Configuration
1107132

Name Description Status
Root CA The root authority used for issuing local certificates installed
Web Server The SSL certicates used by the Web server installed
MQTT Broker The SSL certicates used by the Web server missing
SSH Server The host keys used by the SSH server installed
SSH Authorization The keys used for 55H authorization missing

System
Authorities Other certificate authorities which we trust missing

Settings

Time & Region

6.5 9144 42 Ay g9l

“HOME — Summary” "ol A $14 A4 Jes 3hds] 91 7hssy),
e GNSS7} downo. 2 YepRd 49, A2 LOCK LED7F HH AHZ §X
— TIMESERVERS] 4% 37 3¢l Ha
o AF AHEo] HW GNSSF upoE FAIHH, AEY LOCK LEDF H%5
FHE A

DOILTZENOOEDO

INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTP

1107132 Summary
Description Administrative Status Operational Status
LANT enabled up
GNSS enabled down

Status

Summary

LAN

GNSS

Ethernet

System
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6.6 GNSS AHH)

“HOME — GNSS” H|i7ol 4] GNSS A HE

Status

Summar

LAN

GNSS

Ethernet

System

FL TIMESERVER NTP
1107132

¥

HOME

GNSS Status

Description

Administrative state:

Operational state:
System:

Time of last fix:
Latitude:
Longitude:
Altitude:
Satellites in view:
Speed:

Track angle:

Dilution of precision:

Satellites used:

PRN

W o~ s e

11
16
20

16/20

INTERFACES

Elevation
28¢°

30

50@

TiE

11@

70

54°

35°

30

°l

-

Maainsiss

PHCENIX
ONTACT

SERVICES SYSTEM LOGOUT

Value

enabled

up

GPSGLONASSBEIDOUSBASQZSS

2020-07-09 08:52:40

37.380646

127.117539

-79.50

28

4.152 my/s horizontal

348.370 ©

1.12 hoerizontal

1.60 vertical

1.95 positional

9
Azimuth SNR
1867 0 dB
208° g de
297¢° 26 dB
352¢ 24 dB
241¢° 13d8
74° 7 dB
204¢° 0 dB
91¢° 10dB
452 0de
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6.7 GNSS, A AR g2l

“INTERFACES - GNSS - Satellites 5" 570l A 53 94 AE 2l 7y
HOME INTERFACES SERVICES SYSTEM LOGOUT
FL TIMESERVER. NTP Configuration ” Position || Satellites ” Supervision

1107132

GNSS Satellites

Ethernet

IP Settings

GN55

19 satellites in view (3 u
6.8 GNSS, #12] HX &<l

“INTERFACES — GNSS - Position 51" Hyroll A4 9|4
* A2 AHRE W] Ysfi+= TIMESERVERS9}
Adw o] glofof Pt

HOME

INTERFACES SERVICES

Qu 3
A7

SYSTEM

sed)

LOGOUT

Position

| Configuration ” Satellites

FL TIMESERVER NTP
1107132

GNSS Position

Please raise a telnet connection to port 2947 for getting raw

Latitude: 37.377991
Longitude: 127.117163
Altitude: -68.30

Supervision

NMEA infermation.

l 7ks
PC7} REEA]

SlE| Yo

=y
7
Ethernet
Port Setup &
e i L CIOHE
VLAN Management -
IP Settings il 4 Q. HYUS
’ £
GNSS THE 2
EHIE
—
{
e

\ s
0= Report a problem | € CpenStreetMap confributors

L

GuIx
x

Byz
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6.9IP T4 WA

“INTERFACES - IP Settings” Hli7oll A IP 4 W7 o] 7yt
- IP BAS 9l (B ofo] & A E
HOME INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTP IP Address Management

1107132
Network IP Address Mode IP Address Netmask
Interface
LAN1 Static IP 192.168.0.254 24

Ethernet

Port Setup

WVLAN Management

IP Settings

GNSS

P2 WAA * FAZE | FEEs whEA] 9
HOME INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTP
1107132 IP Settings LAN1

LAN mode: O DHCP client
® static IP

Static Configuration

fields marked with * are mandatory

1P address™: [192.168.0.254 |
A Netmask-: [265.255.255.0 |
Port Setup
WLAN Management Default gateway™: |192.188.0.1 |
IP Settings Primary DNS server=: [192.168.0.1 |
— Secondary DNS server: | |

= —
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6.10 SERVICE, NTP server

A~

“SERVICES - NTP Server” W7ol A NTP AH 7]%S WAE & 95U}
HOME INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTP ini i
e NTP Server Administration
Administrative status: ® enabled
O disabled
NTP Server Configuration
Poll interval: 256 seconds
Allowed hosts: Address: |192_188_1_0 |
Netmask:  [255.255.255.0 |
NTP Server
: Apply
E-Mail
Events
55H/Telnet Server
SNMP Agent
Web Server
e Administrative status:  enabled — NTP server 24 3}

disabled - NTP server H| &4 3}

e Pollinterval : GNSS F=219] §l&= 4% : Al&Eo] 2IEY (pool.ntp.org)S 3l 28

NTP Aol 4 Azt

"

e Allowed host : NTP Aol A3 4= = IP T4 HY

"Address"® "Netmask"el 0.0.0.02 Y =3tH E= IP FX]7F NTP Aol A 5t

%A ARE A s

UTC (8B AAIA)= NTPE 3l s-frgyth UTCol= AW E] ) #-dd
T ARIF 23EA ZHUTh ol AAL NTPE Fd Azhs F4ls)

A% AAAA o Tl gt

jmie
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6.11 Al & A
"SYSTEM — Time & Region"o]A Wi =% 3J&o] tjzt AIZHHE A4
91711,
glo]Ej9} A7 GNSS HIEHAE 53] =Ag U
o] AL NTPE 53] H5E Wi w A7 Aol JFE 74 2l
HOME INTERFACES SERVICES SYSTEM LOGOUT
FL nrlEDS?ElRB\;ER NTP Time Zone
Time zone: [ UTC+01:00 Zurich v
Daylight saving changes:
System
Settings
Time & Region
Reboot
6.12 AXESJo] HH|o|E
“SYSTEM — Software Update” ™ol A Al Helo] BAS FA o] uo|E & <=
UFHTH
< Fol JulelEE AlFety] Mol 7 A S WYstAl L.
« guHolEee= B Fo] AgH, AlFel & 2713t A7 Fydh

FL TIMESERVER NTP
1107132

System
Settings
Time & Region

Reboot

Authentication

User Accounts

Software Update

Software Update

HOME INTERFACES

[ mManual |

Manual Software Update

Current version:

Installed at:

Update operation:

Upload image:

Admin password:

20/20

SERVICES SYSTEM LOGOUT

4.4.71.100
2012-01-01 00:01:08

@® Upload image
O Download from URL

Ty N |HuE g g
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{Required for downgrades to releases before 4.2)



