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PART  2   PRODUCTS
ACCESS CONTROL DOOR CONTROLLERS
The product or product types listed below describing various form-factors and features shall be supplied by a single manufacturer for access control. 
Controller for 1 door shall be Hanwha Vision NHP-P100 Single Door IP Controller
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Model: NHP-P100
General Description:
The IP controller shall meet or exceed the following design specifications:
The IP controller shall be a fully functional stand-alone IP controller, supporting up to (2) OSDP or (1) Wiegand readers per controller.
The IP controller shall support the use of Request-to-Exit (REX) inputs, Door Position Sensors (DPS), auxiliary and external I/Os and door looks.
The IP controller shall support the use of Flex Inputs, at a count of 2 per reader port, anytime the designated reader port is configured in OSDP mode.
The product shall operate on an open source; Linux-based platform, include a built-in web server and be equipped with a standard Ethernet-port for remote access, communication, and control.
The IP controller casing shall be:
Designed for on wall or cabinet mounting, with conduit connection. 
Be fitted with tamper detection, capable of detecting cover removal and removal from backplane as discrete notifications.
Be equipped with detachable color-coded connectors for readers, I/O door inputs, relay outputs, auxiliary functions and external inputs.
The IP controller shall support up to (2) OSDP or (1) Wiegand readers via direct connection to the controller on a single reader port. When using OSDP, controller shall support 2 readers per port. Supported interfaces shall include:
Wiegand
OSDP RS-485
OSDP Secure Channel
OSDP Verified
The IP controller shall support 1 door 
The IP controller shall be plenum-rated.
The IP controller shall meet or exceed the following performance specifications:
Credentials: Up to 250 000 credentials stored locally.
Event buffer: Qualified for up to 250 000 events stored locally.
Door control functionality
The IP controller shall support multifactor authentication. 
The IP controller shall provide a correct response within 1 second of presenting a defined credential. 
The IP controller shall support individually adjustable shunt times for each door.
User Interface
Web server
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
Optional components downloaded from the IP controller for specific tasks shall be signed by an organization providing digital trust services.
Language Specification
The IP controller shall provide a function for altering the language of the user interface, and shall include support for at least 3 different languages.
IP addresses
The IP controller shall support both fixed IP addresses and dynamically assigned IP addresses provided by a Dynamic Host Control Protocol (DHCP) server.
The IP controller shall allow for automatic detection of the IP controller based on UPnP and Bonjour when using a computer with an operating system supporting this feature.
The IP controller shall provide support IPv4 network address schema.
The IP controller shall provide support for IPv6.
Event functionality
The IP controller shall be able to respond to triggers from other products on the same network, and be able to generate responses in other products as a result of a triggered event.
Protocols
The IP controller shall incorporate support for at least IPv4, IPv6, HTTP, HTTPS, TLS, SMTP, mDNS (Bonjour), UPnP, SNMP v3 (MIB- II), DNS/DNSv6, DDNS, NTP, TCP, and DHCPv4/v6
The SMTP implementation shall include support for SMTP authentication.
Time and Date
To ensure accuracy, the IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
Schedules
The IP controller shall support the definition of holidays/exception-days in the calendar configured through a third-party software.
Security
The IP controller shall support the use of HTTPS and TLS, providing the ability to upload signed certificates to encrypt and secure authentication and communication.
The IP controller shall support IEEE 802.1X authentication.
The IP controller shall provide support for restricting access to pre-defined IP addresses only, so-called IP address filtering.
The IP controller shall restrict access to the built-in web server by usernames and passwords.
Installation and maintenance
The IP controller shall be supplied with Windows-based management software which allows the assignment of IP addresses, upgrade of firmware of the IP controller.
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
The IP controller shall support the use of SNMP-based management tools according to SNMP v3 / MIB-II.
The IP controller shall allow updates of the software (firmware) over the network, using HTTP/HTTPS.
The IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
The IP controller shall store all customer-specific settings in a non-volatile memory that shall not be lost during power cuts or soft reset.
Access log
The IP controller shall provide an event history of the last 250 000 events, stored locally in the unit. Such transaction history shall be automatically uploaded to the server once communication has been restored.
The IP controller shall provide a log file, accessible via browser and export, containing information about the 1,000 latest connections and access attempts since the unit’s latest restart. The file shall include information about the connecting IP addresses and the time of connecting.
IP controller diagnostics
The IP controller shall be equipped with LEDs, capable of providing visible status information. LEDs shall indicate the IP controller’s operational status and provide information about communication with receiver, the network status and the IP controller status.  LEDs showing Status, Host connection, Network Connection, and Fire Alarm Interface input, shall be visible with the casing closed and secured.
The IP controller shall be equipped with LEDs for each input, reader connection, and output.  LEDs shall be capable of showing a trouble state on the input, reader operating mode, and output operating mode, to improve the troubleshooting of the IP controller.
The IP controller shall be equipped with LEDs, capable of indicating over-current protection.
The IP controller shall be monitored by a Watchdog functionality, which shall automatically re-initiate processes or restart the unit if a malfunction is detected.
The IP controller shall, through its web interface, provide the current status of all inputs and outputs, and provide the ability to force-control outputs for test purposes.
Hardware and I/O interfaces
IP Controller power input
Controller shall support IEEE802.3af, Class 2 (PoE), IEEE802.3af, Class 3 (PoE), or IEEE802.3at, Class 4 (PoE+) input
Controller shall support 12VDC input or 24VDC input.
Memory: 8GB eMMC or greater
Reader Ports: (1) OSDP/RS485 half-duplex, multidrop or Wiegand, max 12VDC @500mA output
Door inputs
REX power out: (1) 12VDC 100 mA output 
Door Inputs: (1) REX and (1) DPS, programmable as supervised (1k/2k) or unsupervised
Door output: (1) field definable to be dry or wet
RELAY: (1) Form C relay per door, NO/NC/COM/GND
Dry: max 2A @ 30VDC
Wet: DC output: 12/24V DC, selector switch configurable
Wet with PoE: max 250mA at 12V DC, max 125mA at 24V DC
Wet with PoE+: max 500mA at 12V DC, max 250mA at 24V DC
With DC in: max 500 mA at 12V DC, max 250 mA at 24V DC
Aux/Dedicated inputs and outputs
Fire Alarm Interface (FAI)
Input: NO or NC, no configuration required
Shall provide full hardware defined power loss to wet outputs without any software dependency
Tamper inputs
Input: (2) digital inputs to detect mount tampering and case tampering independently using optical sensors. 
Flex inputs
User definable configurable inputs 
Inputs shall be unsupervised and available via removeable terminal block that, when removed, does not impact any other connected device.
Network
The IP controller shall be equipped with one 10BASE-T/100BASE-TX Ethernet-port using an 8P8C connector and shall support auto-negotiation of network speed and transfer mode (full- and half-duplex).
Enclosure
The IP controller shall be manufactured with an aluminum enclosure and be fitted with tamper switches and concealable cable entries.
The IP controller must support conduit entry with no additional accessories being required.
Environmental
The IP controller shall operate in a temperature range of -20º C to +60º C (-4º F to 140º F)
The conditional maximum temperature shall be 70 °C (158°F)
The IP controller shall operate in a humidity range of 20–85% RH (non-condensing)
Controller for up to 2 doors shall be Hanwha Vision NHP-P200 Two Door IP Controller
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Model: NHP-P200
General Description:
The IP controller shall meet or exceed the following design specifications:
The IP controller shall be a fully functional stand-alone IP controller, supporting up to (4) OSDP or (2) Wiegand readers per controller.
The IP controller shall support the use of Request-to-Exit (REX) inputs, Door Position Sensors (DPS), auxiliary and external I/Os and door looks.
The IP controller shall support the use of Flex Inputs, at a count of 2 per reader port, anytime the designated reader port is configured in OSDP mode.
The product shall operate on an open source; Linux-based platform, include a built-in web server and be equipped with a standard Ethernet-port for remote access, communication, and control.
The IP controller casing shall be:
Designed for on wall or cabinet mounting, with conduit connection. 
Be fitted with tamper detection, capable of detecting cover removal and removal from backplane as discrete notifications.
Be equipped with detachable color-coded connectors for readers, I/O door inputs, relay outputs, auxiliary functions and external inputs.
The IP controller shall support up to (4) OSDP or (2) Wiegand readers via direct connection to the controller on two discrete reader ports. When using OSDP, controller shall support 2 readers per port. Supported interfaces shall include:
Wiegand
OSDP RS-485
OSDP Secure Channel
OSDP Verified
The IP controller shall support 2 doors 
The IP controller shall be plenum-rated.
The IP controller shall meet or exceed the following performance specifications:
Credentials: Up to 250 000 credentials stored locally.
Event buffer: Qualified for up to 250 000 events stored locally.
Door control functionality
The IP controller shall support multifactor authentication. 
The IP controller shall provide a correct response within 1 second of presenting a defined credential. 
The IP controller shall support individually adjustable shunt times for each door.
User Interface
Web server
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
Optional components downloaded from the IP controller for specific tasks shall be signed by an organization providing digital trust services.
Language Specification
The IP controller shall provide a function for altering the language of the user interface, and shall include support for at least 3 different languages.
IP addresses
The IP controller shall support both fixed IP addresses and dynamically assigned IP addresses provided by a Dynamic Host Control Protocol (DHCP) server.
The IP controller shall allow for automatic detection of the IP controller based on UPnP and Bonjour when using a computer with an operating system supporting this feature.
The IP controller shall provide support IPv4 network address schema.
The IP controller shall provide support for IPv6.
Event functionality
The IP controller shall be able to respond to triggers from other products on the same network, and be able to generate responses in other products as a result of a triggered event.
Protocols
The IP controller shall incorporate support for at least IPv4, IPv6, HTTP, HTTPS, TLS, SMTP, mDNS (Bonjour), UPnP, SNMP v3 (MIB- II), DNS/DNSv6, DDNS, NTP, TCP, and DHCPv4/v6
The SMTP implementation shall include support for SMTP authentication.
Time and Date
To ensure accuracy, the IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
Schedules
The IP controller shall support the definition of holidays/exception-days in the calendar configured through a third-party software.
Security
The IP controller shall support the use of HTTPS and TLS, providing the ability to upload signed certificates to encrypt and secure authentication and communication.
The IP controller shall support IEEE 802.1X authentication.
The IP controller shall provide support for restricting access to pre-defined IP addresses only, so-called IP address filtering.
The IP controller shall restrict access to the built-in web server by usernames and passwords.
Installation and maintenance
The IP controller shall be supplied with Windows-based management software which allows the assignment of IP addresses, upgrade of firmware of the IP controller.
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
The IP controller shall support the use of SNMP-based management tools according to SNMP v3 / MIB-II.
The IP controller shall allow updates of the software (firmware) over the network, using HTTP/HTTPS.
The IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
The IP controller shall store all customer-specific settings in a non-volatile memory that shall not be lost during power cuts or soft reset.
Access log
The IP controller shall provide an event history of the last 250 000 events, stored locally in the unit. Such transaction history shall be automatically uploaded to the server once communication has been restored.
The IP controller shall provide a log file, accessible via browser and export, containing information about the 1,000 latest connections and access attempts since the unit’s latest restart. The file shall include information about the connecting IP addresses and the time of connecting.
IP controller diagnostics
The IP controller shall be equipped with LEDs, capable of providing visible status information. LEDs shall indicate the IP controller’s operational status and provide information about communication with receiver, the network status and the IP controller status.  LEDs showing Status, Host connection, Network Connection, and Fire Alarm Interface input, shall be visible with the casing closed and secured.
The IP controller shall be equipped with LEDs for each input, reader connection, and output.  LEDs shall be capable of showing a trouble state on the input, reader operating mode, and output operating mode, to improve the troubleshooting of the IP controller.
The IP controller shall be equipped with LEDs, capable of indicating over-current protection.
The IP controller shall be monitored by a Watchdog functionality, which shall automatically re-initiate processes or restart the unit if a malfunction is detected.
The IP controller shall, through its web interface, provide the current status of all inputs and outputs, and provide the ability to force-control outputs for test purposes.
Hardware and I/O interfaces
IP Controller power input
Controller shall support IEEE802.3at Class 4 (PoE+) or IEEE802.3bt type 3, Class 6 (PoE++) input
Controller shall support 12VDC input or 24VDC input.
Memory: 8GB eMMC or greater
Reader Ports: (2) OSDP/RS485 half-duplex, multidrop or Wiegand, 12VDC @500mA output
Door inputs
REX power out: (2) 12VDC 100 mA output 
Door Inputs: (2) REX and (2) DPS, programmable as supervised (1k/2k) or unsupervised
Door output: (2) field definable to be dry or wet
RELAY: (2) Form C relay per door, NO/NC/COM/GND
Dry: max 2A @ 30VDC
Wet: DC output: 12/24V DC, selector switch configurable
Wet with PoE+: max 250mA at 12V DC, max 125mA at 24V DC
Wet with PoE++: max 500mA at 12VDC, max 250mA at 24V DC
With DC in: max 500mA at 12V DC, max 250mA at 24V DC
Aux/Dedicated inputs and outputs
Fire Alarm Interface (FAI)
Input: NO or NC, no configuration required
Shall provide full hardware defined power loss to wet outputs without any software dependency
Tamper inputs
Input: (2) digital inputs to detect mount tampering and case tampering independently using optical sensors. 
Flex inputs
User definable configurable inputs 
Inputs shall be unsupervised and available via removeable terminal block that, when removed, does not impact any other connected device.
Network
The IP controller shall be equipped with one 10BASE-T/100BASE-TX Ethernet-port using an 8P8C connector and shall support auto-negotiation of network speed and transfer mode (full- and half-duplex).
Enclosure
The IP controller shall be manufactured with an aluminum enclosure and be fitted with tamper switches and concealable cable entries.
The IP controller must support conduit entry with no additional accessories being required.
Environmental
The IP controller shall operate in a temperature range of -20º C to +60º C (-4º F to 140º F)
The conditional maximum temperature shall be 70 °C (158°F)
The IP controller shall operate in a humidity range of 20–85% RH (non-condensing)
Controller for up to 4 doors shall be Hanwha Vision NHP-P400 Four Door IP Controller
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Model: NHP-P400
General Description:
The IP controller shall meet or exceed the following design specifications:
The IP controller shall be a fully functional stand-alone IP controller, supporting up to (8) OSDP or (4) Wiegand readers per controller.
The IP controller shall support the use of Request-to-Exit (REX) inputs, Door Position Sensors (DPS), auxiliary and external I/Os and door looks.
The IP controller shall support the use of Flex Inputs, at a count of 2 per reader port, anytime the designated reader port is configured in OSDP mode.
The product shall operate on an open source; Linux-based platform, include a built-in web server and be equipped with a standard Ethernet-port for remote access, communication, and control.
The IP controller casing shall be:
Designed for on wall or cabinet mounting, with direct conduit connection, no additional adapters required.
Designed to support a manufacturer specific backbox, allowing for a up to 10 additional conduit connection locations. 
Be fitted with tamper detection, capable of detecting cover removal and removal from backplane as discrete notifications.
Be equipped with detachable color-coded connectors for readers, I/O door inputs, relay outputs, auxiliary functions and external inputs.
The IP controller shall support up to (8) OSDP or (4) Wiegand readers via direct connection to the controller on two discrete reader ports. When using OSDP, controller shall support 2 readers per port. Supported interfaces shall include:
Wiegand
OSDP RS-485
OSDP Secure Channel
OSDP Verified
The IP controller shall support 4 doors 
The IP controller shall be plenum-rated.
The IP controller shall meet or exceed the following performance specifications:
Credentials: Up to 250 000 credentials stored locally.
Event buffer: Qualified for up to 250 000 events stored locally.
Door control functionality
The IP controller shall support multifactor authentication. 
The IP controller shall provide a correct response within 1 second of presenting a defined credential. 
The IP controller shall support individually adjustable shunt times for each door.
User Interface
Web server
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
Optional components downloaded from the IP controller for specific tasks shall be signed by an organization providing digital trust services.
Language Specification
The IP controller shall provide a function for altering the language of the user interface, and shall include support for at least 3 different languages.
IP addresses
The IP controller shall support both fixed IP addresses and dynamically assigned IP addresses provided by a Dynamic Host Control Protocol (DHCP) server.
The IP controller shall allow for automatic detection of the IP controller based on UPnP and Bonjour when using a computer with an operating system supporting this feature.
The IP controller shall provide support IPv4 network address schema.
The IP controller shall provide support for IPv6.
Event functionality
The IP controller shall be able to respond to triggers from other products on the same network, and be able to generate responses in other products as a result of a triggered event.
Protocols
The IP controller shall incorporate support for at least IPv4, IPv6, HTTP, HTTPS, TLS, SMTP, mDNS (Bonjour), UPnP, SNMP v3 (MIB- II), DNS/DNSv6, DDNS, NTP, TCP, and DHCPv4/v6
The SMTP implementation shall include support for SMTP authentication.
Time and Date
To ensure accuracy, the IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
Schedules
The IP controller shall support the definition of holidays/exception-days in the calendar configured through a third-party software.
Security
The IP controller shall support the use of HTTPS and TLS, providing the ability to upload signed certificates to encrypt and secure authentication and communication.
The IP controller shall support IEEE 802.1X authentication.
The IP controller shall provide support for restricting access to pre-defined IP addresses only, so-called IP address filtering.
The IP controller shall restrict access to the built-in web server by usernames and passwords.
Installation and maintenance
The IP controller shall be supplied with Windows-based management software which allows the assignment of IP addresses, upgrade of firmware of the IP controller.
The IP controller shall contain a built-in web server making hardware configuration available to multiple clients in a standard operating system and browser environment using HTTP, without the need for additional software.
The IP controller shall support the use of SNMP-based management tools according to SNMP v3 / MIB-II.
The IP controller shall allow updates of the software (firmware) over the network, using HTTP/HTTPS.
The IP controller shall accept external time synchronization from an NTP (Network Time Protocol) server.
The IP controller shall store all customer-specific settings in a non-volatile memory that shall not be lost during power cuts or soft reset.
Access log
The IP controller shall provide an event history of the last 250 000 events, stored locally in the unit. Such transaction history shall be automatically uploaded to the server once communication has been restored.
The IP controller shall provide a log file, accessible via browser and export, containing information about the 1,000 latest connections and access attempts since the unit’s latest restart. The file shall include information about the connecting IP addresses and the time of connecting.
IP controller diagnostics
The IP controller shall be equipped with LEDs, capable of providing visible status information. LEDs shall indicate the IP controller’s operational status and provide information about communication with receiver, the network status and the IP controller status.  LEDs showing Status, Host connection, Network Connection, and Fire Alarm Interface input, shall be visible with the casing closed and secured.
The IP controller shall be equipped with LEDs for each input, reader connection, and output.  LEDs shall be capable of showing a trouble state on the input, reader operating mode, and output operating mode, to improve the troubleshooting of the IP controller.
The IP controller shall be equipped with LEDs, capable of indicating over-current protection.
The IP controller shall be monitored by a Watchdog functionality, which shall automatically re-initiate processes or restart the unit if a malfunction is detected.
The IP controller shall, through its web interface, provide the current status of all inputs and outputs, and provide the ability to force-control outputs for test purposes.
Hardware and I/O interfaces
IP Controller power input
Controller shall support IEEE802.3at Class 4 (PoE+) or IEEE802.3bt type 3, Class 6 (PoE++) input
Controller shall support 12VDC input or 24VDC input.
Memory: 8GB eMMC or greater
Reader Ports: (4) OSDP/RS485 half-duplex, multidrop or Wiegand, 12VDC @350mA output
Door inputs
REX power out: (4) 12VDC 50 mA output 
Door Inputs: (4) REX and (4) DPS, programmable as supervised (1k/2k) or unsupervised
Door output: (4) field definable to be dry or wet
RELAY: (4) Form C relay per door, NO/NC/COM/GND
Dry: max 2A @ 30VDC
Wet: DC output: 12/24 V DC, selector switch configurable
Wet with PoE+: max 250mA at 12V DC, max 125mA at 24V DC
Wet with PoE++: max 500mA at 12V DC, max 250mA at 24V DC
With DC in: max 500mA at 12V DC, max 250mA at 24V DC
Aux/Dedicated inputs and outputs
Fire Alarm Interface (FAI)
Input: NO or NC, no configuration required
Shall provide full hardware defined power loss to wet outputs without any software dependency
AUX OUT relay: (1) Form C relay, NO/NC/COM
Dry: max 2A @ 30VDC
Tamper inputs
Input: (2) digital inputs to detect mount tampering and case tampering independently using optical sensors. 
Flex inputs
User definable configurable inputs 
Inputs shall be unsupervised and available via removeable terminal block that, when removed, does not impact any other connected device.
Network
The IP controller shall be equipped with one 10BASE-T/100BASE-TX Ethernet-port using an 8P8C connector and shall support auto-negotiation of network speed and transfer mode (full- and half-duplex).
Enclosure
The IP controller shall be manufactured with an aluminum enclosure and be fitted with tamper switches and concealable cable entries.
The IP controller must support conduit entry with no additional accessories being required.
Environmental
The IP controller shall operate in a temperature range of -20º C to +60º C (-4º F to 140º F)
The conditional maximum temperature shall be 70 °C (158°F)
The IP controller shall operate in a humidity range of 20–85% RH (non-condensing)
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