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ACCESS CONTROL SYSTEM HARDWARE


<THIS ENTIRE DOCUMENT can be edited to meet specific client and project needs>
PART  1   [bookmark: _Hlk197497919]GENERAL
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PART  2   PRODUCTS
ACCESS CONTROL CONTROLLER
The product or product types listed below describing various form-factors and features shall be supplied by a single manufacturer for access control. 
Intelligent Controller for up to 2 doors, with support for downstream expansion, shall be Hanwha Vision NOP-IC2 including all components included in assembly
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Original Equipment Manufacturer: Azure Access Technology (https://www.azure-access.com/)
Model: NOP-IC2
General Description:
The intelligent controller shall meet or exceed the following design specifications:
The controller shall maintain full access control functionality during network outages through offline mode, local caching of credentials, and rule execution at the edge.
Controller shall be built on an Open, Linux-native architecture, supporting integrations to monitoring/control Host software through an API and other standard, open protocols.
All firmware shall support encryption at rest for data stored in memory, encrypted and signed firmware, TLS-encrypted network communications, and AES-encrypted serial communications.
Hardware shall have an MTBF rating of no less than 170,000 hours
The controller shall support
Two (2) entries capable of being controlled via onboard I/O
Secure serial expansion boards
RS-485 and TTL reader-type connections
Up to sixteen (16) downstream reader interface and alarm/control boards
Fully encrypted device-to-device communications using
AES-256 encryption for serial connectivity
TLSv1.3 for network connectivity
Factory Reset to restore factory original firmware and settings
Encrypted configuration synchronization
Logging and audit trails
Embedded software applications running in a secure, containerized environment
Controller shall include a minimum five (5) year manufacturer warranty covering repair or replacement.
Controller must have successfully completed testing, and be certified as, SIA OSDP™️ Verified
Processing & Operating System
Embedded ARM processor
Linux-native operating system
Co-processors for guaranteed real-time operation
Onboard web server
Memory & Database Handling
Onboard event buffer capable of buffering at least 100K events
Support for 1M cardholder database supplied by host system
One controller shall manage up to 64 readers
Non-volatile memory for offline operation
SD Card with no less than 32GB storage
Network Interfaces
10/100 Mbps Ethernet
DHCP or Static addressing
Automatic reconnection and watchdog recovery
Security
All memory encrypted-at-rest
TLSv1.3 encrypted communications with support for custom certificates
HTTPS connectivity to web server
Reader Ports
Support for RS485 Protocol Readers via OSDP
Support for TTL Readers via Wiegand
LED and Buzzer output
Open-collector Buzzer output 
Supports single-wire and two-wire reader LED control when using the Buzzer output for LED control 
Power and ground connection for reader
VIN passthrough with 500mA MAX per port 
12VDC regulated with 500mA MAX per port or 600mA MAX combined 
Inputs (Supervised)
Eight (8) supervised inputs minimum:
Door contact
REX device
Auxiliary alarm input
General-purpose monitoring
Configurable supervision modes
Outputs
Four (4) Form-C relays for strike and auxiliary outputs
2A @ 30VDC 
Programmable pulse times and fail-safe/fail-secure settings
Downstream Expansion Boards
Support up to sixteen (16) NOP-RI and/or NOP-IO series reader-interface and alarm/control boards
Support mixed serial (RS-485) and IP-connected downstream boards
IP-connected devices shall support Static or DHCP network configuration
Power Requirements
12–24 VDC input, 350mA
Reverse polarity protection
Auto-resetting fuse protection for onboard power distribution
Onboard power monitoring with integrated, indefinite memory backup
Real-time clock backed up through power outages and maintained for no less than 6 months
Environmental
Industrial Operating Temperature: –40°C to +85°C
Humidity: 5–95% non-condensing
Reader Interface Expansion Board for up to 2 doors shall be Hanwha Vision NOP-RI2MS including all components included in assembly
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Original Equipment Manufacturer: Azure Access Technology (https://www.azure-access.com/)
Model: NOP-RI2MS
General Description:
The reader interface expansion board shall meet or exceed the following design specifications:
The expansion board shall support RS-485 serial communications to the host controller
The expansion board shall support two (2) doors with two (2) independent reader ports.
The expansion board must have successfully completed testing, and be certified as, SIA OSDP™️ Verified
Inputs: provide six (6) inputs, configurable as supervised or unsupervised.
Support defined EOL resistor values
Inputs shall be custom-mappable, assigned via host/controller configuration for door monitoring, REX, auxiliary alarm points, elevator floor selection, or other automation logic as required by system design.
Supervised Inputs shall use application-specific circuitry and filtering to assure reliability in noisy environments with minimal false alarms
0. Cabinet Tamper & Power Fault Inputs: provide dedicated unsupervised inputs for cabinet tamper and power fault monitoring.
Outputs: provide four (4) Form-C, dry relay outputs.
Outputs shall be rated for at least 2 A @ 30VDC 
Outputs shall be custom-mappable, assigned via host/controller configuration for door strikes, elevator floor control, annunciation, or other automation logic as required by system design.
Outputs shall support fail-safe and fail-secure configurations.
Expansion Board shall have status and diagnostic LEDs for visual representation of activity and hardware interface states.
Board shall support offline operation when disconnected from controller. Events generated during offline operation shall be saved and reported to controller upon reconnection. When offline, the following modes of operation are supported:
Inputs shall be able to be locally linked to output relays, where input change of state triggers output relay activation/deactivation.
Relays/doors perpetually locked/unlocked (active/inactive).
Inputs logically assigned as REX (Request to Exit) shall be able to trigger unlock/activation of corresponding relay output.
Any readable card is granted access and triggers unlocking of door.
Only cards with specific facility code are granted access and triggers unlocking of door
Only cards stored in the board’s internal card database are granted access and triggers unlocking of door.
Reader Ports: provide two (2) independent, multi-protocol Reader Ports supporting:
TTL readers (Wiegand).
RS-485 readers supporting OSDP, including OSDP Secure Channel where specified and supported by reader devices.
Paired (entry & exit) reader configuration.
Multi-dropped OSDP readers on single reader port.
0. RS-485 Upstream Communications:
1. 2-wire RS-485 (half-duplex) Serial port supporting up to 230400 baud rate
1. Each board must be assigned a unique address on each bus segment.
1. Provide bus termination only at ends-of-line, per manufacturer guidance.
0. Security
2. FIPS-Level Encrypted Communications:
0. AES-level encrypted serial communications between both RI2M and controller & RI2M and RS485 readers, as supported.
0. TLSv1.3 encrypted network communications with support for custom TLS certificates
0. Web server connections to be secured with HTTPS
0. Support for Authorized Access List to restrict connectivity to specific IP addresses
2. Firmware & Memory:
1. Firmware shall be encrypted and HSM-signed
1. Firmware shall be cryptographically verifiable at boot up (Secure Boot / High-Assurance Boot)
1. All data in memory shall be encrypted at rest.
0. Electrical
3. Primary power
0. Expansion board shall support12–24 VDC ±10%.’
0. Input Power: 12 VDC 
0. Board operating current: 190 mA max (board electronics only).
3. Peripheral Power Outputs
1. Auxiliary Power Output (VOUT): 12 VDC passthrough; 1.0A max.
1. Reader Port Power (RVO): 12 VDC passthrough; 500 mA max per reader port
0. Environmental/Mechanical
4. Temperature: -40°C to +85°C operating/storage (indoors).
4. Humidity: 5% to 95% RH, non-condensing.
Input/Output Expansion Board shall be Hanwha Vision NOP-IO168S including all components included in assembly
Equipment: 
Manufacturer: Hanwha Vision (https://www.hanwhavision.com/en, https://hanwhavisionamerica.com)
Original Equipment Manufacturer: Azure Access Technology (https://www.azure-access.com/)
Model: NOP-IO168S
General Description:
The reader interface expansion board shall meet or exceed the following design specifications:
The expansion board shall support RS-485 serial communications to the host controller
The expansion board shall support sixteen (16) inputs and eight (8) relay based outputs
The expansion board must have successfully completed testing, and be certified as, SIA OSDP™️ Verified
Inputs: 
Provide sixteen (16) inputs, configurable as supervised or unsupervised.
Provide two (2) dedicated inputs for cabinet/enclosure tamper and power supply fault
Outputs: 
Provide eight (8) Form-C relay-based outputs with 2A @ 30VDC max rating
Provide expandable IO port capable of supporting eight (8) additional relay outputs via plug-in module
Support encrypted data transfer for all communications to host controller
Electrical
Primary power
Expansion board shall support12–24 VDC ±10%.’
Input Power: 12 VDC 
Environmental/Mechanical
Temperature: -40°C to +85°C operating/storage (indoors).
Humidity: 5% to 95% RH, non-condensing.
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