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Hanwha Techwin is a leading supplier of advanced video surveillance solutions for IP- video, analog and hybrid systems. Building on the company's history of innovation, Hanwha Techwin is dedicated to providing systems solutions with the highest levels of performance, reliability and cost-efficiency. Hanwha Techwin is committed to the continued development of innovative systems products for professional security applications.
For additional information, visit 
https://hanwha-security.com
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PRP-4000H8 - Network Video Recorder


DIVISION 28 – ELECTRONIC SAFETY AND SECURITY
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Important Note to Security Systems Specifiers


CSI MasterFormat 2016 incorporates numerous significant changes affecting electronic safety and security. This document is written to provide flexibility in using either format, although adoption of MasterFormat 2016 is encouraged. The following is a guide to the MasterFormat numbers relevant to the product referenced in this specification.

Primary Specification Area:
MasterFormat 2014:

28 23 19	Electronic Surveillance
28 23 00	Video Surveillance
28 23 19 	Digital Video Recorders and Analog Recording Devices
MasterFormat 2016:
28 05 00	Common Work Results
28 05 xx	Storage Appliances for Electronic Safety and Security 
28 05 xx.xx	Network Video Recorders

Related Requirements:
MasterFormat 2014:

	27 20 00
	Data Communications

	28 23 13
	Video Surveillance Control and Management Systems

	28 23 16
	Video Surveillance Monitoring and Supervisory Interfaces

	28 23 19
	Video Surveillance Remote Devices and Sensors

	28 23 23
	Video Surveillance Systems Infrastructure




MasterFormat 2016
27 15 01.xx	Video Surveillance Communications Conductors and Cables 27 20 00	Data Communications
28 05 xx.xx	PoE Power Sources for Electronic Safety and Security 28 05 xx	Cyber Requirements for Electronic Safety and Security
28 05 xx	Safety and Security Network Communications Equipment 28 2x xx	IP Cameras
28 2x 00	Video Management System




WISENET WAVE NETWORK VIDEO RECORDER


PART  1	GENERAL

1.01 SUMMARY
A. Section includes a WISENET SSM network video recorder.
B. Product - A WISENET SSM network video recorder, ONVIF compliant, with support for H.265, H.264, and MJPEG compression and recording bandwidth of 400 Mbps.
C. Related Requirements

Refer to MasterFormat notes at the beginning of this document to select requirements specific to the MasterFormat version being used in the specification.


1.02 REFERENCES
A. Abbreviations
1. ARP – Address Resolution Protocol
2. DHCP - Dynamic Host Configuration Protocol
3. DNR – Digital Noise Reduction
4. DDNS – Dynamic Domain Name Server
5. fps - frames per second
6. GUI – Graphical User Interface
7. HDD – Hard Disk Drive
8. HTTP - Hypertext Transfer Protocol
9. ICMP – Internet Control Message Protocol
10. IGMP - Internet Group Management Protocol
11. IP - Internet Protocol
12. iSCSI – Internet Small Computer System Interface
13. JBOD – Just a Bunch of Disks
14. JPEG - Joint Photographic Experts Group
15. MJPEG - Motion JPEG
16. MP - Megapixel
17. MPEG - Moving Pictures Experts Group
18. NAS – Network Attached Storage
19. NTP - Network Time Protocol
20. POS – Point of Sale
21. PPPoE – Pont to Point Protocol over Ethernet
22. RAID – Redundant Array of Independent Disks (Drives)
23. RTP - Real-Time Transport Protocol

24. RTCP – Real-Time Control Protocol
25. RTSP - Real-Time Streaming Protocol
26. SMTP - Simple Mail Transfer Protocol
27. SNMP – Simple Network Management Protocol
28. SSL – Secure Sockets Layer
29. TCP - Transmission Control Protocol
30. UDP - User Datagram Protocol
31. UPnP – Universal Plug and Play
32. VMS - Video Management System
33. PoS – Point of Sales
B. Reference Standards
1. Network - IEEE
a. 802.3 Ethernet Standards
b. 802.1x  Port-based Network Access Control
c. IPv4 IP addressing version 4
d. IPv6 IP addressing version 6
e. QoS Quality of Service
2. Video
a.   ISO / IEC 23008-2:2013, MPEG-H Part2 (ITU H.265, HEVC)
b.   ISO / IEC 14496–10, MPEG-4 Part 10 ( ITU H.264)
c. ISO / IEC 10918 – JPEG 
d. ONVIF – Profile S / G
3. Emissions
a.  EN 55032:2012/AC:2013, Class A
4. Immunity
a.    EN 50130-4:2011
b.    EN 61000-3-2:2006+A2:2010
c.    EN 61000-3-3:2008
C. Definitions
1. GOV (Group of Video object planes) - A set of video frames for H.264 and H.265 compression, indicating a collection of frames from the initial I-Frame (key frame) to the next I-Frame. GOV consists of 2 kinds of frames: I-Frame and P-Frame.
2. WiseStream – Smart Codec that controls quantization parameter in H.265 and H.264 to efficiently manage bitrate of the video stream and reduce the storage required.
3. Dynamic GOV – Dynamic assignment of GOV length based on the complexity of the scene to efficiently manage bitrate of the video stream and reduce the storage required.
4. Dynamic fps - Dynamic assignment of frames per second based on the complexity of the scene to efficiently manage bitrate of the video stream and reduce the storage required.
5. ARB (Auto Recovery Backup) – Automatic backup mechanism that enables WiseNet cameras to store videos on to SD card during the network failure and stream it to the storage device after the network is recovered.
6. Multi-exposure wide dynamic range - Operation which automatically adjusts shutter speed to provide a wide range between dark and light areas visible at the same time, preventing backlighting issues. Long exposure is used for bright areas and a short exposure is used in dark areas.
7. SSM Domain: The overall local environment that operates the Wisenet SSM including a core server with devices registered to it, and multiple core servers clustered together. 
8. Clustering: Synchronization of multiple core servers. Synchronization includes device information, user information, and events. Moreover, among clustered core servers, failover shall be triggered when one or more core servers fail. 
1.03 SUBMITTALS
A. Product Data
1. Manufacturer’s printed or electronic data sheets
2. Manufacturer’s installation and operation manuals
3. Warranty documentation
1.04 QUALIFICATIONS
A. Manufacturer shall have a minimum of five years’ experience in producing IP video equipment and other video surveillance solutions.
B. Installers shall be trained and authorized by the Manufacturer to install, integrate, test and commission the system.
1.05 DELIVERY, STORAGE AND HANDLING
A. Deliver the product in the manufacturer’s original, unopened, undamaged container with identification labels intact.
B. Store the product in a temperature environment of -40° C to 60° C(non-operational) and humidity environment of 0% - 85%, protected from mechanical and environmental conditions as designated by the manufacturer.

1.06 WARRANTY, LICENSING AND SUPPORT
A. Manufacturer shall provide a limited 3 year warranty for the product to be free of defects in material and workmanship.
END OF SECTION


PART  2	PRODUCTS

2.01 EQUIPMENT
A. Manufacturer:	Hanwha Techwin
https://www.hanwha-security.com
B. Model	PRP-4000H8
C. Alternates:	None
2.02 GENERAL DESCRIPTION
A. The PRP-4000H8 Network Video Recorder (“NVR”) shall record video and audio up to 400 Mbps and send data from video cameras to a hard disk array of 1 -8 HDD’s within a rack mountable format and enable playback of video and audio from the hard disk array.
B. The NVR will be pre-configured with Wisenet SSM and preloaded with seventy-two channel licenses to ensure quick and easy development with minimum setup time.
C. The NVR shall provide a remote monitoring environment for video and audio over the network using a remote computer.
D. NVR will use a PostgreSQL – a free database technology – included in the installation package
E. The NVR shall have the following further general properties:
1. Camera search and discovery: The NVR shall have the capability to search the network for connected compatible cameras via Onvif Profile S/G or Hanwha Techwin’s native driver.
a. Cameras are searched or discovered, user can register and current camera information (IP address, Model Name, MAC, F/W version) displayed.
b. Cameras are searched or discovered, the NVR shall provide the ability to selectively register as many as cameras can be found.
c. The NVR shall provide the ability to configure camera configuration parameters(Profile edit, Resolution, FPS, Fisheye dewarping, Hallway view, Exposure setting, Firmware update, Configuration backup/restore)
2. The NVR shall support WiseStream, Wisestream II and Dynamic GOV, Dynamic FPS, a smart codec used by Wisenet IP cameras.
3. The NVR shall support VGA, HDMI, DP port for display output.
4. The NVR shall support server backup if multiple servers are clustered for failover for redundancy.
5. The NVR shall support resolution range CIF ~ 12MP for live and playback
6. The NVR shall support decoding performance as following
a. 1080fps@1080p, 36 Split view
b. 2160fps@720p, 72 Split view
c. 3840fps@640x360, 128 Split 
7. The NVR shall support simultaneous Playback Max. 128ch(3840fps/VGA)
8. The NVR shall support PTZ control feature via GUI, Controller(SPC-2000, SPC-7000) and support Max. 300 preset
9. ONVIF Profile S / G compliance
10. The NVR shall support SSM Core server clustering Max. 28 ea



2.03 DETAILED SPECIFICATIONS
A. System
1. Processor:	Intel Xeon E3-1275 v5 (8M Cache 3.6GHz)
2. Memory:	Unbuffered ECC DDR3 8GB x 2 ea
3. Operating Systems:	Windows 10 IoT Enterprise
4. OS Disk	M.2 SSD 64G
5. Driver Type	SATA 6Gb/s
6. HDD	3.5” 8ea Hot Swap
7. Network	Gigabit Ethernet RJ-45 (1000 Base-T) x 2 ea
8. USB Ports:	6x USB 3.0(rear), 2x USB 2.0(front)
9. Video Output:	1x Display Port (rear), 1x HDMI (rear), 1x VGA (rear)
10. RAID Support:	RAID 0/1/5/6
B. Video
1. Compression:	H.265, H.264, MJPEG
C. Recording
1. Channel capability:	72Ch (License included)
2. Bit Rate:	Up to 400 Mbps
3. Resolution range:	352 x 288 - 4000 X 3000
D. Playback
1. Number of simultaneous channels:	128Ch(3840fps/VGA)
2. Bandwidth:	150 Mbps
E. Storage
1. Internal
a. Number of HDD’s bays:	1 – 8 Bays
b. Capacity per HDD:	1 – 10 TB
c. RAID 0/1/5/6
2. External
a. Acceptable types:
1.) USB HDD/Flash drive for backup of video clips, firmware update, settings backup/restore, log export
F. Network
1. Connectivity:	1000 Base-T Ethernet, 2 x RJ-45 connectors
2. Protocols supported:
a. Transmission Control Protocol (TCP), Internet Protocol (IP) v4 and v6, User Datagram Protocol (UDP)
b. Configuration: Dynamic Host Configuration Protocol (DHCP)
c. Web services: Hypertext Transfer Protocol (HTTP), Secure HTTP (HTTPS)
d. Network services: Address Resolution Protocol (ARP), Domain Name System (DNS), Internet Control Message Protocol (ICMP), Network Time Protocol (NTP), Simple Network Management Protocol (SNMP v1/2c/3 – MIB-2), Universal Plug and Play (UPnP)
e. Media: Real-Time Transport Protocol (RTP), Real-Time Control Protocol, Real-Time Streaming Protocol (RTSP)
f. Multicast: Internet Group Management Protocol (IGMP)
g. Notifications: Simple Mail Transfer Protocol (SMTP)
h. Remote Access: Point-to-Point Protocol over Ethernet (PPPoE)
3. DDNS – The NVR shall support DDNS services offered by the Manufacturer and other publicly available service offerings.
4. Security features:
a. user password protection with group restrictions
b. HTTPS(SSL) login authentication
c. User access log
d. 802.1x authentication
G. Audio
1. Direction:	Bi-directional
2. Compression:	G.711 u-law (PCM), G723, G726 (ADPCM), AAC
3. Output:	Line level (RCA)
H. Electrical
1. Power:	100 – 240 VAC, 50~60Hz
2. Power Supply:	350 W Single
3. Current(Max.)	4A(100V), 2A(240V)
I. Mechanical And Environmental
1. Color	Black / Metal
2. Front Bezel	Includes front bezel and lock
3. Form Factor	2U, 19” Rack Mount Chassis
4. Mouse and Keyboard	Included
5. Dimensions (W x H x D):	17.6 in. x 3.47 in. x 16.10 in. (447.1 mm x 88.2 mm x 409 mm)
6. Weight	16.27 lbs. (7.38kg) w/o HDD
7. Temperature:
a. Operating :	5° C to 40° C (41° F to 104° F)
b. Storage :	-40° C to 60° C(-40° F to 140° F)
8. Humidity:	0% - 80%, RH non-condensing


END OF SECTION


PART  1 [bookmark: _Toc506215634]
PART  2 
PART  3 WISENET SSM (Pre-installed VMS S/W)
3.01 [bookmark: _Toc506215635]EQUIPMENT
A. Manufacturer: 	Hanwha Techwin 
www.hanwha-security.com
B. Model		WISENET SSM v2.1
C. Alternates: 	None
3.02 [bookmark: _Toc506215636]GENERAL DESCRIPTION
A. The software shall be designed for commercial and industrial use and installed in a single PC as a stand-alone or in multiple sites providing a fully distributed solution with applications for remote users.
B. The technology involved in development of this software shall be standard and proven and the provider shall be responsible for rigorous testing prior to the release.
C. The provider shall offer training on installation, design, functions, specification or any other aspects of the software to the users. In addition, there shall be technical support both online and offline and it shall include design of systems, configuration of software, and review of devices in a system on compatibility.
D. The provider shall offer software tools to help users design the system. The tools shall be freely available from the provider’s web site and shall include the following. 
1. Wisenet Toolbox : Software to help users select among various products and compare specifications from the manufacturer. Software to calculate bandwidth and storage capacity required to design system given certain video settings and number of devices. 
2. Device manager: A utility program to discover and configure the manufacturer’s network devices. 
Including various functions such as IP assign, Video stream profile editing, Network parameter configuration, Device connection and network diagnosis and etc.
3. Others: Other materials such as demo videos, white papers, training materials, case study on cyber security, project reference, and etc. shall be freely available from the manufacturer’s web site to guide anyone who is willing to set up surveillance system in design, installation, configuration, and using the manufacturer’s products.
3.03 [bookmark: _Toc506215637]COMPONENTS
A. [bookmark: _Toc506215638]Core Server and Clients: The software shall consist of the following two parts; core server and client software giving users a simple and easy to expand architecture. 
1. [bookmark: _Toc506215639]Core Server
a. Device Registration
1.) The manufacturer’s devices including network cameras, network video recorders, and decoders shall be registered to core servers by its proprietary protocols shared among the manufacturer’s network products. 
2.) Analog products shall also be registered either through digital video recorder and encoders. 
3.) For devices that have not adopted the manufacturer’s protocols, ONVIF shall be used for registrations. 
4.) Regardless of whether it is ONVIF or the manufacturer’s protocol, the software shall be able to find and register devices in network. For devices that have not been discovered, it shall allow manual registration. 
b. Recording
1.) Once devices are registered, the software shall add profiles, allocate storage devices (HDD or SSD installed in a PC), and configure recording automatically in an optimized way to minimize time and effort required for configuration. If desired by users, manual configuration of recording shall be allowed.
2.) The software shall provide dual recording feature which allow 2 ways of recording(High resolution and low resolution) simultaneously. If desired by users, manual configuration of dual recording option shall be allowed.
3.) The software shall provide advanced search features, 4K resolution, CUDA decoding, and transcoding for mobile applications. 
4.) If PoS devices are connected, transaction data shall be recorded along with video for users to search later. 
5.) Up to 128 channels can be registered if cameras are directly connected to the server and up to 3000 channels if cameras are connected through NVRs or DVRs per one core server. 
6.) Storage options shall include the following. 
a.) Inbuilt HDD (or SSD) on the server. 
b.) Direct attached storage boxes attached to servers. 
c.) Network attached storage
d.) Storage area network. 
e.) The software shall provide a status of available recording capacity.
c. Server Clustering
1.) Multiple core servers can be clustered together to provide high reliability. Device information and event data shall be synchronized among core servers in the cluster and failover shall be triggered when one or more core servers fail.
d. Dashboard
1.) Core servers shall provide dashboard to display system status. The dashboard shall be web based allowing users to access from remote places using commonly available browsers and shall be easy and intuitive to monitor the system. 
e. User Management
1.) Core servers shall keep data base of users with configurable user permissions and shall support lightweight directory access protocol (LDAP) to add users to the system.
f. Federation
1.) On top of clustering, the software shall support federation. Federation feature shall provide hierarchical management of multiple SSM Domain. 
g. Event Management
1.) The software shall receive events from registered devices including cameras, recorders, alarms, sensors and etc., and provide automatic event handling features. This event handling features shall be rule based and configurable by users.
2. [bookmark: _Toc506215640]Client Software
a. Live Monitoring
1.) The client software shall provide live monitoring of video from registered devices. 
2.) The software shall provide automatic adjustment of video profiles based on screen layouts to prevent the case where PC’s decoding capability is not sufficient to play all the videos smoothly. 
3.) Tab based user interface and minimized clicks to playback shall provide simple and intuitive experience to operators and this shall lead to quick response should an incident happen. 
4.) Moreover, sequence mode and event spot monitoring shall be available for efficient display of multiple channels. 
5.) The software shall provide user layout as square table and if desired by user, the software allows to customize shaped layout by users.
b. Playback
1.) Features for advanced smart search including motion based search, text data search, search based on video analytics shall be available. 
2.) [bookmark: _Toc506211890][bookmark: _Toc506212248][bookmark: _Toc506215641]The software shall allow up to 128 cameras to be replayed simultaneously depends on resolution and H/W specification. 
3.) [bookmark: _Toc506211891][bookmark: _Toc506212249][bookmark: _Toc506215642]The software shall allow window division supported by compatible Windows OS when video is played. 
c. Video Export
1.) The client software shall provide video export in two formats. First is AVI which is commonly used video format and the second is SEC which is the manufacturer’s proprietary format with password protection and forgery detection. A player shall automatically be given when video is exported in SEC format without the need to download and install from the manufacturer’s homepage. 
d. Mobile Clients
1.) Operators shall be able to receive live video on their smart phone using the app freely downloadable from App Store or Play store and shall be available on iOS and Android. 
2.) In addition, it shall enable users to search videos, receive events, and control PTZ cameras.
e. Control
1.) [bookmark: _Toc506211892][bookmark: _Toc506212250][bookmark: _Toc506215643]It shall provide graphical user interface that allows users to manage and control system using PC mouse, keyboard, digital keyboard, and controller. Control shall include video controls such as pause, play, play speed control, skip forward, skip backward, and camera sequence.
f. Device Setup
1.) The client software shall provide device setup feature to allow operators to configure devices in the system without having to access it from another program. This shall minimize time and effort for configuration. 
2.) The client software shall provide maintenance feature to allow operators to backup, restore and upgrade device F/W.
3.) The client software shall provide maintenance feature to allow operators to change camera password model-wise.
B. [bookmark: _Toc506215644]Optional Modules: The following modules shall be added optionally. 
2. [bookmark: _Toc506215645]Transaction Server: Transaction Server shall be an optional module of SSM allowing the integration of supported third party systems.
2. [bookmark: _Toc506215646]Screen Capture: Screen Capture shall be an optional module of SSM which provides screen mirroring or streaming of PC screen for recording. It shall provide users a monitoring capability of third party systems that have not been integrated to SSM. 
2. [bookmark: _Toc506215647]Virtual Matrix: 
a. Virtual Matrix shall be an optional module to manage and control video wall. 
b. It shall provide real-time monitoring of video and event, and support tile/monitor/wall spots and merge. 
C. [bookmark: _Toc506215649]Installation
1. Installation shall be done within three steps and shall take approximately 10 mins to reduce installation efforts. 
2. During installation, administrator’s password shall not be set to reduce time required for installer to monitor the screen, so that he/she can use reduced time to install the software on other work station.
3. After installation, administrator’s password shall be set when administrator try to login first time.
D. [bookmark: _Toc506215650]License
1. The software shall include license managing feature, the license activation shall be done both on-line and off-line with activation server available worldwide. 
2. [bookmark: _Toc506211898][bookmark: _Toc506212258][bookmark: _Toc506215651]It shall be able to connect network cameras manufactured by Techwin and other vendors through Techwin’s protocols or ONVIF. The number of cameras that can be connected to the software shall depend on the license.
3. License Policies are following. 
a. Viewer License		
1.) SSW-CH00L/EX		Recording on NVR/DVR and free 16 channel recording. 
b. Channel License
1.) SSW-CH01L/EX		1CH HTW and ONVIF camera recording
2.) SSW-CH04L/EX		4CH HTW and ONVIF camera recording
3.) SSW-CH08L/EX		8CH HTW and ONVIF camera recording
4.) SSW-CH16L/EX		16CH HTW and ONVIF camera recording
5.) SSW-CH32L/EX		32CH HTW and ONVIF camera recording
6.) SSW-CH64L/EX		64CH HTW and ONVIF camera recording
c. Video Decoder				
1.) SSW-VD10L/EX 		Video Wall Display
d. Trial Period
1.) The software shall provide 45 days of trial period with access to all features. 
E. [bookmark: _Toc506215652]Time Synchronization: The software shall provide options for time synchronizations as following. 
1. Synchronize with network time server
2. Synchronize with PC
F. [bookmark: _Toc506215653]System Setup
1. It shall provide system setup with limited operation options. 
2. It shall allow users to set up permission for operation options. 
G. [bookmark: _Toc506215654]Events, Alarms and Device Status
1. The software shall be able to receive events from connected devices and programs. The receivable events shall include system events, recording events, fail-over events, camera events, sensor events, alarm outs, events from PoS or text devices, and events from access control systems and intrusion detections. 
2. The list of received events shall be displayed in order and indexed to be searched on demand. The different types of events shall be colored differently and the coloring shall be customizable. The software shall provide at least four levels(Very High, High, Normal, Low) of events, alarm.
3. The software shall provide a graphical user interface to select which events to handle and shall provide a customizable post-event actions and event handling rules. 
4. The software shall be able to receive alarms of different types from equipment to start recording. These alarms can be motion detection, video loss, video analytic events and trigger input. The software shall both pre-alarm and post-alarm periods shall be configured in duration. 
5. The software shall detect signal loss and have the capability to alert the systems administrator.
6. The event handling rule shall include events in the following list as its event input. 
a. Fail-over Events
1.) Fail-over Successful: The fail-over is established successfully. 
2.) Fail-over Failed: The fail-over was not successful. 
3.) Fail-back Successful: The fail-back is established successfully. 
4.) Fail-back Failed: The fail-back failed. 
b. Device Event
1.) Motion Detection: An event generated from a device’s motion detection feature. 
2.) Video Loss: An event generated when the recording is interrupted.
3.) Video Analysis: An event generated from a device’s video analysis. 
4.) Passing: An event generated when an object passes through a line specified by the user. 
5.) Entering: An event generated when an object enters the area specified by the user. 
6.) Exiting: An event generated when an object exits the area specified by the user. 
7.) Appearing/Disappearing: An event generated when an object appears and disappears in a scene. 
8.) Tampering: An event generated when there is a sudden change in a scene. Sudden changes include moving a camera or spaying on the lens, or other actions hindering the video monitoring. 
9.) Tracking: An event generated when tracking of an object is started. 
10.) Face Detection: An event generated when a face is detected in an area specified by the user. 
11.) Audio Detection: An event generated when a device detects sound. 
12.) Defocused: An event generated when a camera goes out of focus. 
13.) Disconnection : An event generated when a device is disconnected.
c. Customization and events from technical partners.
1.) The software shall be able to handle events from application developed by Techwin’s technical partners. 
2.) The provider shall be able to add events to event handling rules based on requests from users. 
7. The event handling rule shall include events in the following list as its event output. 
a. Event Output
1.) Instant Viewer: Generates a pop up with event information and video. The video can be either live or playback. 
2.) Preset: Runs presets defined in the camera. 
3.) Auto Broadcast: Runs auto broadcast with a file specified by the user. 
4.) Tour: Runs tour feature of the camera. 
5.) Swing/Auto Pan: Runs swing/auto pan feature of the camera.
6.) Group/Scan: Runs group/scan feature of the camera. 
7.) Recording Start: Start recording the video streamed from the selected device. 
8.) Recording Stop: Stop recording the video streamed from the selected device. 
9.) Sound: Generates a sound alarm. 
10.) Email: Sends a notification email. 
b. In addition to the post-event actions mentioned above, it shall be able to set any monitor or groups of monitors to automatically change layouts so that the new layout displays cameras in response to events or alarm inputs. 
c. In response to alarm inputs, it shall automatically display cameras in interest and generate an instant viewer which displays live video or playback.
d. SSM shall automatically reset events and alarms or provide users to handle with post-event actions. 
e. It shall be able to switch screen layout automatically in response to an event or alarm. 
8. The software shall provide the status of cameras, NVRs, DVRs, and other devices including doors registered to the system. The visualization of status shall be of graphical icons and the change in status shall be kept as an indexed log to be searched on demand. 
9. The software shall provide a graphical user interface containing the status of modules, devices, network, recording, live streaming, and events. 
H. [bookmark: _Toc506215655]Text Device
1. The software shall provide an interface for PoS devices registered to NVRs. The software shall be able to receive a transactional data generated from PoS devices in text forms and display it along with the live and playback of video. The text data shall be the texts printed on the receipts resulted from the transaction and the video shall be the live streaming from the cameras which have been assigned to the corresponding PoS devices or the video recorded at the time of transaction. 
2. The number of PoS devices and the cameras that can be assigned shall depend on the specification of the NVRs used to connect PoS and SSM. Similarly, the supported encoding type of texts shall depend on the specification NVRs to which PoS devices are registered. 
3. The software shall provide a list of receipts or the text data generated from the PoS devices. Up to 50 receipts shall be listed and it shall be listed in the order of transaction. Moreover, video which has been recorded at the time of transaction shall be played upon selection of the receipt. 
4. The software shall provide a graphical user interface to search for transactions based on the purchased items, amount of transactions, keyword, time and date. The video recorded at the time of transaction shall also be searched and displayed along with the receipt. 
I. [bookmark: _Toc506215656]Third Party Integration
1. Integration of third party systems through Transaction Server
a. Transaction Server shall be an optional module of SSM allowing the integration of supported third party systems. The list of supported third party systems is as below.
a.) Wisenet Access Control System (WACS)
b.) BOSCH IP7400XI (ss.ts.sp.bosch.ip7400xi)
c.) Honeywell PRO3000 (ss.ts.sp.honeywell.pro3000)
d.) Honeywell VISTA (ss.ts.sp.honeywell.vista)
e.) JCI P2000 (ss.ts.sp.jci.p2000)
f.) Honeywell PRO3200 (ss.ts.sp.honeywell.pro3200)
g.) OPC (ss.ts.sp.opc)
h.) AgentVi Savvi(ss.ts.sp.agentvi.savvi)
i.) STENTOFON XE1(ss.ts.sp.stentofon.xe1)
j.) GALLAGHER CCFT(ss.ts.sp.gallagher.ccft)
k.) SIEMENS SIPASS(ss.ts.sp.siemens.sipass)

b. Transaction Server shall support OPC for communication between industrial devices from different manufacturers. 
c. Transaction Server shall be registered to SSM and provide a web interface to add the third party systems. One Transaction Server shall be registered per system.
d. Event, Command, and Monitoring
1.) Transaction Server shall be able to receive events from the third party systems and send it to SSM. All communication between the third party systems and Transaction Server shall be kept as logs in SSM. The events that Transaction Server can receive from the third party systems are following. 
a.) Access Control Events
i. INPUT_SIGNAL OCCURRED: An event generated when an input signal has occurred. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.  
ii. INPUT_SIGNAL_RELEASED: An event generated when an input signal has been released. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
iii. SYSTEM_SETUP_MODE: An event generated when the system is in setup mode. Applicable system is Samsung SAMS.
iv. INPUT_DISCONNECTED: An event generated when an input signal has been disconnected. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
v. ACCESS_GRANTED: An event generated when access to the door has been granted. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
vi. ACCESS_DENIED: An event generated when access to the door has been denied. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
vii. INVALID_TIME_SCHEDULE: An event for Invalid Time Schedule. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
viii. ANTIPASS_BACK_ENTRY: An event for anti-passback entry. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
ix. ANTIPASS_BACK_EXIT: An event for anti-passback exit. Applicable system is Samsung SAMS.
x. INVALID_PASSWORD: An event for an invalid password. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
xi. ACCESS_DOOR_ERROR: An event generated when there is an error with the door access. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
xii. BIOMETRIC_ERROR: An event generated when there is an error with biometric systems. Applicable systems are Samsung SAMS and JCI P2000.
xiii. DURESS_ALARM: An event generated when the door opens in duress mode. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
xiv. ARM: An event generated when ARM mode is on. Applicable system is Samsung SAMS.
xv. DISARM: An event generated when ARM mode is off. Applicable system is Samsung SAMS.
xvi. OVERTIME_DOOR_OPENED: An event generated when a door is opened after the work hour. Applicable systems are Samsung SAMS and JCI P2000.
xvii. OVERTIME_DOOR_CLOSED: An event generated when a door is closed after the work hour. Applicable systems are Samsung SAMS and Honeywell PRO3000/3200.
xviii. FORCED_DOOR_OPENED: An event generated when a door is forced to open. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
xix. 2MEN_TIME: An event generated when Two Men Mode is on. Applicable systems are Samsung SAMS and JCI P2000.
xx. ACCESS_TRIAL_WHILE_ARMED: An event generated when an access to a door is detected while ARM mode is on. Applicable system is Samsung SAMS.
xxi. IO_STATUS_CHANGE: An event generated when there is a change in I/O. Applicable systems are Samsung SAMS, Honeywell PRO3000/3200, and JCI P2000.
b.) Intrusion Detection  Events
i. BURGLARY_ALARM: An event for burglary detection. Applicable systems are Honeywell VISTA128 and Bosch IP7400.
2.) Transaction Server shall be able to send all of the events generated by SSM to OPC servers. 
3.) Transaction Server shall be able to send commands to the external systems. SSM shall provide a graphical user interface including a web and map interface for commands and all commands shall be kept as logs in SSM. The applicable commands are following.
a.) Door Open 
b.) Door Close
4.) SSM shall provide a graphical user interface for real-time monitoring of events from the external systems. 
5.) SSM shall be able to run post-event action when it receives events from Transaction Server. The post-event actions are as following
a.) Start Preset and Tour
b.) Activate Relay
c.) Send e-mail
d.) Activate Sound
e.) Instant Viewer 
f.) Message Pop-up
g.) Open/Close Door
h.) Start monitor/wall/tile spot on a video wall
2. Integration of third party systems through SDK
a. The provider shall have SDK available for external vendors to adapt Techwin’s protocol and allow integration of their devices to SSM. 
J. [bookmark: _Toc506215657]Monitoring Clients
1. Monitoring clients, which is a part of client software, shall be available in a stand-alone along with other modules in a single PC or as a distributed solution in remote sites. Multiple clients shall be able to access SSM simultaneously and the maximum number of simultaneous clients that can assess shall be up to five per server. 
2. Monitoring clients shall provide live video in layouts and tile pattern specified by the users along with events, logs, device information and other surveillance related information. 
3. Monitoring clients shall be able to receive events and send commands to the third party systems that have been integrated to SSM. 
4. Monitoring clients shall be able to search events, alarm, video, and text data based on time and date, and type.
5. Monitoring clients shall provide dashboard feature on status of each module in the system. The feature shall include IP address, connection status, memory usage, bits per second, CPU usage, total HDD capacity, and current HDD usage. 
6. Monitoring clients shall include Monitoring Tab, Event Tab and Advanced search Tab, POS Tab, Dashboard Tab and Configuration Tab.
a. Monitoring Tab
1.) The Monitoring Tab shall display status indicator of devices. The status indicator shall be able to express the following status. 
a.) Video loss 
b.) Disconnected
c.) Maximum number of users exceeded
d.) Camera off or in covert mode. 
2.) The Monitoring Tab shall display device properties and shall be able to direct users to device setup page. 
3.) The Monitoring Tab shall provide a search menu for devices based on names, IP Address
4.) The Monitoring Tab shall provide a graphical user interface to turn on or off the alarms connected to SSM. 
5.) The Monitoring Tab shall provide following split –screen mode. 
a.) Square table screen modes: 	1/4/9/16/25/36/49/64/72/81/100/121/132
b.) User Configurable screen modes:     No limitation of shape within 132 tiles
6.) The Monitoring Tab shall be able to display videos in multiple monitors. The maximum number of monitors that single client software can handle is four. Client software shall be able to designate a monitor as a main and others as expanded monitors. 
7.) The Monitoring Tab shall be able to display videos in layouts and tile patterns defined in Configuration Manager and the definable layouts shall include camera layouts and map layouts. The format of map shall be of an image and both 2D and 3D maps shall be supported. 
8.) The Monitoring Tab shall provide Virtual Matrix Controller which can retrieve and edit settings, and apply changes to Virtual Matrix, a module to control video wall, if it is installed. The following functions shall be available in Virtual Matrix Controller. 
a.) Configure wall layout, sequence and spot.
b.) Configure monitor layout, sequence, and spot.
c.) Configure OSD for wall and monitor. 
9.) The Monitoring Tab shall provide audio broadcasting through the speakers installed in the cameras. Up to 16 cameras shall be added to a broadcasting group and broadcasting for selected cameras shall start simultaneously. The format of audio shall be .mp3 and .wav.
10.) The Monitoring Tab shall support PTZ control with a graphical user interface allowing users to control PTZ cameras using a mouse. The control shall include the following functions. 
a.) Pan, Tilt, and Zoom
b.) Sensitivity configuration
c.) Focus adjustment
d.) Zoom adjustment
e.) Preset, Tour, Swing, Group, Trace
f.) DIS
g.) Auto tracking
h.) Iris control
i.) Area zoom
11.) The Monitoring Tab shall display a list of events from all connected devices. It shall also be able to filter events based on level. The list shall contain status and type of events, device types, user information, event time, and time of acknowledgement, and description. Upon selection of an event in the list, the Monitoring Tab shall display an instant viewer with live video or playback of video recorded at the time of event. 
12.) The Monitoring Tab shall display snapshots of event taken at the time of occurrence. Up to 500 snapshots shall be stored. 
13.) The Monitoring Tab shall allow users to capture screens with an option to include display information such as camera name, date and time. The image format shall be either jpg or bmp. 
14.) The Monitoring Tab shall provide manual recording of video to HDDs installed in the PC. 
The video format shall be AVI or SEC. Duration shall be minimum 1min. to maximum 60 min.
15.) The Monitoring Tab shall be able to zoom in or out digitally using the video streamed from devices. 
16.) The Monitoring Tab shall have four modes to display video from fish-eye cameras. The modes are following. 
a.) Over view: 				Original image 
b.) 4-way split screen: 			Split into four screens. 
c.) Single Panorama view:		Image displayed in a single panorama view.
d.) Dual Panorama view:		Image displayed in double panorama view.
e.) 1 over view + 3 rectangles:		One original image and 3 way split images. 
f.) 1 over view + 8 rectangles:		One original image and 8 way split images.
b. Event Tab
1.) The Event Tab shall provide real-time event monitoring, search based on device type, event type, and date/time. 
2.) The types of events are following.
a.) SSM events
i. Users
ii. System
iii. Alarm input/output
iv. ACS events
b.) Device events
i. System events
ii. Device connection
iii. Device disconnection
iv. Disk fail
v. Device turn off
vi. Connection fail
vii. System power fail
c.) Camera events
i. System events
ii. Motion detection
iii. Video loss
iv. Intelligent video analytics
v. Pass/Entry/Exit
vi. Appearing/Disappearing
vii. Tempering
viii. Face detection
ix. Audio detection
x. Camera connection
xi. Camera disconnection
xii. VA dwell time
xiii. VA occupancy
xiv. Defocus detection
xv. Fog detection
d.) HA events
i. Fail-over successful
ii. Fail-over failed
iii. Fail-back successful
iv. Fail-back failed 
c. Advanced Search Tab
1.) The Advanced Search Tab shall provide thumbnail search and smart search.
a.) Thumbnail search
i. Thumbnail search shall provide thumbnail image between selected interval time within 60 min. period
b.) Motion search
i. Motion search shall users allowed to search when motion event is occurred from the specific area of video which users can define
c.) Smart search
i. Smart search shall allowed to create user defined video analytic rules including motion detection area and virtual line, so it shall provide to search motion event in specific area and to search line crossing event from recorded video with metadata.
K. [bookmark: _Toc506215658]Active Directory
1. The software shall be able to import user information from LDAP server. 
2. Synchronization shall be done periodically between LDAP server and SSM.
3. The number of LDAP server that can be registered to SSM shall be one and the user information that exists in both LDAP server and SSM shall be overwritten by the information from LDAP server. Furthermore, login shall not be allowed without LDAP server for users imported from LDAP server. 
4. The software shall have Enterprise license to be able to synchronize with LDAP server.
L. [bookmark: _Toc506215659]Failover
1. The software shall be able to detect faults in core server among the clustered ones caused by network, hardware or system error and initiate failover so that the other core server can transfer registered devices from faulty core server so keep connections alive of devices until the faulty server is recovered.  When faulty server is recovered, failback shall be initiated transferring all devices back to original server. 
2. All clustered core servers shall exchange signal every second and if there is no signal for more than 20 seconds, the software shall initiate failover. 
3. When failover occurs, the failover icon shall appear to the right of the camera icon.
M. [bookmark: _Toc506215660]Federation
1. The software shall support a hierarchical management of multiple SSM through federation. 
2. Low level system shall be able to send device information, events and media to high level systems once federation is established. 
3. A high level system shall be allowed to be a low level system of others and a high level shall be allowed to have multiple low levels. In addition, a high level shall have access to device information, events, and media from all of its low levels. 
4. All of the system in federation shall have paid license to establish connection. 
5. Synchronization among the systems in federation shall be done periodically or manually. 
6. The events that can be sent to the high levels shall be selectable and selected events shall be sent to the high level at once. The events shall include the following. 
a. SSM  Events 
1.) FailOver Succeeded 
2.) FailOver Failed 
3.) FailBack Succeeded 
4.) FailBack Failed 
b. Device Events
1.) Device Disconnected 
2.) Disk is Full 
3.) Failed to write 
4.) Fan Fail 
5.) Device ShutDown 
6.) Power Recovery 
7.) Network Recovery 
8.) RAID Rebuild Fail 
9.) RAID Error
c. Camera Events
1.) Motion Detection 
2.) Video Loss Event 
3.) Passing 
4.) Entering 
5.) Exiting 
6.) Appearing (Disappearing) 
7.) Tampering 
8.) Audio Detection
d. Sensor Events
1.) Sensor
e. Access Control Events
1.) Input Signal Occurred 
2.) Input Signal Released 
3.) System setup mode 
4.) Input Disconnect
f. Access Control Door Events
1.) Access Granted
2.) Access Denied 
3.) Invalid Time Schedule 
4.) Antipassback(Entry) 
5.) Antipassback(Exit) 
6.) Invalid password 
7.) Access Door Error 
8.) Biometrics Error 
9.) Duress Alarm 
10.) Arm 
11.) Disarm 
12.) Overtime Door Opened 
13.) Overtime Door Closed 
14.) Forced Door Opened 
15.) 2Men - Time Out 
16.) Access trial while armed 
17.) Door status changed
g. Intrusion Detection Events
1.) Burglary alarm has occurred.
7. High levels shall be allowed to register devices from low level and configure event handling rules with devices from low levels. 
N. [bookmark: _Toc506215661]Scheduled Export
1. The software shall provide an automatic and periodic backup function to the users. 
2. The software shall be able to start the backup from multiple storage devices registered to SSM at a time set by the users. 
3. The software shall provide daily, monthly schedule which shall be customizable by the users. 
4. The software shall provide options for file format of the backup video. The file format shall be either SEC or AVI format. SEC format shall provide a backup viewer along with the video and shall allow users to set password. In addition, SEC format shall provide options for video protection including digital signature and watermark. 
5. The software shall provide options for maintaining a minimum space of HDD designated for backup and file retention period. Furthermore, it shall support overwrite of data when the disk is full. 
O. [bookmark: _Toc506215662]Auto Recovery Backup
1. The software shall support auto recovery backup, a backup mechanism for cameras to store videos to its SD memory cards during network disconnection and transmit to the recording service once network is recovered. 
2. The interval that has been transferred by auto recovery backup shall be marked with different color in a time bar.
P. [bookmark: _Toc506215663]Export
1. The software shall be able to export sections of recordings to a separate Windows folder, which can then be written to CD-ROM, DVD-ROM or USB Flash Drives etc. to be played back at a location not connected to the network video management & recording network. The export process shall make available a player application, which can be provided with the exported video. Export shall be possible in Windows media player or any other media player compatible format. Simultaneous export of multiple cameras shall also be possible
2. The following video formats are available for video export. 
a. SEC: This format shall provide a player application, measure for video authenticity, password settings, time lines, and others. 
b. AVI: This format shall be compatible with Windows media player or any other media player such as VLC player. 
Q. [bookmark: _Toc506215664]Map Layout
1. [bookmark: _Toc506215666]Map Layout
a. The software shall support a map based layout allowing users to import an image file and add devices on top of it for location based surveillance. 
b. The software shall allow live streaming and map to be on the same screen. In addition, it shall provide multiple split-screen modes with maps. 
c. Monitoring of event shall be available on the map. 
d. The operator shall be able to add icons to maps. In addition, the operator shall be able to click on an icon in a map to initiate PTZ camera, preset, run PTZ pattern, view camera in an analog monitor, send an I/O, control doors, or handle alarms and events.
R. [bookmark: _Toc506215667]Video Profile Setting
1. The software shall support automatic profile switching of videos for efficient management of live monitoring in Monitoring Tab. In addition, it shall allow users to choose profiles for live monitoring with high resolution and low resolution, recording with high resolution and low resolution and mobile monitoring . Profiles shall include video codec, resolutions, frame rates and other video settings and shall reflect settings in cameras. Software shall allow users to choose resolutions up to 4K (4000x3000), and frame rates up to 60fps. 
a. Live monitoring (High/Low Profile) in Client Software
1.) The software shall be able to switch automatically from one video profile with comparatively high quality settings to another with low settings based on the rule set by the users. The rule shall be based on video tile size and the video profiles are the ones defined in the cameras. The quality settings shall be as below. 
a.) Resolution
b.) Frame rate
c.) Quality
d.) Compression
e.) Bitrate control
f.) Bitrate
g.) GOV length
b. Live monitoring in mobile application
1.) The software shall allow users to select a profile for streaming to mobile. The profile shall be defined in cameras. 
c. Recording profile (High/Low Profile)
1.) The software shall allow users to select a profile for recording. The profile shall be defined in cameras. 
S. [bookmark: _Toc506215668]Dashboard
1. The software shall provide Dashboard Tab, to display status of devices such as cameras and NVRs, SSM Servers, network, and logs. 
2. Dashboard shall display detailed status and information of device and servers. The information shall be as below. 
a. CPU usage
b. Memory Usage
c. Network Usage
d. Disk Usage
3. Dashboard shall provide logs as below.
a. System log
b. User log
c. Device log
d. Debug log export
T. [bookmark: _Toc506215669]Supported Devices
1. The software shall support Techwin’s network products including network cameras, and NVRs. It shall also support analog cameras through encoders and DVRs. 
2. The software shall be able to connect cameras from other manufacturers through ONVIF.
3. The software shall be able to integrate third party systems through Transaction Server or SDK. 
3.04 [bookmark: _Toc506215670]DETAILED SPECIFICATIONS
A. [bookmark: _Toc506215671]Function
1. [bookmark: _Toc506215672]Video
a. [bookmark: _Toc506215673]Supported formats 		H.264, H.265, MPEG-4, MJPEG
b. [bookmark: _Toc506215674]Supported resolutions 	Depends on supported devices
2. [bookmark: _Toc506215675]Audio
a. [bookmark: _Toc506215676]Supported formats 		G.711 μ-law (PCM), G.723, G.726 (ADPCM), AAC codec
b. [bookmark: _Toc506215677]Function 			Bidirectional Audio (Listen/Talk)
3. [bookmark: _Toc506215678]Live monitoring
a. [bookmark: _Toc506215679]Monitoring 			Supports up to 132 channels per monitoring tab, 
[bookmark: _Toc506215680]Supports 4 monitoring tabs.
[bookmark: _Toc506215681]Simultaneously monitors up to 132 videos.
b. [bookmark: _Toc506215682]Split screen mode 		1, 4, 9, 16, 25, 36, 49, 64, 72, 81, 10, 121, 132
[bookmark: _Toc506215683]* User-created layout patterns can be used.
c. [bookmark: _Toc506215684]Sequence mode 		Layout sequence
d. [bookmark: _Toc506215685]PTZ control 		Area zoom, 1x zoom shortcut, PTZ sensitivity, 
[bookmark: _Toc506215686]focus, zoom, patrol, swing, group,
[bookmark: _Toc506215687]trace, preset, aperture control
e. [bookmark: _Toc506215688]Map monitoring 		Map layout split screen, zoom in/out, 
[bookmark: _Toc506215689]video popup (instant viewer), icons of camera /
[bookmark: _Toc506215690]alarm input / alarm output displayed on the map
f. [bookmark: _Toc506215691]Easy video storage 		Saves a selected video for up to 1 hour
g. [bookmark: _Toc506215692]Other features 		OSD on/off, print/capture, brightness/contrast control, 
[bookmark: _Toc506215693]aspect ratio/original size, flip, digital zoom
4. [bookmark: _Toc506215694]Search and playback
a. [bookmark: _Toc506215695]Search mode 		Date search, event search, Motion search, smart search, 
[bookmark: _Toc506215696]POS search
b. [bookmark: _Toc506215697]Playback 			128-channel playback synchronization, Play/stop, 
[bookmark: _Toc506215698]pause, fast forward/fast backward
c. [bookmark: _Toc506215699]Export 			Export video, export privacy video, export one-time schedule
d. [bookmark: _Toc506215700]Other features 		Bookmarks, show/hide OSD, print/capture, brightness/contrast, 
[bookmark: _Toc506215701]digital zoom
5. [bookmark: _Toc506215702]Event monitoring
a. [bookmark: _Toc506215703]Real-time event list 		Real-time event list of a device 
[bookmark: _Toc506215704](event status, type, device, user, occurrence time
[bookmark: _Toc506215705](PC)) is provided. View a corresponding event video.
b. [bookmark: _Toc506215706]Event search
1.) [bookmark: _Toc506215707]Wisenet SSM: User, System
2.) [bookmark: _Toc506215708]Device: system, camera, alarm input, alarm output
3.) [bookmark: _Toc506215709]Camera: Video loss, motion detection, crossing, enter, exit,
[bookmark: _Toc506215710]appear(disappear), tampering detection, face detection, audio detection
c. [bookmark: _Toc506215711]Report 			Manual report function (events and event statistics)
[bookmark: _Toc506215712]Print/export, CSV formats
d. [bookmark: _Toc506215713]Event approval 		Normal/abnormal/other settings and approvals
e. [bookmark: _Toc506215714]History 			Details verified for an event selected in the list
f. [bookmark: _Toc506215715]Instant Viewer (Live) 	Selected channel live view, event approval, 
[bookmark: _Toc506215716]event contents recording, event status handling
g. [bookmark: _Toc506215717]Instant Viewer (Playback) 	Playback of recorded video of event channel
h. [bookmark: _Toc506215718]Event action 		Device event-based system behavior settings
[bookmark: _Toc506215719](Action type: instant viewer, preset, alarm output, message 
[bookmark: _Toc506215720]popup, sound, email notification)
B. [bookmark: _Toc506215721]Configuration 
1. [bookmark: _Toc506215722]Configuration Tab
1.) [bookmark: _Toc506215723]Device 	Domain management, SSM server settings, disk info, save settings
2.) [bookmark: _Toc506215724]Device/camera registration, profile, preset, firmware upgrade, backup/restore settings, password change, setting page interworking
b. [bookmark: _Toc506215725]Design 	
1.) [bookmark: _Toc506215726]Site management, layout / map management, user pattern addition
c. [bookmark: _Toc506215727]Event 
1.) [bookmark: _Toc506215728]Whether or not to use by event, priority setting, event operation
d. [bookmark: _Toc506215729]System 
1.) [bookmark: _Toc506215730]User / user group management, log, backup/restore/initialize settings, login lock, 
2.) [bookmark: _Toc506215731]Change password, HTTPS, email, schedule, license, federation, LDAP
2. [bookmark: _Toc506215732]Setup
a. [bookmark: _Toc506215733]General 
1.) [bookmark: _Toc506215734]Language, startup options, screen lock / logout, capture, save, streaming protocol,
[bookmark: _Toc506215735]system controller
b. [bookmark: _Toc506215736]Screen 
1.) [bookmark: _Toc506215737]OSD display, image quality setting (anti-aliasing, streaming buffer, Aspect ratio, 
[bookmark: _Toc506215738]whether to use I-frame, high resolution setting, CUDA decoder)
c. [bookmark: _Toc506215739]Event 
1.) [bookmark: _Toc506215740]Playback time, sound, instant viewer, map layout
3. [bookmark: _Toc506215741]Supported languages
a. [bookmark: _Toc506215742]Korean, English, French, German, Spanish, Italian, Chinese, Japanese, Portuguese
[bookmark: _Toc506215743]Dutch, Traditional Chinese, Russian, Swedish, Danish, Turkish, Polish, Czech,
[bookmark: _Toc506215744]Romanian, Serbian, Croatian, Hungarian, Greek, Norwegian, Thai, Finnish, Arabic
4. [bookmark: _Toc506215745]Supported devices 
a. [bookmark: _Toc506215746]Hanwha Techwin network camera/encoder, DVR/NVR, ONVIF camera
5. [bookmark: _Toc506215747]Configuration module 
a. [bookmark: _Toc506215748]Client Server, Core Server
6. [bookmark: _Toc506215749]Time synchronization 
a. [bookmark: _Toc506215750]NTP Server
[bookmark: _Toc173721624]
END OF SECTION



PART  4	EXECUTION

4.01 INSTALLERS
A. Contractor personnel shall comply with all applicable state and local licensing requirements.
4.02 PREPARATION
A. The network design and configuration shall be verified for compatibility and performance with the camera(s).
B. Network configuration shall be tested and qualified by the Contractor prior to camera installation.
C. All equipment shall be tested and configured in accordance with instructions provided by the manufacturer prior to installation
D. All firmware found in products shall be the latest and most up-to-date provided by the manufacturer, or of a version as specified by the provider of the Video Management Application (VMA).
E. All equipment requiring users to log on using a password shall be configured with user/site-specific password/passwords. No system/product default passwords shall be allowed.

4.03 INSTALLATION

A. The Contractor shall carefully follow instructions in documentation provided by the manufacturer to insure all steps have been taken to provide a reliable, easy-to-operate system.
B. Before permanent installation of the system, the Contractor shall test the system in conditions simulating the final installed environment.
4.04 STORAGE
A. The hardware shall be stored in an environment where temperature and humidity are in the range specified by the Manufacturer.


END OF SECTION
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