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SPN-12081P
8 10/100/1000Mbps, 2 1000Base-T/SFP Al &

s
sn M s U N G LINK/ACT MODE [1DJ'1I:IOM : ®LNK & ACT PoE MODE[  PWR FAIL

1000M : ® LINK & ACT ]- ® PWR OK

PoE LINK/
MAX A€

(U] ¢ ¢mnnmnma

L @i

SPN-12081P

SFP ports for
Figure 1.1 — SPN-12081P & ™ optical transceivers

Power LED : HS0l d3= & A< HELICL
PoE Max: PoE & & H=0l Al && 8t PoE 8
Reset: 572t = HE= =)=t = As L
Mode: ZEH LED S&Z Link/Act & EHH Al &= PoE AtEHE t

Port Link/Act/Speed LED (1-8, 9T, 10T 9F, 10F): Link/Act 2E=0! &2 HAO|E0| AN o= AHE E
LED JF HXIO, GIOIEIDF MESAl BLELICH =EM4E 10Mbps/100Mbps & S&E 2 2|0|otH, =8ME
1000Mbps Z S & &2 20| &LICH.

=2
MiniGBIC ZE0l= UL 0l S5 2EHAIH HSZ= AtE0HH
=& Al 2. (Laser Class I. 3.3Vdc)

Port PoE LED (1-8): PoE 2 =0¢! 2, PoE & H|(PD)Jt HZ &I U= ZEC| LED Jt HELICH

SWITCH CND 0.3A MAX

Powear Cord Retaines

Figure 1.2 — SPN-12081P =D

Power: AC & HOIEZ HZELILC.
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22N E S8t GUI % el

HZS S0t 22 =, 2R HE 0|8ot HRLEEE, ot ZLIHE S= otd == JAsLICH

> Internet Explorer 6
> Netscape 8 0

» Firefox 3.0

> Chrome 5.0 0|

» Safari 4.0
> Opera 10 0]
22 X2t HASGH|
Z @5 &y
1. RJ-450/H4Y AZ0| A&&l= PC
2. H=ol@4 AoOIE

H= 00 A0I== 0IE06tH PC E A

Ethernet

Figure 3.1 - PC 21&



SAMSUNG PoE Switch User Manual

GUI 279!
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I@ Welcome - Windows Internet Explorer

@ 4 v @] http:}/10.90.90.90
File Edit View Favorites Tools Help
Figure 3.2 - QI1E 4!l =420l 10.90.90.90 2
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MEY OtA == 255.0.0.0
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A2 21001 Ol ZAIELICH 8= Yl £ 2=E5t] [OKIHESZ 2 ELILY.
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English, Chinese, German, Spanish, French, Italian, Portuguese, Japanese, Russian
HIZ2HS admin/ A English J| J| 282 = 8 & & USLICH

T
fr o

(|
Lkl

Connect to

Enter your password

Password ]

Language |Eng|ish :_]

OK | Cancel ]

Figure 3.3 - 219!

Smart Wizard

Z279Ql | SmartWizard 2 0|Edld 2|2 &3
SmartWizard 88 {82 = =<2 4 &
F
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GUI &¢|

Smart Wizard Ol A Exit HES 220t A
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= B =
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E OIS0 d&8e = U= AKX 2 J|su 848 LHLICH
Smart Wizard &3
2101 ot&l =, Smart Wizard £ Soll ARAXI2 V2 482 ML
Smart Wizard Ol Al HE & 8F0| 124 A2, Exit HES 22510 GUI = 0| S3otal == JASLILCH
Ct2 &= Al, Smart Wizard JF A5 A3 E 2 XSSt Al 2 Ignore the Wizard next time & S2 X AolA
FHAIL.
Smart Wizard = IP Information ~ Access Password SNMP 2| 3 &t A Z A SE L[ CF
IP Information
Static : ARIXSIP =45 DHYCZ AFELICH IP Address, Netmask, Gateway & 25 2 =& LILCH.
DHCP/BOOTP : ARIXI2 IPF=AE Y AHERH A= 25U L
IPv6 £ A GHAIH M, Smart Wizard € FA5t10 System > IPv6 System Settings Ol &SI =&AL,
Welcome to Smart Wizard =
. The wizard will guide you to do basic configurations on 3 steps for the [P Information, access
aé password, and SMMP_If you are not changing the seftings, click on "Exit” to go back to the main
4 » 5 page.
- Step 1 of 3: The wizard will help to complete settings for IP address, Metmask, and Gateway.
(%) Static () DHCZP (I BOOTP
IP Address [10:90.90.90 |
Metmasi: 8(266.0.0.0) v/
Gateway [0.0.0.0 |
[ fgnore the wizard nexttime
Figure 4.1 — IP Information in Smart Wizard
&0
Smart Wizard = IPv4 U ES 2 &0t X & LICH
Password
Password 2t 1} Confirm Password =0l 22| X HIZHS Z AISE gi2 22510 Next HES 22 & LICHL




SAMSUNG PoE Switch User Manual

Welcome to Smart Wizard

Figure 4.2 — Password in Smart Wizard

Figure 4.3 — SNMP in Smart Wizard

\ &3
AQIXIO P EAS MBS Apply HHES 22/5t
0= & ’S:PD o =0l ZHELICHL PC 2 IP
ZAZ CHAl BHH AR IP T4 S
HEXD HHOZ HAF = HE S50
=SPNj=3
9

& AI2H:2017-04-27 15:43
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Smart Wizard 0l M Exit HE

HIIO

S & 2tHO| EAIELICH

Building Networks for People

admin - 10.90.90.15

~ Wizard ® Hep
Device Information &) Safeguand
Device Information
Device Type SPN-14240P System Name
Boot Version 1.00.017 System Location
Firmware Version 4.00 K038 System Time 01/01/2015 00:03:32
Hardware Version c1 System Up Time 0days, 0 hours , 4 mins , 20 seconds
Serial Number ZBUJEV3IG40104PZ Login Timeout (minutes) ]
H WMAC Address C4-12-F5-20-4E-49
[ Monitering
IP Address Information
IPv4 Address 10.80.90.80
Subnet Mask 255000
Default Gateway 0.000
IPv6 Global Unicast Address
IPv6 Link-Local Address
Device Sfatus and Quick Configurations
RSTP Disabled Seftings SNMP Status Disabled Settings
Port Mirroring Disabled Setiings 802.1X Status Disabled Settings
Storm Control Disabled Seftings Safeguard Engine Enabied Seftings
DHCP Client Disabled Seftings IGMP Snooping Disabled Seftings
Jumbo Frame Disabled Settings Power Saving Enabled Seftings
Figure 4.4 — 152X I8 &2
&012] 3tH = Web-based Management 2t 1) EH,IE (GUI 2&, 22l A HIOIKI, &ES2SRM gt 22| 5)
21t 9| Tool Bar, @ % 2| Function Tree, =2 2| Main Configuration & *& & L|L}.
ToolBar = HAIN X &I 222t &2 Jl= RELEI JIs= HSELICHL
Function Tree 0l A £ 1) Main Conflguratlon OlM AR d8s AaefLlLt.
Fuction Tree 2| %l & tOIot A &= AsLICH
zlate i Ol0IKI Sl S2H0l= & FEAIELICH
Logout HEE 22I6t0H, 852 =6t 4+ ASLICH
N E#=
Logout HHE= 2= otAl 1) A ECUHRHE SEE
2, 8 S22 20 22 HE 0| A2
= AI& LIC.
10
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Tool Bar > Save Menu

8= AQ/XS HZel &0 M&otl 215 W= HESLICHL

m Save - N Tools

Save Configuration
Save Log

Figure 4.5 — Save Menu
Save Configuration

ARSI EEE H

AR HE=E RCHA

,oHE 288t AKX e DIl MEELICH
t

Flease press the “Save” button to save system settings to flash

Figure 4.6 — Save Configuration

Save Log
S5 WYL= MAELICH

Backup to file :

Figure 4.7 — Save Log

Tool Bar > Tool Menu

ALK Ed =138, AEF&

i| Reset System
Reboot Device

| Configuration Backup & Restor|
| Firmware Backup & Upgrade

Figure 4.8 — Tool Menu
Reset

ARSI IPF=AE MRS UE 2= &88= =JIsELILCH

Warning!! The Switch will be resetto its factory defaults except IP address,and then will reboot.

Figure 4.9 — Tool Menu > Reset

Reset System

D= ARX €88 = ZJIS0IH S& SotAl 4= HEELICH

Apply

Warning!! The Switch will be resetto its factory defaults and then will reboot.

Figure 4.10 — Tool Menu > Reset System

11
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Reboot Device

ALXNE HEEELICH A & H St [Save Configuration] O] HE& &322 S A& LICH

i}

Reboot Device &) sSafequard

Press the button to resetthe system.
T

Figure 4.11 — Tool Menu > Reboot Device

Configuration Backup and Restore

AR S EEE =S WEE HEELICHH, 22l glZHS = He2l)
Zest , ohel = 0180l ARX E8= SEE = AsUILLHTTP/TFTP 24 X&)

Configuration Backup and Restore @) Safeguard

@ HTTP
Backup current configuration to file : @
Restore configuration from file :
O TFTR
TFTP Server IF Address |—| ® 1Pv4
[7| QO I1Pve
TETP File Name [

Backup current configuration to file :

Restare configuration from file :

Figure 4.12 — Tool Menu > Configure Backup and Restore

HTTP: &7 £F 510 50| AISSH PC O SIECIA0E S YS B MY UE 2L
HNUS GIECIATZ ULkl S Backup HES 22BILIC

BIOEl [} S 0S50 HFS = P5HAIZI Y, Browse tHHES 226104 ®ATIYS & 45t 1 Restore
HES 2= LI

TFTP: TFTP AHZE B & gtES S HUL A0 HEE s 8= E28HLICTL
- TFTP Server IP Address : TFTP AlH IP =AE 2= EtHLICH.
:| =

- TFTP File Name : 22l £2 =228 T2 Y2 Y= LICH
-Backup : BTHO| SHUS MM HAGIAIZH 22BILICH
- Restore : EE MYS 01800 RS 2R6kARS 2L

\ &2
A X E 27 20| ISQ2 MR, 2
HH0| WY S22 M LICH

Firmware Backup and Upqgrade
SO HANE ot AU OdI0IEE AN Y= 0180t AKX L OI=E ML L
(HTTP / TFTP 2f4! X&)

12
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Firmware Backup and Upgrade

) Safeguard
@ HTTP
Backup firmware to file
Upgrade firmware from file :
O TFTP
TFTP Server IP Address | @ 1Pva
QC IPve
TETP File Name |
Backup firmware to file :
Uparade firmware from file ©
Figure 4.13 — Tool Menu > Firmware Backup and Upload
HTTP: &M &8 stH E50| AtSS PC 2 ot A D2 HHAWE BSHHL A0 M LILH
HANE StELADZE HATIAIHH Backup HES 2 &LILH
HANHE S 1d0l= StAlAE, Browse HES S0t € 1dI0IE& HHYN LY S HE=5t) Upgrade
HE=S S=ELICh
TFTP: TFTP AIHZE EHAYINAHE BT HL AHO HAN WEE AH0IEE MEFLIT
- TFTP Server IP Address : TFTP Mt IP =45 =& LIC.
- TFTP File Name : #/2 S QJ#0/S8 Mee NIAHS A=HELIL

-Backup : EMo HAIHE MHZE SBUTIAIHHE S LILH
v | o

- Upgrade : e A 2 E AKX 20d0/1EE NEGHAIAH 2=IEHLICH
A\ F9|
0 EHYO LUOYU0IED A2 E K| 22 AEHOIA PC 2
AZE ZAHLE ARIX RS XESHH 231 &H| It
EAtEl A QUS| L
Tool Bar > Smart Wizard
Smart Wizard € Aot Y 8&Z JaHGHA o= AsLICH

13
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Function Tree

A& otH2| 2 H | /XIS Function Tree £ 0IE0tH ARXIS 2= 835 &0t == UsLICH
Function Tree 0l M Xl &dl= &8 %*%8 OtcH OIDIKI2F 2= LIC
* SPN-12080P
= & System =-f Q0S
- = System Settings i~ = Bandwidth Control
= IPv6 System Settings 1 802 1p/DSCPIToS
1 IPv6 Route Seftings [ Security - RMON
=1 IPv6 Neighbor Settings - = Trusted Host = Monitoring
4 Password = Port Security i Port Statistics
5 Port Setfings - Traffic Segmentation Cable Diagnostics
= DHCP Auto Configuration * Safeguard Engine System Log
DHCP Relay 5 Storm Control
* DHCP Local Relay Settings 1 ARP Spoofing Prevention
5 DHCPvG Relay Settings 5 DHCF Server Screening
2 SysLog Host 5 SSL
5 Time Profile @ Smart Binding
% Power Saving (& ABA
* |EEE302 3az EEE settings ¥ 802.1X
i =2 D-Link Discover Protocol @ ACL
- VLAN H 5 ACL Wizard
5 802,10 VLAN 5 Access Profile List
5 802.1Q VLAN PVID * ACL Finder
% 802.1Q Management VLAN & PoE
Voice VLAN * PoE Global Settings
-5 Auto Surveillance VLAN -| PoOE Port Setlings
L2 Functions
- & Jumbo Frame
= Port Mirroring
Loopback Detection
+-[ MAC Address Table
-|g# Spanning Tree
-[g Link Agaregation
- [ Multicast
-fjill SNTP
Figure 4.14 —Function Tree
Device Information
The Device Information 2 &HH|2| B L oIEHNH 2, IP =AE Z& et JIEHQ HEBE ZEAIELICH
LEBH OtcH JISE2 8 4HHE HACH] 2Q8 32, 2 4822 =2 0lsE = UAsLICh
s Jl=4 Settings 2=/Al 0=
RSTP Disabled (A& 0ta) L2 Functions > Spanning Tree > STP Global Settings

Port Mirroring

Disabled (At £ 0t

L2 Functions > Port Mirroring

Storm Control Disabled (A& 0ta) Security > Storm Control
DHCP Client Disabled (A& 0ta) System > System Settings
Jumbo Frame Disabled (AFZ22tE) L2 Functions > Jumbo Frame
SNMP Status Disabled (A& 0ta) SNMP > SNMP > SNMP Global Settings
802.1X Status Disabled (AFZ22tE) AAA > 802.1X > 802.1X Settings
Safeguard Engine Enabled(Al= &) Security > Safeguard Engine
IGMP Snooping Disabled (AFZ22tE) L2 Functions > Multicast > IGMP Snooping

Power Saving

Disabled (Al =

System > Power Saving

14
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Device Information

Device Type SPN-14240P System Name

Boot Version 1.00.017 System Location

Firmware Version 4.00.KD28 System Time 01/01/2015 00:.02:32

Hardware Version c1 System Up Time 0days, 0 hours , 4 mins , 20 seconds
Serial Number ZBUJEV3IGAD104PZ Login Timeout (minutes) i

MAC Address C4-12-F5-20-4E-49

IP Address Information

IPv4 Address 10.90.90.90
Subnet Mask 256.0.0.0
Default Gateway 0.0.00

IPv6 Global Unicast Address
IPv6 Link-Local Address

Device Status and Quick Configurations

RSTP Disabled Setlinas SNMP Status Disabled Seftinas
Port Mirroring Disabled Settings 802 1X Status Disabled Seftinas
Storm Control Disabled Seftings Safequard Engine Enabled Settinas
DHCP Glient Disabled Seftings IGMP Snooping Disabled Seftinas
Jumbo Frame Disabled Seffings Power Saving Enabled Settings

Figure 4.15 — Device Information

System > System Settings

ALXICIP =4 & System Name S2| 82 & & &ELICH

IP Information: A ®/X| 2|0 AIZSE IP =AE & LILL

- Static: AKX IP FAE DEHBS & t. IP Address, Netmask, Gateway & & 5 &= & LICT
-DHCP/BOOTP : AR X IP =AE HHE sz gggs LI

(124! : Static 2= / IP address 10.90.90.90 / Netmask 255.0.0.0)

System Information: SNMP S & Z 2= O|Ect(H 2t2lef A<, 22 A0 & =elg = ULSE
X

2/ = &t System Name(Z&HH| &) 1t System Location(& 82| ®IX) 82 E MSEHLICH

Login Timeout: & &30l 2101 = 4}

g
HEELICL(II=e 62/ 2E8HP :3~30 )

IP Information

@ static () DHCP () BOOTP

IP Address 10.90.90.90

Netmast
Gateway
DHCP Option 12 State
DHCP Option 12 Host Name
DHCP retry Times (5-120)
System Name =
System Location I:l
Legin Timeout (3-30 minutes)

Apply

Figure 4.16 — System > System Settings
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System > IPv6 System Settings
IPv6 HIERI AN AR/IXE DX & , Gh& IPve A2 E L HELILCH

IPV6 System Settings

Interface Name System IPvE State !_EE[}_\E__d—q

DHCPYE Client [Disabled  ~| IPv3 Netwark Address (e.g. 3710:1/64) ]

MS Retransmit Time Settings

NS Retransmit Time (1-3500) (R

Automatic Link Local State Settings

Automatic Link Local Address |D|sah|ed :|

View All IPv6 Address

Adress Type IPy5 Address T

Figure 4.17 — System > IPv6 System Settings

IPv6 System Settings:

Interface Name: IPv6 2| QIEHHIOIA OIS0l EAIELICH

IPv6 State: IPv6 J| S2| A EE SEEILILL (Enabled : AHSE!)
DHCPv6 Client: DHCPVv6 2210|9E D152 AIR0 S22 M4 8LICH (Enabled : )
IPv6 Network Address: Al = IPv6 Network Address & /& &L C}.

NS Retransmit Time Settings:
NS Retransmit Time (1-3600): IPv6 2| NS retransmit time = & &LILL (Y= 1=/ HS : 1~3600 =)

Automatic Link Local State Settings:
Automatic Link Local Address: Automatic link AFSH S E A&

il

LICH

Apply HE= S&/otdH HFst S& 0| HE=ELILCL

System > IPv6 Route Settings
IPv6 Route(& =) & & & LICH.

IPvE Default Gateway
P Interace
Default Gateway |:|{e_g_: SEEET)
Metri
Create | | Delete
Total Entries: 0
[Prefix | NextHop IP Interface [Proocol [ Meic______|

Figure 4.18 — System > IPv6 Route Settings

IP Interface: IP 2IEHHIO|A OIS & LILCH
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J

Metric: HE SS0l 22 HEE = LEHELICHL (FHH? 1 ~65535)
A

S otdl gt= SSotA

o
|’D
(9]
=
(1]
Q
~—e
()]
cC
m
mo [
0]
Ju
o
c -
(W
s
>
Q'E
>
I
)
v
o
o
[}
[==
m
]
0]
Ju
o
C
[

on

System > IPv6 Neighbor Settings
IPv6 neighbor & & &/ L|Ct.

. lP.vﬁ.Neighbor. Setti ngs &.‘-32. Safeguard

Interface Name [Byste |

Neighbor [PvE Address [ |

Link Layer MAC Address [ |
Interface Name [Bvste |
o J

Total Entries : 0

Neighbor Link Layer Address Interface Name

Figure 4.19 — System > IPv6 Neighbor Settings

Interface Name: IPv6 Neighbor I H Ol A O|S & LICH.
Neighbor IPv6 Address: ==& Neighbor 2| IPv6 =AE S &LILCT
Link Layer MAC Address: o & Gt= Link layer MAC =45 2 =& LILH

UGt AtEHS HE0IAIAE Apply HES SEI6HH =&AL,

Interface Name: 2444 & |[Pv6 Neighbor 2| 21EHI0IA OIS 2 L ELICE
State: All, Address, Static, Dynamic = 2445t 1k ot= &=2 S ELICH

OJ=5HAl AFEIS 2 M 5HAIZI % Find HHES 2

HAE HE S AHIGHAIH Y Clear HE

Ju
9
c
a

o
y
Ju
9
c
a

System > Password

AR EF 20 AISE 22/ HIZHSE HEGH &= AsLICH
HZotLAl ot= HIZHS E HoHA =, Apply HES 2= ELILL
New Fassword I
# Waximum 20 characters

Figure 4.20 — System > Password Access Control

System > Port Settings
ZEY S&=5 MDI/MDIX, 802.3x Flow Control A2 EE 8&8& &= _ASLICH

17
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feguard
From Port To Port Speed MDIEMDIX Flow Control Auto Downgrade
Refresh
[1}] b4 23 b4 Auto b4 Auto hd Disabled w Disabled “
| | . | |
: Auto
Port Link Status Speed MDUMDIX Flow Control Downgrad
01 Link down Auto Auto Disabled Disabled
02 Link down Auto Auto Disabled Disabled
03 Link down Auto Auto Disabled Disabled
04 Link down Auto Auto Disabled Disabled
05 Link down Auto Auto Disabled Disabled
06 Link down Auto Auto Disabled Disabled
or Link down Auto Auto Disabled Disabled
08 Link down Auto Auto Disabled Disabled
09 Link down Auto Auto Disabled Disabled
10 Link down Auto Auto Disabled Disabled
11 | ink rraen Anitn Lt Mizahlad Mizahlar
Figure 4.21 — System > Port Settings
Speed
1000M Full, 100M Full, 100M Half, 10M Full, 10M Half, Auto, Disabled & &l &g ==
Jl=g:2 Auto & LICH &2, JIJHHIE(1000Mbps) £ XD MM 2 8=22| 240/ 1000M Full,
Auto, Disabled = StLZ &/ {0 & LICH
MDI/MDIX
MDI(Medium Dependent Interface) = 2/ Ut& © 2 A2 X| &H| 2t NIC(Network Interface Card) & & & &t
C 2t (&0 AtE &= 24013, MDIX(Medium Dependent Interface Crossover) = A2 X| &H| &

dE Fo] AN AISEl= 2HAIILICH
Ciat IR 22 AQ/IX & UWEKZ &dIJF XIS
Z<2; OtLI2tH D[22l "Auto" = At

HU
oy
>
o
2
K%
Y
%
4

&= Auto MDI/MDIX J|=s0| A& &0

Flow Control
HERZR ECHE 219 % = =

s
JI 2382 Disabled(At&tar) 2L

N
it
o
\J

IS & H&=2 |IEEE 802.3x & LILCI.

Auto Downgrade
AOI= =2 Ol =22 1000M (2= R Aot &= & &el 4

J|=gt2 Disabled(AlS 2t &LIC

10

, AIS2Z 100M 2 23 E CH2AIZ LICH

A

Link Status E A|
ALXC THEYE ZEILA
E

250 3=, @2l Link Speed Jt HEAIELICH
Lind down 2 ol & ZEJ}

OIALES0IAL Sl 32 ZAIELICH

System > DHCP Auto Configuration

ZJlsa 2Z ol 52 DHCP 4% &E A2 Configuration file 2 NS = =H=N
HEE NEot= J)Is2Z DHCP Mt &0l TFTP M IP =42t Configuration File 2 8 &6t= 7150l
M 2HEEO AAHOF FLICH

= J|SE AIE0tAIA ™ Enabled(ALZE)0 M2 =, [Apply] HES 2S00 A2,

18
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DHCP Auto Configuration Settings @) Safeguard
DHCP Auto Configuration (O Enabled @ Disabled Apply

If DHCP Aute Configuration is enabled, the switch will load a previously saved configuration file from TFTP server after every boot up.

# Ifthe switch is unable to complete the Auto Cenfiguration process, the last configuration file saved in switch flash memary will be loaded.

System > SysLogq Host

Figure 4.22 — System > DHCP Auto Configuration

FAHZ d&ch= JIsdLUlth
2404 Enabled(AF2 8 Ol X 25t [Apply] HHES 2 2i5t4l =, OrHoll 2=l & =9
A2,
SysLog Host Settings 3 Safeguard
System Log QOEnabled @ Disabled Apply
Server P Address m @ |Pv4 Severity
O Ipve Facility
UDP Port (1-65535) (12— ]
Time Stamp
Figure 4.23 — System > SysLog Host Settings
Server IP Address: Z1 MH IP =AE &HELICH
UDP Port: =21 A2 UDP Z£E HS E =& LILh (=8l : 514/ S Pl 1 1 ~65535)
Time Stamp: =1 HAIAl &0 AlI2D1S HEE AMEELICH
Severity: M58 =7 HE S AEHELICH
Warning - 2| 22t st 2t 2de 218 MSsLICH
Informational - 2H|2| AL e} 2= 210t MSEHLICH
All-2= 218 AL
Facility: =] =l Facility et= A =5t0 =& AlL. (Local 0 ~ Local 7)
Q2i5tAl HAHS X2 5IAI2 M [Apply] HES 22/8HLICH
System > Time Profile
Power Saving, PoE Port Settings 2t 20| A== 888 &= U= 294X JISH &8e #3= sSLIL

19
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Time Profile

Time(HH i) startTime [00 ¥][20 +] End Time [00 ] [00 ]
Weekdays Csun Owuen Crue Cwed Clhu ClFn [ sat
pate [ From Day i 1 1 ToDay | 2011
Add
Total Entries:0
[rogenane | Sairme | Enalime | e (FomOer [ToD | e |

Figure 4.24 — System > Time Profile

Profile Name: SS& A= A2 Hs A LIC

Time(HH MM): ESA|IE 22 HEBHLIC

Weekdays: &8 2= XA &LICH

Date: = & =0ll M2 Al, oHE xEF J|2t 2 =Esta = ASLICH
AHE RE 0| 25 E F, Add HES 2 LICH

T2 Z ANGHAIAE, SE&E 2 &S0l U= Delete HE=S 22610 A AL

System > Power Saving
M3 E=2 ZEN AZE EUIJIDIAES 832, 4522 2dE oMot o 88 S22
= @]
=

XHESEALE SHAI0I2 2010 [t At = &

Global Settings

Link Status Detection @ Enabled () Disabled

Advanced Power Saving Settings

Type LED Shut-off  » State Disabled ~

Time Profile 1 None w Time Profile 2 None W

| Select all || Clear || Apply |

(Pt o1 o2 Jo3 o4 Jo5 oo Jor e Joo w0 In__ [z [z 1|
[Pt {15 6 117 [8  [9 2 ot lm |» a1 |o |7 1 |

Summary
(e[S ___[TimePufie1 Time Profie 2

LED Shut-off Disabled

All Port

Figure 4.25 — System > Power Saving

Advanced Power Saving Settings:
Type: LED Shut-off, Port Shut-off, Port Standby, System Hibernation = & & &LILL(FIt E& JIS)

LED Shut-off - ZTE LED S&E 1= J|sC 2 2 J|sE A20tAI2dH State ef S Enabled 2
PSS

j [
HEGHH =& Al2. Time-Profile = && &<, LED E dig 280 Uit SHES & & UsLILL
C

Port Shut-off - ZE2| H&A=S Xltol= J|s2 = State 8= Enabled & H & 6111 Time-Profile
HMZA Y LAY et ZES S&H2 MO 4= ASLICH
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Port Standby - ZEJ| ({J] 2=2 HEE | Wake-Up AlSI Z2XEIAS T, HIIZ2 =0 A
AtScH Al LIC

System Hibernation - A|AEI2 =@ 224 & SH A C

PHY) Ol= M2 & 2=0tA S22 M 481 EYLICH

State: A &5 M2 He )| 52 SELEFL UL (Enabled : AFE &)
Time Profile 1: ol E J|S0| 822 A= #AEE ﬁe—.”éﬂ,l Ct

Time Profile 2: oliE J|S0| M &2 ANE &= AEHELIT

Port: &3 &t £=5 TES MEEHLIC

D= ZEE SHH HeidtAld ™ Select All £ 2201 FAAIL

D= ZEE S0 oHHMIStAIA S Clear 2 22510 A AI2.

XNEe IS HsctAldH Apply HEE 22510 =AM 2.

System > IEEE802.3az EEE Settings

HZEY |IEEE 802.3az EEE E= & & 22 )52 HEWRE S LILL

IEEE802.3az EEE settings @ Safeguard

From Paort Tao Port State

1 e [ 10 - Disabled v Apply

IEEES02.3az EEE settings

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

o~ W

=

Figure 4.26 — System > IEEE802.3az EEE Settings

From Port / To Port: L=t AN ELE HS O DAY 2E HS E HAEHE LI
State: & E55t = E0f| (ol 0 IEEE802.3az C
HEotAldH, Apply HES 220t =HAI2.

N

2= =501 1000Mbps 0l A 100Mbps & MGHEIHLE, =D HBE= Al2H0l Qi Zeles E%, 32=
&HIJt IEEE 802.3az EEE £ XAt =2 &<
1. PC 0l Z &= LAN Controller =2t0IHE =4 HELZ HHOIESHH =
2. Z AFAXINM HE JIsE HEHAIZ.

=
>
o

VLAN > 802.1Q VLAN

VLAN 2 ofLtel EHI0A ZEE I8 2= F4ot0, Alde & HER = S0l 0IRHKNE=E
ot= JIsYLICH HEIHAE 2 EZEHAE EHEO ASHUHAL B2 CZ2M &M UERZ &0
des =X H2H, 28 LA Det &= 2= A0 A UWER D 22|t JtsELIth

= J|S2 IEEE 802.1Q VLAN E& 0| 2
(?12<f:VID1/VLAN O|E8i2

Rename: VLAN J1E3HS 2=XolAIHE 226t FAAIL
Delete VID: VLAN “1&5 & A{HIGIAIIEH 22610 FHAIL
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Add New VID: VID 12 MZ 24 & LICH £EE Untag, Tag, Not Member S0 A5l D822 74
StH =& AI2.

Asymmetric VLAN  [Examgle]  (OEnabled (3 Disabled Appl
Total static VLAN entries: 1 add

# Maximurm 256 entries

VLAN Name Untagged

x!erfault 01- m

Figure 4.27 — Configuration > 802.1Q VLAN

Wi ame —

# Waximum 20 characters. [ Back J[ Appiy ]

B e e e e e

Untagged
W_mmmmmmmmm
otmember [ an ]

Figure 4.28 — Configuration > 802.1Q VLAN > Add VLAN

VLAN > 802.1Q VLAN PVID
LEHZ PVID A4S 26t JISULICH

o 1] B [ - - - - -

Figure 4.29 — Configuration > 802.1Q VLAN PVID

VLAN > 802.1Q Management VLAN
cd JHElVID 2 245 /= & 2,802.1Q VLAN 22| E {8t 22l A VLAN 2 A & LICH

HERZ 22l At 25 VID E 886t FHAIL.

Management VLAN (JEnabled (& Disabled

VID

WLAN MName default
e

Figure 4.30 — Configuration > 802.1Q Management VLAN

VLAN > Voice VLAN > Voice VLAN Global Settings
VoIP EcdiZ & &at=2 ?otH AIsS2Z VolP ECHE =2 A& S VLAN 2= A EHLICH

=2 S o
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Voice VLAN Global Settings @ sSafeguard
Voice VLAN ) Enabled ) Disabled
VLANID Aging Time [1~120) | hour
Priority Apply
Woice VLAM QU Setlings
Description Telephany QUL
@ Default OUI [o0-E0-8E-00-00-00 |

[ | OO HHHH3)

O User defined QU

# Waximum number of user defined OUl is 10 entries

D | Description | Telephony QU OUI Mask | Delete

Figure 4.31 — VLAN > Voice VLAN > Voice VLAN Global Settings

Voice VLAN: Voice VLAN AtEH R E M EL|LE (V124! : Disabled, At&2He)
VLAN ID: Voice VLAN 22 & &5t VLAN ID E A E8tL| LY.
VLAN ID £ &YotJ] M0l 802.1Q VLAN & &0l VLAN Ol HH P& E O L OF & LICH
Priority: Voice VLAN = 2|5t 802.1p priority at= &gt LI L},
Aging Time (1-120): oY ZEJI A& VLAN 22 2 & EH A= B2, Voice VLAN LE2H e ZES
M2IcH = ol Al2tE dFELICH VoIP S3tJt B2z 22 F2H & Al2H01 AIZELICH
A& 8t Aging Time Ol 2t=2 & = oY ZE = Voice VLAN ZE0A RcHel VLAN 22 Tts =& LICH
(PIE 1A XIEER 11 ~120 Al2)
y

HE =S HEGtHH Apply HES 22/0t0 FHAIL.

ol

M

Voice VLAN OUI Settings: Voice VLAN 22 X & VoIP HZLC QUI E 88 =2 Jot= 2=
SFELICH

Otehel oul &tol J1= K& LICH

Ooul Vendor Mnemonic Name
00:E0:BB 3Com 3com

00:03:6B Cisco cisco

00:E0:75 Veritel veritel

00:DO:1E Pingtel pingtel

00:01:E3 Siemens siemens
00:60:B9 NEC/ Philips nec&philips
00:0F:E2 Huawei-3COM huawei&3com
00:09:6E Avaya avaya

Default OUI: 47|12 H 2}
User defined OUI: AJ]2

OUl 28 =, Add HE= EEI0IH SSE2Z =

m ”'”
E
|0
o
c
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=0t QoS Vs €80 Sets 2l &

\ Note: VolP S22{0] B3 415 715101 2
£ Highest = & &olAlZ HEEE

VLAN > Voice VLAN > Voice VLAN Port Settings

Voice ENE= A== Ue LEE &L/

Auto Detection Tagged / Untagged

Current State Status

Port Auto Detection Tagged / Untagged

Figure 4.32 — VLAN > Voice VLAN > Voice VLAN Port Settings

From Port / To Port: Voice VLA
Auto Detection: & &5t OUI &t =
=2 J|S= ALE0tAIA E Enabled(Al S

Tagged / Untagged: oi & ZE0f H
H=Z HETHAIAE Apply

NEZEZ AIZSSE AMZER IS ZEES
=o|s5} Ctat AQR

o ﬂJ
r

VLAN > Voice VLAN > Voice Device List
Voice VLAN & EE HAIELICT.

8 Safequared

pon__ Al ]
[0 TPoi  [UACAddress

Figure 4.33 — VLAN > Voice VLAN > Voice Device List

All = A&t 10 Search HEZ= 2= 6l Voice Device &2 E &0l

Jon
ro

FO|

olet X &

Jo
o

VLAN > Auto Surveillance VLAN Settings
= SHIPIHIZtel 4 EHEZE XES VLAN 2 g

Auto Surveillance VLAN 2 £ &
S = HIOIH 2! W2l Source MAC Address 2F VLA

SFal/BESLICH ARIXIIEALS
= H3le =2 *H=FE R0t dSELICH

24
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() Safeguard
Auto Surveillance VLAN Global Settings
Auto Sunveillance VLAN () Enabled &) Disahbled
VLAN ID Priority Tagged Uplink/Downlink Port
e
Ex:(1,2,4-6)
User-defined MAC Settings
To add more device(s) for Aute Surveillance VLAN by user-defined configuration as below
Component Type Description (LEOC ST e
# Waxmum number of user-defined MAC Is 5 entries.
D Component Type Description MAC Address Delete
01 D-Link Surveillance Device D-Link [P Surveillance Device 28-10-7B:
02 D-Link Surveillance Device D-Link IP Surveillance Device FO-7D-680X0C
Auto Surveillance VLAN Summary
Part Component Type Description ”
3.

Figure 4.34 — VLAN > Auto Surveillance VLAN

Auto Surveillance VLAN Global Settings:

Auto Surveillance VLAN State: = J|S2) MEEL L (Enabled : AIEE)

VLAN ID: Auto Surveillance VLAN 2| J|2 VLAN ID = 4094 2 LIC}. 802.1Q VLAN & &0l A VLAN 2
45t =, Aot=E 22 MEStA £~ ASLICH 802.1Q VLAN UM oS VLANID 2 R4 E ZE=
A& 22 Auto Surveillance VLAN 22 A& LILCT
Priority: Auto Surveillance VLAN 2 = & &8 802.1p Priority gt S & &1 & LI Lt
Tagged Uplink/Downlink Port: 2 J|S2 90 Tagged £EE

HEet S = HEGIAIAE Apply HES S=I6HH AL,

User-defined MAC Settings:
Component Type: Auto Surveillance VLAN 2 J| 22 == S8 &HH|IE A=22 2 AI5HAI 2, Video
Management Server (VMS), VMS Client/Remote viewer, Video Encoder, Network Storage and Other IP
Surveillance Devices & & & HEIGIH S=otal = UASLILCH

Description: &1 €5 Component Type 0l (HSH & 0 8% E = EHLICH
MAC/OULI: Auto Surveillance VLAN & & & &2 MAC Address 2 OUI &t

o
©
g
9
c
a

HHE HESAIAH Add HES 2=6tH FHAIL.

1A

L2 Functions > Jumbo Frame
d2 2y s d&8eLICH = 10,000 bytes E A& & LIL.

0 Safeguard
Jumbo Frame OEnabled @ Disabled
# Waximum Length is 10000 bytes

Figure 4.35 — L2 Functions > Jumbo Frame
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L2 Functions > Port Mirroring
XS EH ZEUA UE LEZ Sodlol= ENHEE ZLIHE ot= JIsLILH

S Sgfeguond

Port Mirroring (Enabled & Disabled
Target Port

Source Port Selection
[Snifertiode —lseleanl o1 T o3 o4 s Jos Jor o [0 [0 |
TX

et

THRX

MNone

Figure 4.36 — L2 Functions > Port Mirroring

Source L E HERZ Ol HES #1150 FHAIL.
A= HIOIEH E Target ZEZ SHIELICH
RX (receive) mode: Source ZEZ #4115 = {IOIE & Target ZEZ SRHI & LIC.
TX/RX (transmit and receive) mode: Source TEZ £441%= HI0IHE Target EEZ EHIEHLICH.

None: 2E 0| & Jls= #EEotXAl &sLICh

L2 Functions > Loopback Detection
28t HUB &H| 2 20| Spanning Tree ProtocoI(STP) Ol A2EIA &= HU|2 H=ote UERZ SOl A
- .

&t LE0fl tHot(d Loopback Detection J1 = t&&tLICH Loopback O 2 Xl
X8 &t Recover Time S0t (IS 22 XIHEHL EP.

ol

XS
L)

I'

Loopback Detection Settings £ Safeguard

Loopback Detection ) Enabled & Disafilzd

Kode

Interval (1-32767) [ lsec
Recover Time

(0 or 60-1000000)

From Port To Port State

Refresh ][ Apply ]

Part | State Loop Status |

Figure 4.37 — L2 Functions > Loopback Detection

Loopback Detection: = J|S2| AISHEE MEIELILC

Mode: S &tAl = Port-based(®2 E J|&) 2 VLAN-based(VLAN J|&) & CILIEZ
VLAN-based &1 € A|(fl = Loopback Detection O 3H& VLAN 1§22 2 HE ZEY
Interval (1-32767): Loop 2 Al 1A= SESILILL (D=2 =/ HA
Recover Time (0 or 60-1000000): Loopback O] Z X &I EEJ} Xt&HE M%
AlZtE 8&eLICH (29 : 60~ 1000000 =, 0 == Loopback Detection J| =0
From Port: Port-based & & Al, 2 J|S= HEE AMAELES S=ELILH

d

_I\,
o]
%\l

o B=
T
o' o
K -
o o
1
19
-
Q

O
J
ol
el
b2
)3
=
Q

To Port: Port-based & & Al, =2 A== LAY EES A& LIC
State: A| &S ZE0 ot 2 JIs0ll ol 28 R E A& LICHL (Enabled : AHZE!)
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S|
=

0
roh

FHES HE0HAIA Y Apply HES S=I6HH =&AL,

L2 Functions > MAC Address Table > Static MAC
AEst ZEU ot X &S MAC Address 1t VID £ AW HZUA 2= EHE B SAAIZILILCH

MAC Address Learning () Enabled (3 Disahled [ selectan ][ clear [ apply ]
jPot _Jo1 o2 Jo3a __Jo4 o5 Jos _Jor o8 [o8 |10 |
Learning

Add Static MAC Address

— =
Pot| 01 %| WACAddress vio |1 b add
Static MAC Address Lists
# Waximum 256 entries

WAC Adaress

Figure 4.38 — L2 Functions > MAC Address Table > Static Mac Address

L2 Functions > MAC Address Table > Dynamic Forwarding Table
APIX0 HEE HE2 MAC =4 25 HAIELIL Add Static MAC 0l M2 A<, AIS2 £ Static
MAC Jls0l SS=ELUICH

on_ A
# Static MAC entries usedimaximum:01255 [[selsctan J[_ Clear ][ spely |
MAC Address _ Md to Static MAC
. 1 00-17-9A9F-10.57 Dynamic
- i | >1 . Dunamic 1:}

Figure 4.39 — L2 Functions > MAC Address Table > Dynamic Forwarding Table

L2 Functions > Spanning Tree > STP Global Settings
IEEE 802.1w = &= 2| RSTP(Rapid Spanning Tree Protocol) 2t IEEE 802.1D STP 2|

Spanning Tree Protocol (O Enabled (& Disabled

STP Version 'LRSTF‘7V| Maximum Age (5-40) @ sec
Bridge Priority [zo788 ] Hella Time (1-10) sec
Te Hold Count { 1-10 ) R Forward Delay (4-30} sec

[ Refresh ] [ Apply

Root Bridge Information

Root Bridge 00:00:00:00:00:00:00:00
Root Cost a

Root Maximum Age 20

Root Forward Delay 1h

Root Port a

Figure 4.40 — L2 Functions > Spanning Tree > STP Global Settings

STP Version: RSTP 2t STP S0l & Z5t 1At ot= SeRghiCh (912384 RSTP)
Bridge Priority: 0 ~ 61410 S0l Z&cl JAt ot= gL = &S LICH ( IEEA 32768)

TX Hold Count (1-10): Hello IH2!Z RS USEELICHL (J1=8:6/HR 1 1~10)
Maximum Age (6-40 sec): =/ AlZt2 Hellow Time F0: LICH

Hello Time (1-10 sec): Hello Time 2 & & &tLIC}.

27
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Forward Delay (4-30 sec): J|=&t2 15 4~30 dEg = AsLICH

L2 Functions > Spanning Tree > STP Port Settings

_STP Port Settings ) Safeguard
From Port [ o1 v ToPot | 10 v State Enabled v
External Cost e = _ -
(0-200000000; 2000000 Migrate | Disabled | Edge iAUtD |
0=Auto) et el
Prioity [ 126 - | PoP [Auto | Restricted Role False v
Resfricted TCH |False v
[ Refresh | &pply |
Fart State Friarity External Cost Edge P2F Restricted Role Restricted TCN Fort Status
01 Enable 128 AUTO/20000 Auto Auta False False Disabled
0z Enable 128 AUTQ/20000 Euto Auta False False Disabled
03 Enable 128 AUTOZ0000 Auto Aute False False Disabled
04 Enahble 128 AUTS/20000 Auta Auta False False Disabled
5 Enable 128 AUTO20000 Aute Auto False False Disahled
08 Enable 128 AUTO/20000 Auto Alta False False Disabled
07 Enahle 128 AUTOI20000 Auto Aute False False Disabled
og Enable 128 AUTOIZ20000 Auto Auta False Falge Digabled
Jule] Enahle 128 AUTO/20000 ALt Auta False False Disabled
10 Enable 128 AUTO/20000 Auto Auta False False Disabled

Figure 4.41 — L2 Functions > Spanning Tree > STP Port Settings

From Port/To Port: STP E & E& XEQ A8 gt =B

State: A &St LE0 CHol STP 2 E2E L,

External Cost: I{3! Forwarding Cost & &2 &t L|Ct.
0 (auto) - AFS 22 Cost = A EILICH (J1=22¢ : 100Mbps=200000 / 1000Mbps=20000)
Value 1-200000000 - 1 ~ 200000000 A0 2] AIPE HEFotA £ AsLICH

=
ikl
B
)

Migrate: = J| s gL

Edge: Edge & A& & ZEE2| True Parameter gt = « & &fL|C}.
Priority: 2 E2| SEEL L (V12128 HR 1 0 ~240)
P2P: P2P 20 CHEt True Parameter g = 4 A &LIC}.

Restricted Role: I{2! (il (HEt Restricted Role = & &8 8fL|Lt.
Restricted TCN: I{3!0fl CH St Restricted TCN £ & &1 & LIC}.

HE o AlE S HEStAIAH Apply HES 2= & LILH

L2 Functions > Link Agqreqgation > Port Trunking

A== 2500 = 0|at ZEE oIS =2 ZEZ A EHLICH
Static - Static link aggregation.
LACP - LACP (Link Aggregation Control Protocol)
Disable - Trunk 1S 0l A ol A& LICE.

MEAHS:HATW_20120577/01 S: 0T /R M. S &4 SIHLTF/EE A 2H2017-04-27 15:43
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Link Aggregation (Enabled () Disabled

Link Aggregation Settings

arowp [01 v Tie  [LACP ]

_

___
[ i [ ] o L]

# Maximum 8 ports in static group and 8 ports in LACP group.

Trunking list

Figure 4.42 - L2 Functions > Link Aggregation > Port Trunking

NOTE: Each combined trunk port must be
connected to devices within the same VLAN
group.

L2 Functions > Link Aggreqgation > LACP Port Settings
LACP ZEE M&! SHBILILY.

From Port To Port Activity Timeout
01 v | 10 v | Passive | | Short (3sec)  v|
Port Activity Timeout
01 Active Long (90 sec)
02 Active Long (90 sec)
0z Active Long (30 sec)
04 Active Long (80 sec)
05 Active Long (80 sec)
08 Active Long (80 sec)
07 Active Long (80 sec)
0g Active Long (30 sec)
09 Active Long (90 sec)
10 Active Long (20 sec)

Figure 4.43 - L2 Functions > Link Aggregation > LACP Port Settings

From Port: LACP £ & & A& ZEE M LI
To Port: LACP 2 148 & OtAIY LEE HEEHLICT.
Activity

Active / Passive 2= S0lA A& = ASLICH
Timeout: LACP 22 Al2t S S EAEHLICH.

Short (3 Sec) - LACP Bt= A

S &&= LICH
Long (90 Sec) - LACP Bt= A|Z20] 90 =2

S FELICH (D=3

ry
S
w
]
HU
x
1 o

HEet S = HEGIAIAE Apply HES SEI6HH AL,

L2 Functions > Multicast > IGMP Snooping
IGMP snooping = LAN 22| utE 5t ECHE M= 4
AQX= HEPDHAE EPfjE2 I8 S Z0F ASAIZLICH
IGMP snooping & & & 2t VLAN OtCH HEH o 2 &g &~ USLICH

A

\J
Z
I
=
0
®
<
T
[2]
3
o
o
=4
]
«
e
or
=}
\U
L
21
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) Safeguard

IGMP Snooping Global Settings
IGMP Snooping (Enabled (&) Disabled Reportto all ports
Host Timeout (130-153025) l:l S8C Router Timeout (50-500) l:l SEC
Robustness Variable (2-255) I:l Last Member Query Interval {1-25) I:l Sec
Query Interval (50-600) [5 Jsec Max Respanse Time (10-25) K
& \When Querier state is enabled, the Host Timeoutis calculated as the formula ;

{ Host Timeout = Robustness variable * Query Interval + Max Response Time )
IGMP Snoopmg VLAN Settings

VLAN 1D Router Ports ulicast Eniries

default Enabled Disabled Disabled

Figure 4.44 — L2 Functions > Multicast > IGMP Snooping

Host Timeout (130-153025 sec): Host Port S &2
A THOICH 2 AIZ2E IIRED THAIZEIH, 2l X
HEIHAE IS0 A AT HELICH (D1=28t : 260 x)
Robustness Variable (2-255 sec): & 8 &2 AEU A9 3! &A= S HBLILH 2o £4=0]
=2 2, 2 ES0 S SIAA FHAL. (D128 2 %)
Query Interval (60-600 sec): General Queries & 2 & 2tHALILH & =2 g0l U2t IGMP Bl Al Al 2t
ISt HU Z2AaE 2= JASLICH U0l 2SS HAXE EH= == HOHELICH (I1=28t 1 125 )
Router Timeout (60-600 sec): Router Port S5 AALICH 2 Al2t2 Query WAIXIE
=4AE THOHDH IF2E0E HAIEEIH, HMIAIE 2=415HA] 2R E & 220 = Router Port SE=
AHIELICEH (D123t : 260 =X)
Last Member Query Interval (1-25 sec): Leave Al X0l CHE S& HI| Al2ELICH.
Leave latency E & E = U2H, =XJt =25 18 &4 & dXdt= Al2tE 2 = UASLICH
Max Response Time (10-25 sec): S& HIAIAIE SWHI| &, HIIot=E Al L
Eag L= A QUSLUCH (D123 10 X)

|ZE HIAIXE

—/ — a
E HAXE ==4IctA 2ot S B0 = Host E

L2 Functions > Multicast > Multicast Forwarding
TJH D-|E|jHA 2=2=2 A_L/\|3‘='|-L|E|.

= EmEE O

ulticast Forwarding Seti ) Safeguard
o _—

Mullicast MAC Address 1 Add
e -
lember

MNone G) @f .G) @ :LG)'. G)f .@L Q -@ @
Total Static Entries: 0

Figure 4.45 — L2 Functions > Multicast > Multicast Forwarding

VID: MAC Address Jt & & VID E &= & LILCH
Multicast MAC Address: HEIJHAE IH3l= 850t= U8 MAC Address & /= 8fLILCH
Port Settings: 1 & HEDHAE < Egtg TEE MESLIL

Member - ZEIFHAE 11 F EE—QE ZatAlLICEH

30
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None - ZEIHAE S0 Z&AIFIX Z=LICH

L2 Functions > Multicast > Multicast Filtering Mode
VLAN J|Et2 IGMP & 2 &= d&EL|C}.

Multicast Filtering ) Safeguard

VLAN ID Filtering Mode

I:l Forward Unregistered Groups »|

Multicast Filtering Mode Table
Mulhcastiferng Wode

Forward Unregistered Groups 1
Fitter Unregistered Groups

Figure 4.46 — L2 Functions > Multicast > Multicast Filtering Mode

VLANID: && S VLANID £ 2= &L
Filtering Mode:

Ct.

Forward Unregistered Groups: S<0tA| &2 VLAN J1EMHAIE & EIBH&E Hzls d=eLith
Filter Unregistered Groups: S=¢&t VLAN 8 UWHH 2t HEIHAE TH2I2 ®EEEHLICH.

HEet S = HEGIAIAE Apply HES S=I6HH AL,

L2 Functions > SNTP > Time Settings
= AKX ZHI2] AIAE AIZIS S A2 SO18tELICH

Time Settings 8 Safeguard
Clock Source @ Local (CIENTP
Current Time 0110172012 04:48:14

SHNTP Server Settings

SNTP First Server I:] IPv4
[~ = ] ws
SNTP Second Server l:l IPv4

SNTP Poll Interval (30-09099) [0 sec

() Manually Time Settings
Date {DDMMAYYYY) 0110142012
Time (HH:MM:S3) 04:48:14

O Sync To PC
Date (DDMMYYYY) [t4gzorz |
Time (HH:MM:8S) 2

Figure 4.47 — L2 Functions > SNTP > Time Settings

Clock Source: AlAE AI2IS SIISE MH fIXIE AFELICH
Local - 2/ & AlAE Al2t2 AFGIHLE AR HEE PC 2| A2t SI13HEELICEH
SNTP - 2I2 UIER 2 22 SNTP M 2f =i I

Current Time: S M2 AIAE AlZHO] EAIELICH.

SNTP £ 0/E5tH /\Iﬁ%' AlR2t=S S8t DAL E

SNTP First Server: .= SNTP AAtH =AE 2 SHELICH
SNTP Second Server: 2% SNTP AltH =AS 2 SHELICH
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HEet S = HEGIAIAE Apply HES SEI6HH AL,

Local = &H&8t =2,

Manually set current time: A| A S A|2HS 2 F = EHLICH
Set time from PC: S| & &3tH0| & =5 PC

L2 Functions > SNTP > TimeZone Settings

SNTP 2t =27|3t3tJ] ?I8t TimeZone £ & & & LICL.
TimeZone _Settlng_s;

|;,J Safﬂggarﬂ

Daylight Saving Time (O Enabled @ Disabled
Diaylight Saving Time Offset 60 Vi min
Time Zone Offset GUT +-HHIM + o0 ~[o =

Daylight Saving Time Settings
From: Month / Day

From: HH /Ml
To. Month / Day
To: HH /MK
Figure 4.48 — L2 Functions > SNTP > TimeZone Settings
Daylight Saving Time State: DST AtESXW R E A& & LIL}. (Enabled : )
Daylight Saving Time Offset: DST offset Al“tZ 8 & & LIL}. (30, 60, 90, 120 2)
Time Zone Offset GMT +/- HH:MM: = ATEHE L
Daylight Saving Time Settings:
From: Month / Day: DST & £ A& 22 &EELICH
From: HH:MM: DST & & Al&f AlZtE A& EL| L.
To: Month /Day: DST & & &S=<= AL Lt
To: HH:MM: DST & & && Al2tE S LI
HES 48 = EES0tAIHE Apply HES 2260 F=AAI2L.
L2 Functions > LLDP > LLDP Global Settings
IEEE 802.1AB EZ 2| LLDP (Link Layer Discovery Protocol) A& J|s& & &&LIC}.
LLDP Global Settings & Sofeguard
LLDP ®Enabled O Disabled
Message TX Hold Multipier (2 - 10) 4
Message TX Interval (= - 22758 ) B lsec
LLDP Reinit Defay (1-10) b Teee
LLDP TX Delay (1-8192 ) 2 Jsec
| LLOP System inforiaion .. [ |
Cnasms ID Subtype macAddress
Chassis 1D 00-09-02-03-04-05
Qiﬁ g:;n;gtmn DIEE-1210-10F 3.10.006

Figure 4.49 — L2 Functions > LLDP > LLDP Global Settings

LLDP: LLDP AtEHEE S EIELILL. (Enabled : AHEE)
Message TX Hold Multiplier (2-10): LLDPDU 2| TTL gt2 L H&LICH (D123t : 4)
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Message TX Interval (5-32768): LLDP =& & 2tH =2 &

LLDP Reinit Delay (1-10): LLDP Al2bE AESILICH (012382 X)
LLDP TX Delay (1-8192): LLDP =& &= (H)] Al2FS AR ELICH (JIE%& 2 X

L2 Functions > LLDP > LLDP MED Settings

LLDP MDITLV E 01 &

otC4 802.3at &H[2| AH| 8=

34@L|u.<3|§a¢:3o:‘<

g = Ol=otH | LICh

L.-'g Efaguar:l

LLOP-MED Extended PSE TLV Setting
From Port ToPort
1

=]

| 8

Extended PSE TLV
| Disabled B

Refresh ] [

Apply |

o
=

Extended PSE TLV

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disahbled

[==H R P L S Py b

Disabled

Figure 4.50 — L2 Functions > LLDP > LLDP MED Settings

L2 Functions > LLDP > LLDP Port Settings

LLDP ZE

HEE A—L/\IC*LI Ct.

.

From Port To Port Motification State  Admin Status Port Description System MName System Description System Capabhilities
1 | | 10 ¥ |[pisabled ¥ [™only |¥| |Disabled v |Disabled %] |[Disabled ¥| | Disabled |
[ Refresh ] [ Apphy ]
Port Notification State Admin Status Port Description System Mame Systern Description System Capabilities
1 Disabled TX_and_RX Disabled Enabled Enabled Disabled
2 Dizabled TX_and_RX Disablad Enahled Enabled Disakled
3 Disabled TX_and_RX Disabled Enabled Enabled Disabled
4 Disabled TX_and_RX Disabled Enahled Enabled Disabled
5 Disabled TX_and_RX Disahled Enahled Enabled Disahled
6 Disahbled TX_and_RX Disahbled Enahled Enabled Disahled
7 Disahbled TX_and_RX Disahled Enahled Enakled Dizahled
8 Disabled TX_and_RX Disabled Enahled Enabled Disahled
a Disabled T¥_and R¥ Disabled Enahled Enabled Cisakled
10 Disabled TX_and_RX Disabled Enabled Enabled Disabled

Figure 4.51 — L2 Functions > LLDP > LLDP Port Settings

From Port/ To Port: T E°2| HPZE ASEdSIL|CY.

Notification State: LLDP >4 gt 0| E%Elﬁ% M, 2 8ESHEE A &ELICH

Disabled — LLDP notification _‘?'_LH X ZSLICH Ol23d)h
Admin Status: LLDP M &S EHAIS HEISHLICE,

TX_Only — LLDP I3!S 410+ &t

RX_Only — LLDP 44,00

TX_and_RX - LLDP I3!S

Disabled — LLDP I{3! &A1= of
Port Description: Port Description TLV SEEL L

Enabled — Port Description TLV £ At& & LILCH
Disabled — Port Description TLV £ A E0tAl &5 LICH
System Name: System Name TLV AIEHEE S EELICH.

Enabled — System Name TLV €
Disabled — System Name TLV & AIE5tAl &=LICH
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T
RE
0l

|
[0
[

4

System Description: System Description TLV _
Enabled —System Description TLV £ A& LICt
Disabled —System Description TLV £ AtSotAl & &LICH
System Capabilities: System Capabilities TLV A SR E & & EHLICH
Enabled —System Capabilities TLV E At&& LILCl.
Disabled —System Capabilities TLV £ At&6tAl S LICH
HEet 48 = EES0tAIHT Apply HES 22010 F=AAIL
L2 Functions > LLDP > 802.1 Extension TLV
802.1 Extension TLV & & & &LILC}.
802.1 Extension LLDP Port Settings () Safeguard
From Port 1 v ToPort | 0 v
Port VLAN ID [Disabled_¥]
VLAN Name |Disabled ¥|[vianiD  w|[ |
Frotocol Identity 'D_\_SF_@\__ec_I_ v 7EAF'OL ~|
[ Refresh ] [ Apply
Port Port VLAN ID WLAN 1D Protocol Identity
3 Disabled (Mang) (Nang)
2 Disabled (Mang) (None)
3 Disabled (Mang) (None)
4 Disabled (Mane) (Nane)
5 Disabled (MNone) {None)
& Disahled (Mane) (Mane)
7 Disabled (Mone) (Mone)
g Disahled (Mone) {MNone)
g Disabled (Mone) (None)
10 Disabled (Mene) (Mone)

Figure 4.52 — L2 Functions > LLDP > 802.1 Extension TLV Port Settings

From Port/ To Port : =

Port VLAN ID : VLAN ID AHZ(HF
VLAN Name : LLDP

=

12

St
=

E

ZE0 tHotK VLAN 015

[}

i

Sl MEHREE &

ot

IEETE

At ot=Id

|CH.

Protocol Identity : EAPOL, LACP, GVRP, STP, ALL S0l At&
HEotAldE Apply HHES 20t AL,

L2 Functions > LLDP > 802.3 Extension TLV
802.3 Extension & 2 2t Parameter g2

Iz
Cx!
i

Identity £

AMNEHS:HATW_20120577/01

e

A

cC ol
=)

At
(=]

Oif

H

=13
=
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From Port To Port gﬁ%g?r‘;tiomsmms Power Via MO Link Aggregation Maximum Frame Size
1 [ 10 ¥ | Disabled | | Disabled | | Disabled [ Disabled
[ Refresh J [ Apply J
Port WMACIPHY Configuration/Status Power Via MDI Link Agaregation Maximum Frame Size
1 Disabled Disabled Disabled Disabled
2 Disabled Disahled Disabled Disabled
3 Disabled Disabled Disabled Disahled
4 Disabled Disahled Disahled Disabled
5 Dizsabled Disahbled Disahbled Disabled
6 Disabled Disahbled Disahled Disahled
7 Disabled Disabled Disabled Disabled
8 Disabled Disabled Disabled Disabled
9 Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled

Figure 4.53 — L2 Functions > LLDP > 802.3 Extension TLV Port Settings

From Port/To Port: &&= & 5¢ SEESHL L
MAC/PHY Configuration/Status: MAC/PHY Configuration & EH2| HAIH RS M EELICEH
Enabled — MAC/PHY Configuration Status &'EHE H Al&LILC.
Disabled — MAC/PHY Configuration Status &'EHE H AIGHAl & =LICH
Power via MDI: Power via MDI A2 0{ & S & LI LY.
Enabled — Power via MDI £ AtEg LIL}
Disabled — Power via MDI £ At&EotAl 2 =LICH
Link Aggregation: Link Aggregation 4! EH 2] SEERL L
Enabled — Link Aggregation &' EHE H Al LIL}.
Disabled — Link Aggregation & EHE H AIGHAl 2= LICTH
Maximum Frame Size: Maximum Frame Size SEErL
Enabled — Maximum Frame Size

I i
Fel
>
Q'E
e
e
0>
°—
[

Disabled — Maximum Frame Size
HEe 48 = ES0tAIHE Apply HES 2260 F=AAI2.

L2 Functions > LLDP > LLDP Management Address Settings

H&SE LLDP 201 2 2| A8 d8e += UsLILh

T

From Port ToPort Address Type Address Port State
[ o & [ 0 & Py Disabled v
Enabled Management Address Table
01 Disabled
MNome . Disabled
03 Hone Disabled
e Nese  eated
05 Nang Disabled
e Ness meaed
07 None Disabled
e mMee  matled
None Disabled
Ao e el

From Port/To Port: 8832 & &¢& SMENSH L
Address Type: LLDP =4 2tAIES EE2Z IPv4 DFALICH
Address: IPv4 =242 2 S ELILCH
35
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Port State: oS ZE2| S &/ SRR
Enabled — X/ &t LEZE AIESELILCH
Disabled — K| & &t ZEE AI=206IA 2=LICH

HEet S = HEGIAIAE Apply HES SEI6HH AL,

L2 Functions > LLDP > LLDP Management Address Table
MIS LLDP &t2| =4 822 HAIgLILL

IManagement Address | 1PV # | [ search ]

Total Entries: 1

- Management Address Adverlising Porls
10.90.90.90 1361212211 (NONE)

Figure 4.55 — L2 Functions > LLDP > LLDP Management Address Table

Management Address: IPv4 S2 IPv6 =4 /=5t =, Search HEZ S =& LIL. of
HAIELICH

Subtype: 22| =4 EA(SF)S HAIELILL (IPv4, MAC S)
Management Address: IP =20t H A& LICEH

IF Type: IF &A10| ZAIE LICH.

OID: SNMP OID Jt HF AIE LILCH

Advertising Ports: Advertising &£ £t 2 A& LICH

L2 Functions > LLDP > LLDP Local Port Table
LLDP & ZE HEBE X AIELILCH.

%M
4 View View
il View View _
View { View ]
Wiew ]-[ View _
View J [ View ]
View _[ View _
View ] [ View J
Wiew _[ View __
View | 1 View ]
View _[ View __

Figure 4.56 — L2 Functions > LLDP > LLDP Local Port Table

Port: ZE HSQILILH.

Port ID Subtype: Port ID Subtype = H Al &fLICtH
Port ID: Port ID (Unit number/Port number) % HAlBLIC.
Port Description: Port description = H Al LIL}.

A

NS ZEE &0IotAIHAE View HES E=/6t0H =M AL,

AR B S HATW_20120577/01 S:41 RT3 /R M S L & SHLTF/E S Al 2H:2017-04-27 15:44
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e, 00000 N
Portid Subtype OmeraeAias ]

v
Link Aggregation

Maximum Frame Size

Show LLDP Local Port Brief Table
Show LLDP Local Port Detailed Table

Figure 4.57 L2 Functions > LLDP > LLDP Local Port Normal Table

PortID ;1

Port |d Subtype : Interface Alias
Portid : Slot0n
Port Description : Ethernet Interface
Port PVID : 1
Management Address Count: 1
SubType : IPvd
Address : 10.90.90.90
IF Type : ifindex
0lD:1361212211
PPYID Entries Count: 0
(NONE)
WLAN Mame Entries Count: 1
Entry - 1
VLANID ;1
VLAN Mame : default
Protacol Identity Entries Count: 0
(NONE)
MAC/PHY Configuration/Status ©
Auto-negoriation Support : Supported
Aute-negoriation Enabled : Enabled
Auto-negoriation Advertised Capahility . 0000(hex;
Auto-negoriation Operational MAU Type : 001ethex;
PowerVia MDI :
Link Aggregation :
Aggregation Capability - Mot Aggregated .
Aggregation Status : Mot Currently In Aggregation
Aggregaticn PortID . 1
Maximum Frame Size : 1522

Show LLDP L acal Port Brief Table
Show LLDP Local Port Mormal Table

Figure 4.58 L2 Functions > LLDP > LLDP Local Port Detailed Table

L2 Functions > LLDP > LLDP Remote Port Table
LLDP Remote Port Brief £ E0QIotAlAH, LE HSE HEHSIL] Search HES S5l =AA| 2.

37
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Pt [0 9]

FortiD 1

Remote Entities Count: 0
(MONE}

Mormal : View Mormal
Detailed : View Detailed

Figure 4.59 L2 Functions > LLDP > LLDP Remote Port Table

PortID @1

Remaote Entities Count: 0
(NONE)

Show LLDP Remote Port Brief Table
Show LLDP Remote Port Detailed Table

Figure 4.60 L2 Functions > LLDP > LLDP Remote Port Normal Table

38
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PortID - 1

Remote Entities Count: 0
(NOME}

Show LLDP Remote Port Brief Table
Show LLDP Remote Port Mormal Table

Figure 4.61 — L2 Functions > LLDP > LLDP Remote Port Detailed Table

L2 Functions > LLDP > LLDP Statistics
LLDP EciZ AEHE HEAIELICT.

LLDP Statistics System

LastChange Time o
Number of Table Insert 0
Number ofTableDetete - |
A —
Number of Table Age w]ut

LLDP Port Statistics

[ Refresh ][ Clear

Port P a ] E1OiT fame RxPort FramesEmors | RePort Frames rpbt SimalEn RxPort Ageouts
rded Discarded Unremunlved
.@

o

0
——_—————

Figure 4.62 — L2 Functions > LLDP > LLDP Statistics

LLDP Statistics System

Last Change Time — =S0| %S d4lE AldtES ZAIELIL

Number of Table Insert — M1 FItel S52| M5 HZAIELIGH

Number of Table Delete — 2/ K| = ==2] )=~ H Al LILCE.

Number of Table Drop - HIOIE S= & 22 == 2SIH HIIE S=2 5 ZAIELICH
Number of Table Age Out — A|210] BtS & SZ2| =5 HEAIELICH

LLDP Port Statistics
TxPort FramesTotal — LLDP Z & M&2 2 ZAIELICH

MR HS:HATW_20120577/01 8:41 <

)
x
H
e
0z
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=
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T
W
=
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RxPort FramesDiscarded — ==4l& LLDP Zd|& = HJ|& oA BHLILL
RxPort FramesErrors — =4I & LLDP 2| & @ JF It LGt AELIL
RxPort Frames — =41 = LLDP o ALERLELE
RxPortTLVsDiscarded — LLDP-TLV 2 d|& = HJ|= 2 +=E HEAIELILL
RxPortTLVsUnrecognized — 77 & = TLV VEAIEMLELE
RxPort Ageouts — LLDP ¢/ 2 HABLICH

s HAl

HAIGIAI A ™ Refresh HEZ 22610 =&AL,
HIOIEHE =D|3totAId ™ Clear HEZ 26t =&AL,
QoS > Bandwidth Control

AN&et ZE0 et HI0IH &8& S8 23 += /AsLICh

) Safeguard

Type Mo Limit Rate(64-1024000)
G | 10 & Rx % | Disabled ¥ |
Port Tx Rate (khits/sec) Rx Rate (kbits/sec)
o1 Mo Limit Mo Limit
0z Mo Limit Mo Limit
03 Mo Limit Mo Limit
04 Ma Limit e Limit
0s Ma Limit Ma Limit
0§ Ma Limit Mo Limit
a7 Mo Limit Mo Limit
as Mo Limit Mo Limit
09 Mo Limit Mo Limit
10 Mo Limit Mo Limit

Figure 4.63 — QoS > Bandwidth Control

From Port / To Port:
Type: RX (==21), TX (&
No Limit: & =& Xﬂ@ﬁﬂl LAl

Rate (64-1024000): X &t

Ot ﬂl>

moll
I
il
e
e
-
/'\
ﬁ
03
NS
l
N
o
N
N
o
o
o
=
O
©
Z

HEet S = HEGIAIAE Apply HES S=I6HH AL,

QoS > 802.1p/DSCP/ToS

QoS = IEEE 802.1p & &= AR LICL
VolP, dEctRE, e AH & 3te22l S H @2 USZ0| A HL &S0 UHet =Rt 7=
EcHZ0 ot &0 et H3gE 828 &+ AUsLILh
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Select QoS Mode: | B02.1p v

Queuing mechanism: | Strict Priority v

WRR] Queue : Class-0 Class-1 Class-2 Class-3 Class-4 Class-5 Class-6 Class-7
Weight : 1 2 = 4 5 6 7 8

From Port To Port Prigrity

4 Apply

v

Paort Priority

For ingress untagged packets, the per port "Default Priority” settings will be applied to packets of each port to
provide pori-based traffic prioritization.

For ingress tagged packets, D-Link Smart Switches will refer to their 802.1p information for prioritization.

I -
302 1p priority 0 1 2 ‘ 3 4 5 6 ‘ 7
|

CGlueue number 2 ‘ 0 ‘ 1 ‘ ) 4 ‘ 5 6 ‘ T

Note: Queue priority from low to highisDto 7

¥

Figure 4.64 — QoS > 802.1p/DSCP/ToS

Select QoS Mode: 802.1p, DSCP, ToS & & & ot 1Al Gl= QoS 2al= A& e LI L.
Queuing Mechanism
Strict Priority: Z(H& Q0 M50 RH&=F

WRR: Weighted Round-Robin 2 U2|SC =2 M&8 2! HE = His= 280t 2alL|Ch

From Port/ To Port: ZS& ZEQ| HPE HHELILCT
Priority: ==XtZ & &5t QX ot=

HE = HEotAIHE Apply HES 220t =HAI2.

Security > Trusted Host

= AKX S0l et 2F 22|E o1& € Host £ A &ot= JIseLIL

Trusted Host (JEnahled @ Disabled
Pvdaddress [ | Netmask | 24 (255
1PV Address | | Prefix | |(1-128)

# Please add your local host IP address firstto make ittrusted. Otherwise, the connection will be stopped.

Trusted Host Table
# Maximum 10 entries.
[0 |IPAddiess Netmask/Prefix

Figure 4.65 Security > Trusted Host
Trusted Host: = J|S2| AIZEHEE A= LIL

Al

0
o

IP =gt

o

=S LICH

41
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IP Address Subnet Mask Permitted IP
192.168.0.1 255.255.255.0 192.168.0.1~192.168.0.255
172.17.5.215 255.0.0.0 172.0.0.1~172.255.255.255

= Z AHIGIAIA ™ Delete HEZS 220t FHAIL.
Security > Port Security

HZEY X/ MAC Address =2 XA SIOZ M =II2 CIIIEI X 42 MAC Address S 2H M=
EdiZE XIHot= JlsgLICH

HAE ZEQ HRAE ML), Admin State S Enabled = HA & LICH.
@]

= /21510 Apply HIES 221510 Z4IAIL.

Max Learning Address

From Port ToPort Admin State IMax Learning Address (0-G4)
v 8 [0 ¥ [Demed ¥ B |
Port Security
Bisabm 7
03 Disabled i
05 Disabled
o7 Disabled 0
09 Disabled

Figure 4.66 — Security > Port Security

Security > Traffic Segmentation

A&Es ZEOA EiE =S M ZEZ B SA0tEF ot JIsgLICH

Forwarding Port Settings (Enabled & Disabled
From Port All
____
1 T - - [
Forwarding Port Table

Port Forwarding Port |

1-10
110
110
1-10
110
1-10
110
110
1-10
1-10

o | oo |~ (@ o[ | (e

s
=

Figure 4.67 — Security > Traffic Segmentation

SEBIAIA S From Port Ol 2K ZES A8istD =X K ZES H A5t =, Apply HES 221504
=AAQ

AR B S:HATW_20120577/01 S:41 RT3 /R M E L & SIHLTF/EZE AI2H:2017-04-27 15:44
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Security > Safequard Engine
Virus Lt Worm 1} 22 WERQA S22 2 216t CPU FoiJt £ Mot= E2HE AAs22Z AEELICH

Safeguard Engine Ssttings | Safeguard
Safeguard Engine State &) Enabled O Disabled
Apply

# D-Link Safeguard Engine is a robust and innovative technology developed by D-Link, which will autornatically throttle the impact of packet floading into the switch's
CPU.

It will keep D-Link Switches better protected from being too frequently interrupted by malicious viruses or worm attacks

Figure 4.68 — Security > Safeguard Engine

Security > Storm Control

SBZCHAE HEIHAE, O|2elE KRLIHAE W30 CHol Al E &t Zil-ols EHE0 oAM=
Storm S = Zt=otd oY W3lel M&= X LICH
Storm Control Settings ) Safeguard
storm Contral CiEnabled  ® Disabled
Storm Control Type
=(1~16000)
Threshold (54Kbps * N} G4Kbps * = 0 Kbps

Figure 4.69 — Security > Storm Control

Storm Control Type: Broadcast Only, Multicast & Broadcast, Multicast & Broadcast & Unknown Unicast =
& EFSIU A o= Storm 2| SR E AL/

Threshold (64Kbps * N): 51 & XIS 64Kbps X N @2 &S SHE =X & L= ELICH
HaE 48= HE0AIAY Apply HE=S 20t A A 2.
Security > ARP Spoofing Prevention

ARP spoofing (2 & ARP poisoning) 0l LHE = o) =]
IP Address, MAC Address % Ports HS 0t 25 XSt IH2!1 2 M SELICH

1
o
>
o

i
U
40
o
HI
e

%
0
°
—
Q
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Add

| [ | [ |Exi1,2,4-5)

Total Entries: 0
# Maximum 64 entries
P Address MAC Address

# 1. ARP is the standard for finding a hosts MAC address. However, this protocal is vulnerable that cracker can spoof the IF and MAC information in the ARF packets

o attack a LAN
2. The main purpose of this feature is to protect network fram Man-in-the-lMiddle or ARP spoofing attack including router / gateway or specific client

Figure 4.70 — Security > ARP Spoofing Prevention

2| Sk

IP Address, MAC Address, Ports = 25 225610 Add HE=S 2= &HLILCH

Security > DHCP Server Screening
DHCP Server Trusted Port & X| &St ZE 2|0 &%= DHCP IH2! 2 XS &L L.

DHCP Server Trusted Port Setfings
Pot 16 ... Jjr- 8 s [0 |
[}

Trusted DHCP Server [P Settings

@rs [ ] Ad
o . A

Trusted DHCP Server IP Lists

# laximum § entries.
7 Adaress

Figure 4.71 — Security > DHCP Server Screening

Trusted DHCP Server IP Settings: Trusted DHCP Server 2| IP =42 2=5tH A& Server Bt S=&

&= AsLICH

Security > SSL Settings

ARX &3 H H501 e 22t 5 R E A8 LICH

44

SAIRN LA SHETF/EE AI2H2017-04-27 15:44

AR B1S:HATW_20120577/0| &:4!



SAMSUNG PoE Switch User Manual

SSL Settings S.Sateguerd

351 State (CEnabled @ Disabled

# HTTP will be disabled if 5L is enabled
SSL Ciphersuite Settings

RSA-NULL-MDS ®Enabled O Disabled

REA-NULL-SHA1 ®Enabled O Disabled

RS4-DES-SHA ®Enabled O Disabled

RS4-3DES-5HAT @ Enabled O Disabled

DH-RSA-DES-SHA1 ®Enabled O Disabled

DH-RS4-2DES-SHA1 @ Enabled O Disabled

RSA-EXP1024-DES-SHAT () Enabled ) Disabled

Figure 4.72 — Security > SSL Settings

\‘ NOTE: SSL MBS HS A5 QIGHN
SE3IH HS U AF HOIX EAIDFLE H0f
IS X & & ASLIC

Security > Smart Binding > Smart Binding Settings

MAC =22} IP =20t
=J|ls2 ZEJIBte=Z

LXot= HB0A S W3IBS
IMPB white list @i & &=

S
Ok

= oIEELICHL

Smart Binding Settings @.Safeguard
Fram Port To Port State
[ o @ ETE [Disabled ¥
PacketInspection [AarP Inspection DHCP Snooping Disabled v
IMPB Setti
E&
Disabled Enabled Dizabled
02 Disabled Enabled Disahled
03 Disabied Enabled Disabled
04 Disabled Enabled Disahled
05 Disabied Enabled Disabled
06 Disabled Enabled Disabled
a7 Disabled Enabled Disabled
08 Disabled Enabled Disabled
0a Disabled Enabled Disabled
10 Disabled Enabled Disabled
Figure 4.73 — Security > Smart Binding > Smart Binding Settings
From Port/ To Port: = Lo=er LE HPISE A ESLIC
State: Smart Binding 2 EHERE & EHLICH
Enabled — Smart Binding 2 E&}.
Disabled — Smart Binding = E0tAl &=
Packet Inspection: ARP Inspection 2} IP+ARP Inspection s 3ot = UsUCh

ARP Inspection 2 A2 X|Jt a=41= ARP 2! & & Aot
ARP IH2!2] IP-MAC & E Jt White List &0l 12 &<

= 5= Q2L Unicast IP TH2!  (DoS ! )2
A =2

Smart Binding 2| White List == 1t H| W 8FLICE.
, oHE MAC =45 XEELICH CPU 2 AHEE
ARP IHZlE M 8PE 2Ol OtLID| =0l Ol E AtEtot

ARP+IP Inspection 2 A2 IiIJP 2412 ARP 2 IP IH2I2 25 2 AtotL] IMPB White List == 0t Hl 2ot
O“ HAI_ MAC _I_—l—E I.
DHCP Snooping: DHCP Mt %t 2¢t

in
:\'T—:I
u
o
@
o_n

FCd White List 0l S S &fLICH.

HEE=E 28 = HE06tAIE Apply HES S ELICL
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Security > Smart Binding > Smart Binding

IP-MAC-Port Binding = & & SS0ot AL A&ES IP =4 HEES B5 Aot d0tH SS2 = UsLICH
8l Safequarcl
Manual Binding
IP Address MAC Address Fort
| | Add
Auto Scan
Enter a range of IP address to scan all devices in the network.
IP Address Fram | 10 [
[ Select All ][ Clear all ][ Apply ]

Figure 4.74 — Security > Smart Binding > Smart Binding

Manual Binding & 3

IP Address: IP =45 2= &I},

MAC Address: IP =40 i &ot= MAC =4AE SS& LI
2 5

Port: IP-MAC binding S50l SE& ARIX ZEH
Add HE= 226t =SS0 SSELIC

Auto Scan & &

IP Address From/To: IP 2] HRIE A EELICH =, AR/XY HEE D= S s HMplHdH Zeto 2
SLICHL

Scan HE=Z 2=/ otH SAS LD

Binding: SS0ot X ol= S50 MIAELIC

Apply HHE= 2= ol Binding 0 S5 sSsgLU

Security > Smart Binding > White List
IP+ARP Inspection 2 =21 22, SE& IP-MAC-Port Binding S5 2 £0I5l1) 2 RFt 32, ==

K= As LI

White List £ Sefeguard

[ Delete ] [ Select All ] [ Clean ]

Total Entries: 0
IP Address Wac Address Port Delete

Figure 4.75 — Security > Smart Binding > White List

BIEAlL AR

sl

t2| € fI8 PC = White List 8l S S &0 QA OF & LICH.

[

Security > Smart Binding > Black List
Black List = X & S=2 LICH ARP Inspection 2 =021 A2, IP-MAC-Port & 20} 2 XIotX| 2= ARP 12!
2 2= 2HI2F ZAIELICH

AMNEHS:HATW_20120577/01
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Black List () Safeguard
viD IP Address MAC Address Fort
\ | | | ] C_Fnd ]
[ Delete ] [ Select All ] [ Clean ]

Total Entries: 0
IP Address Mac Address Port Delete

Figure 4.76 — Security > Smart Binding > Black List

SHE Z2A0I L S L5t Find HES Zitolae &= ASLICL
VID: 244Gt 0 A Sl= VLANID HS E

IP Address: =~ z-11 A ot= IP Address € & LILI.
MAC Address: & *ﬁ”ﬁPD_IP ol= MAC Address
Port: & Xt HZEE ZLE

Delete 2 =0l X2 =, Appl

I
©
g
9
c
a

PoE > PoE Global Settings
POE £ S2F1 AIBE D U= S22 TAISIH, ZRS 22, A9X)I NLsis £ PoE B2E ZEY 4+
USLICH

POE Global Settings @, Safeguard

PoE Power Threshold (7.1-78.0) [78.0 |'.'=.'at'ts

Power Shut OF Sequence Deny next port s

System Power Status

Total PoE Power Budget 78

PowerlUsed 0

Powerlet 78

The percentage of system power supplied 0%

# 1.7 watts guard band is reserved for system to prevent a PD from being powered off when encountering a sudden increment of PD power supply. When Used
Power reaches guard band, a new PD will trigger the action defined in Power Shut Off Sequence.

2. Ifa sudden increment of a PD power causes PSE power overload, switch will firstly stop power supply to the por with a low priority PD. As a result, high priority
PD can work without being affected

Figure 4.77 — PoE > PoE Global Setting

System Power Threshold: A 2| X0l X2 & % QU= PoE &2 TEEHLIC.
(SPN-12081P : 7.1 ~ 78.0 watts)
Power Shut Off Sequence: AtE L&l ) = PoE 20| 4 &%t PoE &= = Mol = &<, PoE &=
Mstot= LS A EHELICH
Deny next port: £ E TP E FAISILL PoE E AME0HY /A= ZE S 0HAIY ZEQ| M0
p=s=1uluy

Deny low priority port: 8& &t L E°| 24 =2(( IEEE = &=0] XL

S|
=

0
roh

FHES X E0HAIAE Apply HE=S S=ELILCH

System Power Status
Total PoE Power Budget: A% X|Jt X

Power Used: &M AI=Z |10 Q= PoE

Power Left: = 0lR = PoE & A

sup

The percentage of system power

o
s

47
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PoE > PoE Port Settings
SPN-12081P = IEEE £& & PoE £ A|&ELILCHL
SPN-12081P = 2 = £ EJ} IEEE802.3at(15.4W) 2t IEEE802.3at(30W) & Al& & LILCH.

Scil2 7#HE NS0HE PoE = Ofciet 2S5 LILE

Class Usage Output power limit by PSE
0 Default 15.4W
1 Optional 4.0W
2 Optional 7.0W
3 Optional 15.4W
4 Reserved 30w

From Port To Port State Time Range Priarity Delay Power Detect Power Limit

[ 1~ | 24 ~| [Enabled v| [NA v|[Normal | [Disabled v| [Auto v| Watts
Lagacy PD
| Enable V| | Refresh || Apply |

# 1. The port 1 to port 4 can be set a power limit between 1W and 30W. Max power used by PSE: Class 1: 4W, Class 2: TW, Class 3: 15.4W, Class 4: 20W.
2. The port & to port 24 can be set a power limit between 1W and 13.4W. Max power used by PSE: Class 1: 4W, Class 2: TW, Class 3. 15.4W.

Port State Time Range Priority EEE{; LaFg,gcy F;_Dimﬁr P?\.ﬁf . VO(EJQG CFHT:P Classification Status]
1 | Enabled NiA Normal | Disabled | Disabled | Auto 35 545 66.0 Class 3 g
2 | Enabled NiA Normal | Disabled | Disabled | Auto 0.0 0.0 0.0 NIA i
3 | Enabled NiA Normal | Disabled | Disabled | Auto 0.0 0.0 0.0 NIA g
4 | Enabled NiA Normal | Disabled | Disabled | Auto 0.0 0.0 0.0 NIA Fed
5 | Enabled NiA Normal | Disabled | Disabled | Auto 0.0 0.0 0.0 NIA i
Figure 4.78 — PoE > PoE Port Setting -
From Port/To Port: PoE J|s= £ &2 ZTEYHRIE AL
State: Enabled , PoE 7, = 0| =&5tH, Disabled = PoE J1=0| J{ & LILCH.
Time Range: & &80l = A A= a2 oy &0l Tt PoE KOst 2= JUSLICH
E':-I =

Priority: PoE 8= =0 (et M=
Power Limit: 2/J| PoE 2cHA S J|=0
IEEE802.3at(15.4W) =0 A KIS

HEe EE = MECtAIHE Apply HES 2E6tL, S 52 HES= HAIotH H Refresh HE= 2= & LILCHL
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SNMP > SNMP > SNMP Global Settings
=& SNMP(Simple Network Management Protocol) € AIE St SNMP =2 10t A=sg &= UsSLICH

SNMP Global Settings @) Safequard.

SNMP Global State @ Enabled () Disabled

Trap Settings

[] SNMP Authentication Traps

[ Device Bootup

[Port Link Up / Link Down

[]RSTP Port State Change

[ Firmware Upgrade State

[ PoE Power On/ Off

[]PoE Power Error

[1PoE over max power budget

O Loopback Detection occuring / recovery

Apply

Figure 4.79 — SNMP > SNMP > SNMP Global Settings

Trap Settings: =g SNMP HIMIAIE & & Z 8L/
SNMP Authentication Traps: SNMP clea
Device Bootup: Al AE 28 AFE MESaLIC
lllegal Login: £ 12! Password Jt SHIZ2 X 2 ASA2 &= AISE 8SELICL
Port Link Up / Link Down: L E Y & AMEH |
RSTP Port State Change: RSTP £ E HZ& AEHE
Firmware Upgrade State: &0 % & & 140
PoE Power On / Off: ZE & PoE &EHE M SELICH
PoE Power Error: power over loading, short circuit, thermal shutdown, power deny & 858 LI L.
PoE Over Max Power Budget: POE SE 20| = U&= [, oS BIAIAIE &S8LICH

Loopback Detection occurring / recovery: & L8 (| 25t HAIXIE M SELICH

SNMP > SNMP > SNMP User

SNMP AtEX SE 28 2 AIZHEE dF&LICL

SNMP User Table ) Safeguard
UserName —
Group Name —
SNMP Version |v1 b
Encrypt
Auth-Protocol Password l:l
Privacy Protocal Passward I:I
# *indicates mandatory data. Add
SAIP Version Auth Protocol Pivacy Protocol
ReadOnly ReadOnly None Hone
ReadOnly ReadOnly v2'c Mone None
ReadWrite Read\irite v Mone Hone
ReadWrite Read\Write vt Nane Nange

Figure 4.80 — SNMP > SNMP > SNMP User Table

User Name: SNMP
Group Name: SNMP 1 &%
SNMP Version: SNMP HH &

LICH(E O 32 XH)

2 LICH SNMPv3 Bt 25 at=l BIAXIZ MSELICH

49



SAMSUNG PoE Switch User Manual

Encrypt: SNMPv3 oEgE L L (Enabled AMEE
Auth-Protocol/Password: HMAC-MD5-96 £2 HMAC-SHA & QIS T2 &= gtAls MEisHL L
Priv-Protocol/Password: no authorization &2 DES 56-bit 2{A! & A Ei5l 10 ol & 2 =EILIL

SNMP AtEXH E2E SE0IAIHH Add HES 220t LS EN U= E=S= AHTHAIHAH Delete HES
S=gLICH

SNMP > SNMP > SNMP Group

Group Name: SNMP AIE X AEH 2 A HELICH(ZIW 32 A1)
Read View Name: Read #5t= &S SNMP 158 = 2 =& LILCL
Write View Name: Write =% SNMP 158 = =8 LI
Security Model: SNMP 20t Btal2 A EHEHL| L}

SNMPv1 - SNMPv1 2 22t |s=
SNMPv2 - SNMPv2 &2t UE

SNMPv3 -SNMPv3 = 21& L IH3! &S3tE AR ELIC
Security Level: SNMPv3 Bl MEt = J|S= AE0tA &= JASLICH
NoAuthNoPriv - A2/ X| 2 SNMP &t2| T2 )& 21| TH3! &S5t U OIS S AFESHAl Z5LICH

W Safeguard
Graup Mame = Security Madel [ v
Read View MName I:l Security Level
Wit View Name [ Notity View Name 1
# *indicates mandatory data Add
Secrtyliocat  Secis Lov
ReadCnly Read"v‘me ReadWrite MoAuthNoPriv
ReadOnly ReadWrite e : Readiliite vzg: oAuthiaPrY
Readilrite ReadWrite ReadWirite ReadWirite vi NoAuthioPriv
Readiite ReadWiile ReadWiite ReadWille vae: MoAutNoPrV

Figure 4.81 — SNMP > SNMP > SNMP Group Table

SNMP > SNMP > SNMP View
2 SNMP 22| A 58 4= U= MIB Object gt = & F & LILHL

L;) Safeguard

Subtree OID  F

View Type E:I\1cluded b

# *indicates mandatory data. Add
ReadWirite Inc\uded

Figure 4.82 — SNMP > SNMP > SNMP View

View Name: 0I5t 01X} 5t= 01=S =4 8tLICH (204 32 &)

.
Subtree OID: & 0!5l 2 A} OID ¢ = & &HLICH.
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hig
bl

View Type & & Bt OID Jt SNMP J—FEIIP FEEE = A= a0l ZSAZ X0 et HFE 2 LI

(o]]

Het B8 = HEotAldE Add HHE=S 2=iot, 2= &== AtHIotAIH H Delete £ S8 LILL

SNMP > SNMP > SNMP Community

SNMP Sl LH&2 2 XIot)| 8 SNMP String = &2
Community Name: Community String g€{= & =&fLIL
User Name (View Policy): i & MIB-Object 0fl CHEF HEtE M EAELICT

Community Name I:l*

User Wame (View Palicy} ReadOnly _v.|

# *indicates mandatory data

[CommunityName " lUserhame T g g
public ReadOnly

Figure 4.83 ~=SNMP > SNMP > SNMP Commuiity

S|
=

0
roh

bEls B ESIAIAHE Add HES S0t ==

0

== AMHIGHAIA & Delete £ ==& LI

SNMP > SNMP > SNMP Host
SNMP £ =41 Host £ & & &LICH

SNMP Host Table L) Safeguard |
e
Host IP Address @ Ipv4] |
O 1Pv6 | |
SNMP Version [v1 v|
Community String/ J"
SNMPv3 User Name
Host IP Address SNMP Version Community Name/SNMPv3 User Name

Figure 4.84 — SNMP > SNMP > SNMP Host

Host IP Address: SNMP At IP =45 =& &HLIC
SNMP Version: AtEE SNMP HA = & E&HEHLICH.
Community String/SNMPv3 User Name: Community String 5= SNMPv3 Al XAt 0152 = &HLICH.

HE =S HEGHAIHY Apply HE=S E=/6t1], = 8= = AMIOtAIAH Delete £ ==& LILCL.

|
on
Ju
i
gﬂ

SNMP > SNMP > SNMP Engine ID
Engine ID SNMPv3 £ 22 E26tJ| ®IoH AIEZl= ID g+ LICH
HEE HE0H)] flol A2 Engine ID £ 223511 Apply E 22! &tLILC
SNMP Engine IL S.Sakouan,

Engine 1D 4447532d3132312302d3130500001 02033401

Default ] [ Apply ]

# Engine D length is 10-64, the accepted characteris from 0 to F
Figure 4.85 — SNMP > SNMP > SNMP Engine ID
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SNMP > RMON > RMON Global Settings
RMON Trap 2| AIEHERE &= 8LILH

S.Safcguard,

RMON O Enabled & Disabled

Figure 4.86 - SNMP > RMON > RMON Global Settings
SNMP > RMON > RMON Statistics
oftHE ZAISLI
. Safeguard,,
Index (1~65535) (EE—
# *indicates mandatory data. [ mefresh [ Add |
[ndex —Port —|Drop Events ——[Oclets —|Packels | Eroadcas! Packels |Mulliast Packets ~Owner | Delete |
Figure 4.87 - SNMP > RMON > RMON Ethernet Statistics Configuration
Index (1 - 65535): RMON Ethernet & EHE == A= HAlE (1~65535)
Port: RMON E2E 4lgf ZEHSE A=HSILILH
Owner: RMON Z £ £ R &5l Station S2 AIENE ZAIELIGH
HAEZ HE0IAIHH Add HEZ 22/6t1), LIES Aol H Refresh & 22/ &LICIH
SNMP > RMON > RMON History
HEZRH 4= HE2E HAIFLICH
-
Index (1~65535) :|
Buckets Requested (1~50) I:l*
Interval (1~3500} [ Jsect
ouner R
# *indicates mandatory data Add
[ index __[Port____|Buckels Requested _______[Buckets Granted _________linfeval ______JOwner | Delee |

Figure 4.88 - SNMP > RMON > RMON History Control Settings

Index (1 - 65535): |t Control === =& LICt. (1~65535)

Port: RMON 3B E =4AlE ZTEZ =FL|LC
Buckets Requested (1 ~ 50): Bucket ==X| & & = &LICt
Interval (1 ~3600): L E B2 E 4AIE A2 2422 SELICH(ZHS)
Owner: RMON &2 £ Q& o= Station E2 At AtE = =& LICH
HAZ HE0IAIHH Apply HES 2=I8HLIL.
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SNMP > RMON > RMON Alarm Settings
RMON &= ?l&t 4&2LICH RMON &

B2 UERIA oas0l Y

Index (1~65535)

‘ariable

Rising Threshold (0-2"31-1)
Rising Event Index {1~65535)
Qwner

# *indicates mandatory data.

Interval {1~231-1)

Sample type

Falling Threshold (0-2%31-1}
Falling Event Index (1~65535}

300

sec

ir_AhsnIute value :

Add

3 S i - 4 Rising Event |Falling

Figure 4.89 -. SNMP > RMON > RMON Alarm Settings

Index (1 - 65535): 2 &t
Variable: A& & MIB gt = 9:!2‘@

Rising Event Index (1 ~ 65535):

[} = =
Owner: 2 S 2018 HX| 22 AIEX ES YHFLICH

Interval (1 ~2731-1): 2 & Al2t 2tH2 ASHELICH
Sample type: Threshold gt it =2 Hlwe S S AESHLICT.
Delta value — A 2| gt Ot A2 =gt = &0CIGt 1 Thershold 22| X0 E Hlw A &8 LI
Absolute value — Threshold Ut 8 EZ 2122 & & H| W ELIC
Falling Threshold (0 ~ 2431-1): Falling Threshold Alarm g(= /&8 LICt
Falling Event Index (1 ~ 65535): =& & & Index H=E 2= LI
HEE NEStAHAH Add HEZ 2= & LILL
SNMP > RMON > RMON Event
RMON O|H E AEHE HQ|, =& & JLIHH ELICH
S.Safequard,
Index (1~65535) [ F
Description l:l*
Tipe EjNone :
Community I:l
Owner L 1
# *indicates mandatory data. Add
[indo———TDcsenpion o Communiy ——owner ————LasiTmesent |~ Dolele |

Figure 4.90 - SNMP > RMON > RMON Event Settings

Index (1~ 65535): O| HIE Index gf= & =&HLICE
Description: AIEX} 2| O|HE BHZ LT
Type: ORI E 2talE =S LIL

None - O|HEE /SE—.”EII =1}

Log — Log 0l 715

SNMP Trap — SNMP Trap ul DE=

1S :HATW_20120577/01
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Log and Trap — Log 7| &

Owner: O|HIE A CHEH Al 2=

=

— =

oH& RMON O|HIE

Monitoring > Port Statistics

2! SNMP Trap
Community: o & O|HEJ}I &8 Community &t
JIZ&LIC

FIIotAlAH Add HEE 2

=
=
o

FE

=
-
S

0
= L

=

[

-
=]
=

(_|

b

EAR=13
=u

L

Ct.

2 ZEY H2/2E FAISLICH
[_Refresh ][ Clear i
Port THOK RxOK TxErrar RxErrar
o 30788 134754 g 1]
02 0 0 i 0
03 0 0 0 1]
o4 0 o 0 0
05 0 1] 0 0
Jul] a a 0 0
o7 0 0 0 0
0a 0 0 0 0
0g 0 0 0 0
10 0 0 il 0
Figure 4.91 — Monitoring > Port Statistics
Refresh: =& WHE= A&l LIL
Clear: &M ZAl=l =XI& =J|2t=LICHL
TxOK: =&l 228 39| 2F= HAIBLILH
RxOK: =41 225t 1212 2= H Al=LICH
TxError: S&IA| 25 @2 U219 2F = HAIELILL
RxError: =&IA| 25 @7 319 25= HAISLICH
ZEYHE MHHE SHOIotAIHH Y 2E HSE S gLILL
Fort:1 [ Sack 18] Refresh I Clear |
|
QutDctets 16926524 InOctets 37798576
OutUcastPkis 22804 InUcastPkts 16621
OuthUcastPits 8105 InMNUcastPids 118321
OutErrors 0 InDiscards o
LateCollisions 0 InErrors Q
ExcessiveCollisions 1] FCSErrors a
InternaliacTransmitErrors o FrameToolLongs 1]
InternalMacReceiveErrars o
Figure 4.92 — Monitoring > Port Statistics
Back: Ui2! SHetH2E £=0t & LICH
Refresh: &2 22 HAIELICH
Clear: 2Al=l LHEZ= =JI&t&LICH
Monitoring > Cable Diagnostics
HEISt LE) HdE AHOI= AEHHE EHELIL Z2EE XIE0t) TestNow HE= S & LILL
54
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Port LA

Test Resull Cable Fault Distance (meters)

Cable Length (meters)

The cable diagnostics feature is designed primarily for administrators or customer senice representatives to verify and test copper cables; it can rapidly determine

the guality of the cables and the types of errar.

# 1.1f cable length is displayed a5 "M/A” it means the cable length is Mot Available”. This is due to the port being unable to obtain cable length/either because its link

speedis 10M or 1001, or the cables used are broken and/ar bad in quality.

2. The deviation of "Cable Fault Distancel” is +-10 meters, therefore Mo cable may be displayed under Test Result, when the cable used is less than 10 m in

length.
3. ltalso measures cahle fault and identifies the fault in length according to the distance from this switch.

Figure 4.93 — Monitoring > Cable Diagnostic

Test Result
*OK : P

*Short in Cable: 21 Z& H 0|2 W &&e 220 [_sLICH
*Open in Cable: &2 & H 0 % | Gt 220] UASLICH
*Test Failed 0|2 2 X & LF I YMSIRSLICH THAI AIZSHH A AI2.
Cable Fault Distance (meters): dZ= HOI=2 Z0IE HAIZLICEH 2m OI LY

HAIELICH
Cable Length (meter): HAE 20t H4ar A

£,4 HHZ L0 =

ol

[}

0

Z 20 "No Cable" 2

HAIZLICH

<50 meters (50m 0/ Et), 50~80 meters, 80~100 meters, >190 meters(100m =1lt)

\ &D: H0IE 20l LXE= JIJHHIER olRE
As F20Ie SELICH

B A= A5 Mol B Hot
O A USRI 20I5H01 FAAIL.

Monitoring > System Log

AR X, gsg

=]

Q

Ooc
o =

# Waximum 500 entries.

Lng DE""rrIptlcm

18:41 2012
_
o Jan 2 05:05:29 2012
5 Jan 2 02:05:11 2012
[

Log Descrlptlon kel
Severity: =12 S2

MR HS:HATW_20120577/01 8:41 < 2+:2017-04-27 15:44
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MEHN HE= HI6tAIH H Refresh £ 2&!6t10, 215 At HIotAIA S Clear £ S & LIL.
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B Command Line Interface

Telnet = 0|SotH €2 IS0l et 2LIHE E &3

o
el
>
1
30
ol
C
[

TELNET 22 A X 0l H=%31D|

1. ALIXI2LPC O HIE/ A HZ S &EQIELICH
2. Hyper Terminal 2t 22 Terminal 22 EJNHE &St telnet 10.90.90.90 = & S LILCH
3. 2700 ZEZEJ HAIELICH

Telent 29!

NE HIYHSE "admin" & =6t AIHELICH

SPN-12081P login: admin
Password:

SPN-12081P>

Figure 5.1 — Command Prompt

JiZ 2 HIIAIZE2 5 =222 0] Al2t0l B1otH 0t E LICH

CLI &0
AMEE = A= CLI HE W= Otk 2= LICH
Command Parameter -
. .
download EE;Thvi?”r:rT;rrzrngTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>}
Upload {firmwgre_fromTFTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>}
<path_filename>
config ipif system { ipaddress <ip-address> <subnet-mask> gateway <gw-address> | dhcp |
bootp }
config ipif system {ipv6 ipv6address <ipv6networkaddr> | dhcpv6_client [enable | disable] }
logout
ping <ip_addr>
ping6 <ipv6addr>
reboot
reset config
show ipif
show switch
gggz\g’;\/sﬁjcount admin <passwd>
save
debug info
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2t B0 oA = Ot €3 = 1ot = Al2.

Purpose HEO 2=S HAILICL

Syntax ?

Description non = CLI WO 222 TAIG =LICH
Parameters =

Restrictions ge

To display a list of commands of the switch:
SPN-12081P> ?

USEREXEC commands :

config account admin password <passwd>

config ipif System { ipaddress <ip-address> <subnet-mask> gateway <gw-
address> | dhcp }

debug info

download { firmware_fromTFTP tftp://ip-address/filename | cfg_fromTFTP
tftp:/lip-address/filename }

logout

ping <ip_addr>

reboot

reset config

save

show ipif

show switch

upload { firmware_toTFTP tftp://ip-address/filename | cfg_toTFTP tftp://ip-
address/filename }

SPN-12081P>

Purpose TFTP =22 H ALK HANH, 83U s 2= == LICH

Syntax download { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> |
<ipv6addr>} <path_filename>

Description "download" ZZ 0= AlEst TFTP MHHZRH &EH A,

MY E U22E0H0 AR X0 HEELICH
Parameters firmware_fromTFTP - B &€ 201&

cfg_fromTFTP - A< X &3 Ut

<ipaddr> - TFTP Alt{ IPv4 =2

<ijpv6addr> - TFTP AltH IPv6 =2
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<path_filename> - TFTP AEE oY Iy s Y

Restrictions None.

HAUO O2RC HS

SPN-12081P> download firmware_fromTFTP 1.1.1.23 1\dgs_1210-10032.ros

01 Jan—2000 01:19:48 %COPY |-FILECPY: Files Copy — source URL tftp://1.1.1.23
/1\ dgs_1210—10032.ros destination URL Unit all flash://image

The copy operation was completed successfully

3920460 bytes copied in 00:03:01 [hh:mm:ss]

SPN-12081P>

A AD:TFTP E 0l206t0 B 0=
S0l= AQRD MRS S LICH

Purpose ALIXIC HA IHYUOIL SIS TFTP AHE
H= = 8fLILh.

Syntax upload { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> |
<ipv6addr>} <path_filename>

Description A2 ST AEEtTFTP AHZ 28U

Parameters firmware_toTFTP - &0 Wt = == LG

2
cfg toTFTP - SHTIAS H2C BILIC

<ijpaddr> - TFTP AH2l IPv4 =45 =& LY.
<ipv6addr> - TFTP AH2| IPve =245 = &tLIL}.
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<path_filename> - ol & ItLH= A=A LI

Restrictions None.

HHo YRCo AL,

SPN-12081P>upload firmware_toTFTP 1.1.1.23 1\running—config

01 Jan 2000 01:26:11 %COPY | FILECPY: Files Copy source URL running—
config destination URL tftp:/1.1.1.23/1\running—config

..... 01-Jan—-2000 01:26:16 %COPY W-TRAP: The copy operation was completed

success fully

I

158 bytes copied in 00:00:05 [hh:mm:ss]
SPN-12081P>

config ipif system -

Purpose ARXQIP =AE A& LILL

Syntax config ipif system { ipaddress <ip-address> <subnet-mask>
gateway <gw-address> | dhcp | bootp }

Description ALXIS] AIAE P F=ASE AFELICL

Parameters ipaddress <ip-address> <subnet-mask> - IP Tar
MBYl DtAGE = 8HLICT (04,10.1.2.3/255.0.0.0)
gateway <gw-address> — AtEE HOIERIO| at= LS LICH
dhcp - DHCP AIHERH Aisedot it & A< =L
bootp - BOOTP &&I 2 AtEot DA & B L HELICH

Restrictions None.

AAENIP =2 & Al

SPN-12081P> config ipif System ipaddress 10.48.74.122/8
Success.

SPN-12081P>

Purpose ARIX Telnet &2 S2ELICH
Syntax logout

Description AL Telnet 5= SZ&HLICH
Parameters None.
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Restrictions None.

ALE )
SPN-12081P> logout
?‘-,‘ g1 2 ]0t=THAID ] A0l 88 = MESIH =& AIL.
Purpose HEIP =422 HIERZ H3&= &elg Ll
Syntax <ipaddr>
Description VLAN & &0 & UZS &2, Managed VLAN(JI =38} : VLAN 1)
Ol HZ= AEH0IM 2 HEOUE A HTH = AIL.
Parameters <ipaddr> - &QI5t 1 Xt ot= IP =4
Restrictions None.
AFE )
SPN-12081P> ping 10.90.90.91
Reply Received From :10.90.90.91, TimeTaken : 20 msecs
Reply Received From :10.90.90.91, TimeTaken : 20 msecs
Reply Received From :10.90.90.91, TimeTaken : 20 msecs
---10.90.90.91 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss
SPN-12081P>
Purpose IPv6 HZ= & olgtL| Lt
Syntax ping6 <ipv6addr>
Description VLAN O] && & /U= &2, Managed VLAN 0fl &3 Z = AFEH Ol
A E2 HEUHE AHTIH = AIL.
Parameters <jpvbaddr> - |IPv6 ==
Restrictions None.
AFE )

SPN-12081P> ping6 3000 ::1
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Reply Received From : 3000 ::1, TimeTaken : 20 msecs
Reply Received From : 3000 ::1, TimeTaken : 20 msecs
Reply Received From : 3000 ::1, TimeTaken : 20 msecs

--- 3000 ::1 Ping Statistics ---

3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

SPN-12081P>

Purpose ARXE MEEELILL

Syntax reboot

Description ARXE MEEELILOL 2= WER/AZD AZ0] Z2UHELICL
Parameters None.

Restrictions None.

AFE )
SPN-12081P> reboot
% Device will reboot, please wait a few minutes to re-login.
SPN-12081P>
reset config -
Purpose AQAX EFHE =JI3SLICH
Syntax reset config
Description DEANELN EFHO AHE LD S& &6 A EF2ELICH
Parameters None.
Restrictions None.
AFE )

SPN-12081P> reset config

% Device will reboot after reset configuration successfully.

SPN-12081P>

Purpose ALK EMIP =24 HAISLICH
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Syntax show ipif
Description S A2 X0l
Parameters None.
Restrictions None.

HdE= AlAE P

SPN-12081P> show ipif
IP Setting Mode

IP Address

Subnet Mask

Default Gateway
DHCPv6 Client State
IPv6 Global Unicast Address:

SPN-12081P>

: Static
:10.90.90.90
:255.0.0.0
:0.0.0.0

: Disabled

3ffe:501:ffff:100:100::1/64

Purpose ARRC HE
Syntax show switch
Description ARIXQ| AFEH
Parameters None.
Restrictions None.

£ HAl

m'

LICY.

£ HAIELICH

SPN-12081P> show switch
System Name

System Contact

System Location

System up time

System Time

System hardware version
System firmware version
System boot version
System Protocol version
System serial number
MAC Address

SPN-12081P>

: 0 days, 6 hrs, 32 min, 17 secs
:02/01/2012 06:32:19

: B1

: 3.10.006

:1.00.005

:2.001.004

: 1MB1733K0000A

: 00-01-02-03-04-05
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config account admin password

Purpose

Syntax

Description
Parameters

Restrictions

ALK &2 E et 20 HIEHSE A FELILCH
config account admin password <passwd>
20 HEHS E A FetLICH

<passwd>- S8 &E 4

None.

SPN-12081P> config account admin password 1234
SPN-12081P>

save

Purpose AP EM ZEE =S HNE2Io HEELICH
Syntax save
Description AP EM ZE4 =S HNE2I0 MEELICH
Parameters None.
Restrictions None.

SPN-12081P> save
Building configuration ...

[OK]

SPN-12081P>

debug info

Purpose AL|XIS ARP S0 MAC S2S EAFLIG
Syntax debug info

Description APIXIC ARP 2= 1 MAC =4 2= 2 ZAIBHLICH
Parameters None.

Restrictions None.

SPN-12081P> debug info

% segmentation fault log file:
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File doesn’t exist !!!
% ARP table :

Address Hardware Address Type Interface Mapping

10.90.90.90 00:18:8b:bf:75:30 ARPA vlan1 Static
10.90.90.98 00:19:5b:14:3d:c4 ARPA vlan1 Dynamic
10.255.255.255 ff:ff:ff:ff:ff:ff ARPA vlan1 Static

% MAC table :

Vlan Mac Address Type Ports

1 00:00:00:00:00:26 Learnt Gi0/7

Total Mac Addresses displayed: 1

SPN-12081P>
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Appendix A - HIZE A

Hardware Specifications

Key Components / Performance

7

Switching Capacity:

- SPN-12081P: 20Gbps

Max. Forwarding Rate

- SPN-12081P: 14.88Mpps
Forwarding Mode: Store and Forward
Packet Buffer memory:

- SPN-12081P: 1.5MBytes

DDRIII for CPU: 128M Bytes

Flash Memory: 16M Bytes

Port Functions

7

10/100/1000Base-T ports compliant with
the following standards:

- IEEE 802.3

- IEEE 802.3u

- IEEE 802.3ab

- IEEE 802.3az Energy Efficient Ethernet
- IEEE 802.3af (SPN-12081P only)

- IEEE 802.3at (SPN-12081P only)

- Supports Half/Full-Duplex operations

- IEEE 802.3x Flow Control support for Full-
Duplex mode

- Auto MDI/MDIX

- |IEEE802.3af Power over Ethernet on Port
1 ~ Port 8 GE ports

- IEEE802.3at Power over Ethernet on Port
1~Port 8 GE ports

SFP ports compliant with the following
standards:

- IEEE 802.3z

- Supports Full-Duplex operations
SFP transceivers supported
WDM Transceivers Supported:

Physical & Environment

»

e N e

AC input, 100~240 VAC, 50/60Hz,
internal universal power supply
Acoustic Value: 0dB (Fan-less)
Operation Temperature : 5~50°C
Storage Temperature -20~70°C
Operation Humidity: 0%~95% RH
Storage Humidity: 0%~95% RH

Emission (EMI) Certifications

e e e

FCC class A
CE Class A
VCCI Class A
IC Class A
KC
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Safety Certifications

»

cUL, LVD, CE

Features

L2 Features

;

#

»

W W e

E

VLAN

L A

Supports up to 16K MAC address
Supports 256 static MAC

Jumbo frame: Supports up to 10,000
bytes

IGMP snooping v1/v2:

- Supports 256 multicast groups
- Supports at least 64 static multicast groups

802.1D Spanning Tree
802.1w Rapid Spanning Tree
Loopback Detection

802.3ad Link Aggregation:

- Supports max 5 groups per device and 8
ports per group

Port mirroring

SNTP

LLDP/LLDP-MED

IPv6 neighbor Discovery (ND)

L2 Multicast Filtering

802.1Q VLAN standard (VLAN Tagging)
Up to 256 static VLAN groups
Asymmetric VLAN

Management VLAN

Auto-Voice VLAN

Auto Surveillance VLAN

QoS (Quality of Service)

7

Priority queue mapping by :
- 802.1p
- DSCP
- ToS
- TCP/UDP port number
- IPv6 traffic class
8 queues per port
Supports Strict / WRR mode in queue
handling
Bandwidth Control

802.1X port-based access control
Support IPv6 RADIUS server

Max 50 ingress ACL profiles
Ingress ACL rules:

- MAC address
-Vlan
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- Ethernet Type chipsets (both MAC and PHY) are disabled
- |P address for all por_ts, a_nq energy required to power
-DSCP the CPU is minimal.

- Protocol type
- TCP/UDP port number

Security
4 Trusted Host
» Port Security:Support 64 MAC addresses
per port
Traffic Segmentation
Safeguard Engine
Broadcast Storm Control
ARP Spoofing Prevention: Supports max
64 entries
DHCP Server Screening
» SSL: Support v1/v2/v3
> Smart Binding

- Supports 512 address binding entries
- ARP Inspection

- ARP + IP Inspection

- Supports DHCP Snooping

e

-

OAM

» Cable Diagnostics
» Reset button (reset to factory default)

Management

Web-based GUI

Compact CLI

SNMP support

DHCP client

Telnet Server

Password access control
Backup/Upgrade firmware
Web-based firmware backup/restore
Smart Wizard

Reset, Reboot

IPv4/v6 Dual Stack

W W W W e e e e

Green Technology
» Power Saving: Default disable

- By Link Status: Drastically save power
when the switch port link is down. For
example, no PC connection or the
connected PC is powered off.

- By LED Shut-Off: LEDs can be turned
on/off by port or system through schedule.
- By Port Shut-Off: Each port on the system
can be turned on/off by schedule.

- By Time-based PoE: PoE ports can be

turned on/off by port or system through
schedule

- By System Hibernation: System enters
hibernation by schedule. In this mode,
switches save most power since main
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