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SPN-12081P 
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Figure 1.1  SPN-12081P  

 
Power LED :     . 
PoE Max: PoE    PoE     . (  : 78W) 
Reset: 5      .      . 
Mode:  LED  Link/Act   PoE   . 
Port Link/Act/Speed LED (1-8, 9T, 10T 9F, 10F): Link/Act       
LED  ,   .  10Mbps/100Mbps   ,  
1000Mbps   . 
 

 
 

MiniGBIC  UL      
. (Laser Class I. 3.3Vdc)  

 
Port PoE LED (1-8): PoE  , PoE (PD)     LED  . 
 
 
 
 

 

 
Figure 1.2  SPN-12081P  

 
Power: AC   . 

SFP ports for 
optical transceivers 
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IPv6  , Smart Wizard    System > IPv6 System Settings   . 
 

 
Figure 4.1  IP Information in Smart Wizard 
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Figure 4.2  Password in Smart Wizard 
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Figure 4.3  SNMP in Smart Wizard 
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Figure 4.4     
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Tool Bar > Save Menu 
      . 

 
Figure 4.5  Save Menu 

Save Configuration 
   ,      . 
      . 

 

 
Figure 4.6  Save Configuration 

 
Save Log 

  . 

 
Figure 4.7  Save Log 

Tool Bar > Tool Menu 
  ,  ,    ,      . 

. 

 
Figure 4.8  Tool Menu 

Reset 
 IP      . 

 

 
Figure 4.9  Tool Menu > Reset 

 
Reset System 

       . 
 

 
Figure 4.10  Tool Menu > Reset System 
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Reboot Device 

 .   [Save Configuration]    . 
 

 
Figure 4.11  Tool Menu > Reboot Device 

 
Configuration Backup and Restore 

     .( ,   ) 
 ,        .(HTTP / TFTP  ) 

 
Figure 4.12  Tool Menu > Configure Backup and Restore 

 
HTTP:     PC       . 

   Backup  . 
    , Browse     Restore  
 . 

 
TFTP: TFTP        . 
 - TFTP Server IP Address : TFTP  IP  . 
 - TFTP File Name :     .  
 - Backup :      . 
 - Restore :       . 
 

 
  

    ,   
   . 

 
Firmware Backup and Upgrade 

         . 
(HTTP / TFTP  ) 
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Figure 4.13  Tool Menu > Firmware Backup and Upload 

 
HTTP:     PC      . 

   Backup  . 
  , Browse       Upgrade 

 . 
 
TFTP: TFTP         . 
 - TFTP Server IP Address : TFTP  IP  . 
 - TFTP File Name :      .  
 - Backup :      . 
 - Upgrade :        . 
 

 
 

     PC   
       
  . 

 
Tool Bar > Smart Wizard 
Smart Wizard       . 
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Function Tree 
    Function Tree        . 

Function Tree      . 

 
Figure 4.14 Function Tree 

 
Device Information 
The Device Information      , IP     .  
 

,       ,      . 

  Settings   

RSTP Disabled ( ) L2 Functions > Spanning Tree > STP Global Settings 

Port Mirroring Disabled ( ) L2 Functions > Port Mirroring 

Storm Control Disabled ( ) Security > Storm Control 

DHCP Client Disabled ( ) System > System Settings 

Jumbo Frame Disabled ( ) L2 Functions > Jumbo Frame 

SNMP Status Disabled ( ) SNMP > SNMP > SNMP Global Settings 

802.1X Status Disabled ( ) AAA > 802.1X > 802.1X Settings 

Safeguard Engine Enabled( ) Security > Safeguard Engine 

IGMP Snooping Disabled ( ) L2 Functions > Multicast > IGMP Snooping 

Power Saving Disabled ( ) System > Power Saving 
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Figure 4.15  Device Information 

 

System > System Settings 
 IP   System Name   . 

 
IP Information:    IP  . 
 - Static :  IP   . IP Address, Netmask, Gateway   . 
 - DHCP/BOOTP :  IP    . 
 (  : Static  / IP address 10.90.90.90 / Netmask 255.0.0.0) 
 
System Information: SNMP     ,       

 System Name( )  System Location(  )  . 
 
Login Timeout:       ,     

.(  : 5  /  : 3~30 ) 
 

 
Figure 4.16  System > System Settings 
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System > IPv6 System Settings 
IPv6    ,  IPv6  . 
 

 
Figure 4.17  System > IPv6 System Settings 

 
IPv6 System Settings: 
Interface Name: IPv6    . 
IPv6 State: IPv6   . (Enabled : ) 
DHCPv6 Client: DHCPv6    . (Enabled : ) 
IPv6 Network Address:  IPv6 Network Address  . 
 
NS Retransmit Time Settings: 
NS Retransmit Time (1-3600): IPv6  NS retransmit time  . (  : 1  /  : 1~3600 ) 
 
Automatic Link Local State Settings: 
Automatic Link Local Address: Automatic link  .  
 
Apply     . 
 
 
 
System > IPv6 Route Settings 
IPv6 Route( ) . 
 

 
Figure 4.18  System > IPv6 Route Settings 

 
IP Interface: IP  . 
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Default Gateway:    IPv6  . 
Metric:      . (  : 1 ~ 65535) 

   Create  .  Delete  . 
 
System > IPv6 Neighbor Settings 
IPv6 neighbor .  
 

 
Figure 4.19  System > IPv6 Neighbor Settings 

 
Interface Name: IPv6 Neighbor  . 
Neighbor IPv6 Address:  Neighbor   IPv6  . 
Link Layer MAC Address:  Link layer MAC  . 

   Apply   . 
 
Interface Name:  IPv6 Neighbor    .  
State: All, Address, Static, Dynamic     . 
 

   Find  . 
    Clear  . 

 
 
System > Password 

        . 
    , Apply  . 

 
Figure 4.20  System > Password Access Control 

 
System > Port Settings 

 , MDI/MDIX, 802.3x Flow Control    . 
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Figure 4.21  System > Port Settings 

 
Speed 
1000M Full, 100M Full, 100M Half, 10M Full, 10M Half, Auto, Disabled    . 

 Auto . , (1000Mbps)       1000M Full, 
Auto, Disabled     . 
 
MDI/MDIX  
MDI(Medium Dependent Interface)     NIC(Network Interface Card)    
PC    , MDIX(Medium Dependent Interface Crossover)     

   . 
,          Auto MDI/MDIX   

    "Auto"   . 
 
Flow Control 

        IEEE 802.3x . 
 Disabled( ) . 

 
Auto Downgrade 

    1000M     ,  100M   . 
 Disabled( ) . 

 
Link Status  

    ,  Link Speed  . 
Lind down       .  
 
 
 
System > DHCP Auto Configuration 

     DHCP    Configuration file     
   DHCP   TFTP  IP   Configuration File     

   .  
   Enabled( )   ,  [Apply]   . 
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Figure 4.22  System > DHCP Auto Configuration 

 
System > SysLog Host 

     . 
   Enabled( )   [Apply]   ,     

  . 
  

 
Figure 4.23  System > SysLog Host Settings 

 
Server IP Address:   IP  . 
UDP Port:   UDP   . (  : 514 /  : 1 ~ 65535) 
Time Stamp:      . 
Severity:    . 

Warning -       . 
Informational -     . 
All -   . 

Facility:   Facility   . (Local 0 ~ Local 7) 
 

   [Apply]  . 
 
 
 
 
 
 
 
 
 
System > Time Profile 
Power Saving, PoE Port Settings           . 
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Figure 4.24  System > Time Profile 

 
Profile Name:    . 
Time(HH MM):    . 
Weekdays:   . 
Date:   ,       . 
 

    , Add  . 
 ,     Delete   . 

 
System > Power Saving 

      ,        
          . 

 
  ,          

   .  Link Status Detection (   )   . 
 

 
Figure 4.25  System > Power Saving 

 
Advanced Power Saving Settings: 
Type: LED Shut-off, Port Shut-off, Port Standby, System Hibernation  .(   ) 

 
LED Shut-off -  LED       State  Enabled   

 . Time-Profile   , LED        . 
Port Shut-off -     State  Enabled   Time-Profile  

        . 
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Port Standby -     Wake-Up   ,   
. 

System Hibernation -      CPU     (MAC /  
PHY)       . 

State:      . (Enabled : ) 
Time Profile 1:      . 
Time Profile 2:      . 
Port:      . 
 

    Select All   .  
    Clear   . 

   Apply   . 
 
System > IEEE802.3az EEE Settings 

 IEEE 802.3az EEE      . 
 

 
Figure 4.26  System > IEEE802.3az EEE Settings 

 
From Port / To Port:         . 
State:    IEEE802.3az EEE   . (Enabled : ) 

, Apply   . 
 

  1000Mbps  100Mbps  ,      ,  
 IEEE 802.3az EEE     

1. PC   LAN Controller     . 
2.     . 

 
VLAN > 802.1Q VLAN 
VLAN      ,       

 .          
  ,           . 

 
  IEEE 802.1Q VLAN   . 

(  : VID 1 / VLAN  /  Untagged) 
Rename: VLAN    . 
Delete VID: VLAN    . 
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Add New VID: VID   .  Untag, Tag, Not Member     
 .  

 
Figure 4.27  Configuration > 802.1Q VLAN  

 

 
Figure 4.28  Configuration > 802.1Q VLAN > Add VLAN 

 
VLAN > 802.1Q VLAN PVID 

 PVID   . 
 

 
Figure 4.29  Configuration > 802.1Q VLAN PVID 

 
VLAN > 802.1Q Management VLAN 

  VID    , 802.1Q VLAN    VLAN  . 
   VID   . 

 

 
Figure 4.30  Configuration > 802.1Q Management VLAN 

 
VLAN > Voice VLAN > Voice VLAN Global Settings 
VoIP      VoIP   VLAN  . 
 
 
 

사원번호:HATW_20120577/이름:신우균/부서:도입상품개발TF/출력시간:2017-04-27 15:43



 
        SAMSUNG PoE Switch User Manual 

2233  

 
Figure 4.31  VLAN > Voice VLAN > Voice VLAN Global Settings 

 
Voice VLAN: Voice VLAN  . (  : Disabled, ) 
VLAN ID: Voice VLAN   VLAN ID  . 
VLAN ID    802.1Q VLAN  VLAN     . 
Priority: Voice VLAN   802.1p priority  . 
Aging Time (1-120):    VLAN    , Voice VLAN     

    . VoIP       .  
 Aging Time      Voice VLAN   VLAN   . 

(  : 1  /  : 1 ~ 120 ) 
  Apply   . 

 
 
Voice VLAN OUI Settings: Voice VLAN   VoIP  OUI       

. 
 

 OUI   . 
 

OUI Vendor Mnemonic Name 

00:E0:BB 3Com 3com 

00:03:6B Cisco cisco 

00:E0:75 Veritel veritel 

00:D0:1E Pingtel pingtel 

00:01:E3 Siemens siemens 

00:60:B9 NEC/ Philips nec&philips 

00:0F:E2 Huawei-3COM huawei&3com 

00:09:6E Avaya avaya 

 
 
Default OUI:       OUI      . 
User defined OUI:    OUI      . 
OUI  , Add    . 
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Note: Voice VLAN      

 QoS     . 

 

 
Note: VoIP      

 Highest   . 

 
VLAN > Voice VLAN > Voice VLAN Port Settings 
Voice     . 
 

 
Figure 4.32  VLAN > Voice VLAN > Voice VLAN Port Settings 

 
From Port / To Port: Voice VLAN      . 
Auto Detection: OUI        . 

   Enabled( )   . 
Tagged / Untagged:    Tagged  Untagged  . 

   Apply   . 
  
 
VLAN > Voice VLAN > Voice Device List 
Voice VLAN  . 
 

 
Figure 4.33  VLAN > Voice VLAN > Voice Device List 

 

   All   Search   Voice Device    . 
 

VLAN > Auto Surveillance VLAN Settings 
Auto Surveillance VLAN   IP     VLAN     

/ .     Source MAC Address  VLAN ID    
     . 
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Figure 4.34  VLAN > Auto Surveillance VLAN 

 
Auto Surveillance VLAN Global Settings: 
Auto Surveillance VLAN State:    . (Enabled : ) 
VLAN ID: Auto Surveillance VLAN   VLAN ID  4094 . 802.1Q VLAN  VLAN   

 ,     . 802.1Q VLAN   VLAN ID    
 Auto Surveillance VLAN  . 

Priority: Auto Surveillance VLAN   802.1p Priority  . 
Tagged Uplink/Downlink Port:    Tagged  . 
 

   Apply   . 
  
User-defined MAC Settings: 
Component Type: Auto Surveillance VLAN      , Video  
Management Server (VMS), VMS Client/Remote viewer, Video Encoder, Network Storage and Other IP  
Surveillance Devices      . 
Description: Component Type     . 
MAC/OUI: Auto Surveillance VLAN   MAC Address  OUI  . 
 

  Add   . 
 
L2 Functions > Jumbo Frame 

 .  10,000 bytes  . 
 

 
Figure 4.35  L2 Functions > Jumbo Frame 
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L2 Functions > Port Mirroring 

         . 
 

 
Figure 4.36  L2 Functions > Port Mirroring 

 
Source      . 
TX (transmit) mode: Source    Target  . 
RX (receive) mode: Source    Target  . 
TX/RX (transmit and receive) mode: Source    Target  . 
None:     . 
 
L2 Functions > Loopback Detection 

 HUB   Spanning Tree Protocol(STP)         
   Loopback Detection  . Loopback   ,    
 Recover Time   .  

 

 
Figure 4.37  L2 Functions > Loopback Detection 

 

Loopback Detection:    . 
Mode:  Port-based(  )  VLAN-based(VLAN )   . 
VLAN-based  Loopback Detection   VLAN     . 
Interval (1-32767): Loop   . (  : 2  /  : 1 ~ 32767 ) 
Recover Time (0 or 60-1000000): Loopback     ,     

 . (  : 60 ~ 1000000 , 0  Loopback Detection   .) 
From Port: Port-based ,     . 
To Port: Port-based ,     . 
State:         . (Enabled : ) 
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   Apply   . 

 
L2 Functions > MAC Address Table > Static MAC 

    MAC Address  VID      . 
 

 
Figure 4.38  L2 Functions > MAC Address Table > Static Mac Address 

 
L2 Functions > MAC Address Table > Dynamic Forwarding Table 

   MAC   . Add Static MAC   ,  Static 
MAC  . 
 

 
Figure 4.39  L2 Functions > MAC Address Table > Dynamic Forwarding Table 

 
L2 Functions > Spanning Tree > STP Global Settings 
IEEE 802.1w  RSTP(Rapid Spanning Tree Protocol)  IEEE 802.1D STP   . 
 

 
Figure 4.40  L2 Functions > Spanning Tree > STP Global Settings 

  
STP Version: RSTP  STP     . (  : RSTP) 
Bridge Priority: 0 ~ 61410     . (  : 32768) 
TX Hold Count (1-10): Hello    . (  : 6 /  : 1 ~ 10) 
Maximum Age (6-40 sec):   Hellow Time   . 
Hello Time (1-10 sec): Hello Time  . 
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Forward Delay (4-30 sec):  15  4~30    . 
 
L2 Functions > Spanning Tree > STP Port Settings 
 

 
Figure 4.41  L2 Functions > Spanning Tree > STP Port Settings 

 
From Port/To Port: STP       . 
State:    STP   . 
External Cost:  Forwarding Cost  . 

0 (auto) -  Cost  . (  : 100Mbps=200000 / 1000Mbps=20000) 
Value 1-200000000 - 1 ~ 200000000     . 

Migrate:    . 
Edge: Edge    True Parameter  . 
Priority:   . (  : 128 /  : 0 ~ 240) 
P2P: P2P   True Parameter  . 
Restricted Role:   Restricted Role  .  
Restricted TCN:   Restricted TCN  . 
 

   Apply  . 
  
L2 Functions > Link Aggregation > Port Trunking 

         . 
 

Static - Static link aggregation.  
LACP - LACP (Link Aggregation Control Protocol) 
Disable - Trunk  . 
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Figure 4.42  L2 Functions > Link Aggregation > Port Trunking 

           

 
NOTE: Each combined trunk port must be 
connected to devices within the same VLAN 
group. 

 
L2 Functions > Link Aggregation > LACP Port Settings 
LACP   . 
 

 
Figure 4.43  L2 Functions > Link Aggregation > LACP Port Settings 

 
From Port: LACP     . 
To Port: LACP     . 
Activity 

Active / Passive     . 
Timeout: LACP  . 

Short (3 Sec) - LACP  3  . 
Long (90 Sec) - LACP  90  . ( )  

 
   Apply   . 

  
L2 Functions > Multicast > IGMP Snooping 
IGMP snooping  LAN     . IGMP snooping    ,  

     . 
IGMP snooping   VLAN     .  
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Figure 4.44  L2 Functions > Multicast  > IGMP Snooping 

 

 
Host Timeout (130-153025 sec): Host Port   . Host     

     ,      Host  
  . (  : 260 ) 

Robustness Variable (2-255 sec):       .    
 ,     . (  : 2 ) 

Query Interval (60-600 sec): General Queries   .     IGMP  
   .      . (  : 125 ) 

Router Timeout (60-600 sec): Router Port   .   Query   
   ,     Router Port   

. (  : 260 ) 
Last Member Query Interval (1-25 sec): Leave     .  
Leave latency    ,         . 
Max Response Time (10-25 sec):    ,  .   IGMP  

    . (  : 10 ) 
 
L2 Functions > Multicast > Multicast Forwarding 

   . 
 

 
Figure 4.45  L2 Functions > Multicast > Multicast Forwarding 

 
VID: MAC Address   VID  .  
Multicast MAC Address:     MAC Address  . 
Port Settings:      .  
 Member -    . 
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None -    . 
 
L2 Functions > Multicast > Multicast Filtering Mode 
VLAN  IGMP    . 
 

 
Figure 4.46  L2 Functions > Multicast > Multicast Filtering Mode 

 
VLAN ID:  VLAN ID  . 
Filtering Mode: 

Forward Unregistered Groups:   VLAN    . 
Filter Unregistered Groups:  VLAN    . 

 
   Apply   . 

 
L2 Functions > SNTP > Time Settings 

       . 
 

 
Figure 4.47  L2 Functions > SNTP > Time Settings 

 
Clock Source:      . 

Local -       PC   . 
SNTP -   SNTP  .  

Current Time:    . 
 
SNTP       , 
SNTP First Server:  SNTP   . 
SNTP Second Server: SNTP   . 
SNTP Poll Interval in Seconds (30-99999): SNTP   ( )  . 
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   Apply   . 
 
Local   , 
Manually set current time:    . 
Set time from PC:    PC   . 
 
L2 Functions > SNTP > TimeZone Settings 
SNTP    TimeZone  . 

Figure 4.48  L2 Functions > SNTP > TimeZone Settings 

 
Daylight Saving Time State: DST  . (Enabled : ) 
Daylight Saving Time Offset: DST offset  . (30, 60, 90, 120 ) 
Time Zone Offset GMT +/- HH:MM:  . 
 
Daylight Saving Time Settings: 
From: Month / Day: DST   . 
From: HH:MM: DST    . 
To: Month / Day: DST   . 
To: HH:MM: DST    . 
 

   Apply   . 
 
L2 Functions > LLDP > LLDP Global Settings 
IEEE 802.1AB  LLDP (Link Layer Discovery Protocol)   . 
 

 
Figure 4.49  L2 Functions > LLDP > LLDP Global Settings 

 
LLDP: LLDP  . (Enabled : ) 
Message TX Hold Multiplier (2-10): LLDPDU  TTL  . (  : 4) 
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Message TX Interval (5-32768): LLDP   . (  : 30 ) 
LLDP Reinit Delay (1-10): LLDP   . (  : 2 ) 
LLDP TX Delay (1-8192): LLDP     . (  : 2 )  
L2 Functions > LLDP > LLDP MED Settings 
LLDP MDI TLV   802.3at     . 

 
Figure 4.50  L2 Functions > LLDP > LLDP MED Settings 

 
 
 
L2 Functions > LLDP > LLDP Port Settings 
LLDP   . 

 
Figure 4.51  L2 Functions > LLDP > LLDP Port Settings 

 
From Port/ To Port:   . 
Notification State: LLDP   ,   . 
 Enabled  LLDP notification . 
 Disabled  LLDP notification  . ( ) 
Admin Status: LLDP  . 
 TX_Only  LLDP   . 
 RX_Only  LLDP   . 
 TX_and_RX  LLDP   . 
 Disabled  LLDP    .  
Port Description: Port Description TLV  . 
 Enabled  Port Description TLV  . 
 Disabled  Port Description TLV   . 
System Name: System Name TLV  . 
 Enabled  System Name TLV  . 
 Disabled  System Name TLV   . 
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System Description: System Description TLV  . 
 Enabled System Description TLV  . 
 Disabled System Description TLV   . 
System Capabilities: System Capabilities TLV  . 
 Enabled System Capabilities TLV  . 
 Disabled System Capabilities TLV   . 
 

   Apply   . 
 
 
 
 
 
 
 
 
L2 Functions > LLDP > 802.1 Extension TLV  
802.1 Extension TLV  . 
 

 
Figure 4.52  L2 Functions > LLDP > 802.1 Extension TLV Port Settings 

 
From Port / To Port :      . 
Port VLAN ID : VLAN ID  . 
VLAN Name : LLDP   VLAN    . 
Protocol Identity : EAPOL, LACP, GVRP, STP, ALL    Identity  . 
 

   Apply   . 
 
L2 Functions > LLDP > 802.3 Extension TLV 
802.3 Extension  Parameter   . 
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Figure 4.53  L2 Functions > LLDP > 802.3 Extension TLV Port Settings 

 
From Port/To Port:    . 
MAC/PHY Configuration/Status: MAC/PHY Configuration   . 
 Enabled  MAC/PHY Configuration Status  . 
 Disabled  MAC/PHY Configuration Status   . 
Power via MDI: Power via MDI  . 
 Enabled  Power via MDI  . 
 Disabled  Power via MDI   . 
Link Aggregation: Link Aggregation   . 
             Enabled  Link Aggregation  . 
 Disabled  Link Aggregation   . 
Maximum Frame Size: Maximum Frame Size  . 

Enabled  Maximum Frame Size  . 
Disabled  Maximum Frame Size   . 

 
   Apply   . 

 
L2 Functions > LLDP > LLDP Management Address Settings 

 LLDP       . 
 

 
Figure 4.54  L2 Functions > LLDP > LLDP Management Address Settings 

 
From Port/To Port:    . 
Address Type: LLDP     IPv4 . 
Address: IPv4  . 
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Port State:   /  . 
 Enabled    . 
 Disabled     . 
 

   Apply   . 
 
L2 Functions > LLDP > LLDP Management Address Table 

 LLDP    . 
 

 
Figure 4.55  L2 Functions > LLDP > LLDP Management Address Table 

 
Management Address: IPv4  IPv6   , Search  .     

. 
 
Subtype:   ( )  . (IPv4, MAC ) 
Management Address: IP  . 
IF Type: IF  . 
OID: SNMP OID  . 
Advertising Ports: Advertising  . 
 
L2 Functions > LLDP > LLDP Local Port Table 
LLDP    . 
 

 
Figure 4.56  L2 Functions > LLDP > LLDP Local Port Table 

 
Port :  . 
Port ID Subtype: Port ID Subtype  . 
Port ID: Port ID (Unit number/Port number)  . 
Port Description: Port description  . 
 

   View   . 
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Figure 4.57  L2 Functions > LLDP > LLDP Local Port Normal Table 

 

 
Figure 4.58  L2 Functions > LLDP > LLDP Local Port Detailed Table 

 
L2 Functions > LLDP > LLDP Remote Port Table 
LLDP Remote Port Brief  ,    Search   . 
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Figure 4.59  L2 Functions > LLDP > LLDP Remote Port Table 

 
 

 
Figure 4.60  L2 Functions > LLDP > LLDP Remote Port Normal Table 
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Figure 4.61  L2 Functions > LLDP > LLDP Remote Port Detailed Table 

 
 
L2 Functions > LLDP > LLDP Statistics 
LLDP   . 

 
Figure 4.62  L2 Functions > LLDP > LLDP Statistics 

 
LLDP Statistics System 

Last Change Time      . 
 Number of Table Insert      . 
 Number of Table Delete     . 

Number of Table Drop           . 
 Number of Table Age Out      . 
 
LLDP Port Statistics 
 TxPort FramesTotal  LLDP   . 
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RxPort FramesDiscarded   LLDP     . 
 RxPort FramesErrors   LLDP      . 
 RxPort Frames   LLDP  . 

RxPortTLVsDiscarded  LLDP-TLV    . 
RxPortTLVsUnrecognized   TLV  . 
RxPort Ageouts  LLDP   . 

 
  Refresh   . 

  Clear   . 
 
QoS > Bandwidth Control 

        . 

 
Figure 4.63  QoS > Bandwidth Control 

 

From Port / To Port:    . 
Type: RX ( ), TX ( ), Both( )     . 
No Limit:        Enabled   . 
Rate (64-1024000):   . (  : 64 ~ 1024000 kbps) 
 

   Apply   . 
  
QoS > 802.1p/DSCP/ToS 
QoS  IEEE 802.1p   . 
VoIP, ,              

       . 
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Figure 4.64  QoS > 802.1p/DSCP/ToS 

 
Select QoS Mode: 802.1p, DSCP, ToS    QoS  . 
Queuing Mechanism  

Strict Priority:     . 
WRR: Weighted Round-Robin       . 

 
From Port / To Port:    . 
Priority:     . 
 

  Apply   . 
 
Security > Trusted Host 

       Host    
. 

 
Figure 4.65 Security > Trusted Host 

Trusted Host:    . 
 

 IP  . 
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IP Address Subnet Mask Permitted IP 

192.168.0.1 255.255.255.0 192.168.0.1~192.168.0.255 

172.17.5.215 255.0.0.0 172.0.0.1~172.255.255.255 

 
   Delete  . 

  
Security > Port Security 

  MAC Address      MAC Address   
  . 

 
   , Admin State  Enabled  . 

Max Learning Address   Apply   . 
 

 
Figure 4.66  Security > Port Security 

 
Security > Traffic Segmentation 

        . 
 

 
Figure 4.67  Security > Traffic Segmentation 

 
 From Port        , Apply    
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Security > Safeguard Engine 
Virus  Worm      CPU     . 
 

 
Figure 4.68  Security > Safeguard Engine 

 
Security > Storm Control 

, ,          
Storm      . 
 

 
Figure 4.69  Security > Storm Control 

 
Storm Control Type: Broadcast Only, Multicast & Broadcast, Multicast & Broadcast & Unknown Unicast  

  Storm   . 
Threshold (64Kbps * N):  64Kbps X N     . 
 

   Apply   .  
 
Security > ARP Spoofing Prevention 
ARP spoofing (  ARP poisoning)      . 
IP Address, MAC Address  Ports     . 
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Figure 4.70  Security > ARP Spoofing Prevention 

 
IP Address, MAC Address, Ports    Add  .  
 
 
 
Security > DHCP Server Screening 
DHCP Server Trusted Port      DHCP  . 
 

 
Figure 4.71  Security > DHCP Server Screening 

 
Trusted DHCP Server IP Settings: Trusted DHCP Server  IP    Server   

 . 
 
 
Security > SSL Settings 

       . 
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Figure 4.72  Security > SSL Settings 

 

 
NOTE: SSL   ,    

         
   . 

 
 
 
Security > Smart Binding > Smart Binding Settings 
MAC  IP        . 

     IMPB white list      . 

 
Figure 4.73  Security > Smart Binding > Smart Binding Settings 

 
From Port/ To Port:      . 
State: Smart Binding  . 

Enabled  Smart Binding . 
Disabled  Smart Binding   

Packet Inspection: ARP Inspection  IP+ARP Inspection     . 
ARP Inspection    ARP   Smart Binding  White List  . 
ARP  IP-MAC  White List   ,  MAC  . CPU    

   Unicast IP  (DoS )  ARP        
 .  

ARP+IP Inspection    ARP  IP    IMPB White List   
  MAC   DoS    . 

DHCP Snooping: DHCP      White List  . 
 

   Apply  . 
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Security > Smart Binding > Smart Binding 
IP-MAC-Port Binding     IP        . 
 

 
Figure 4.74  Security > Smart Binding > Smart Binding  

 
Manual Binding  
IP Address: IP  . 
MAC Address: IP   MAC  . 
Port: IP-MAC binding     .  
Add    . 
 
Auto Scan  
IP Address From/To: IP   . ,        

. 
  
Scan    .  
Binding:    . 
Apply   Binding    . 
 
Security > Smart Binding > White List 
IP+ARP Inspection  ,  IP-MAC-Port Binding    ,    

  . 
 

 
Figure 4.75  Security > Smart Binding > White List  

  
,    PC  White List    . 

 
Security > Smart Binding > Black List 
Black List   . ARP Inspection  , IP-MAC-Port    ARP   

   . 
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Figure 4.76  Security > Smart Binding > Black List  

 
     Find     . 

VID:   VLAN ID  . 
IP Address:   IP Address  . 
MAC Address:   MAC Address  .  
Port:    . 
Delete  , Apply      . 
 
 
 
 
PoE > PoE Global Settings 
PoE      ,  ,    PoE     

. 

 
Figure 4.77  PoE > PoE Global Setting 

 
System Power Threshold:     PoE  . 
            (SPN-12081P : 7.1 ~ 78.0 watts) 
Power Shut Off Sequence:   PoE   PoE   , PoE  

  . 
           Deny next port:    PoE          
                                       . 
           Deny low priority port:           . 

 
   Apply  . 

 
System Power Status 
 Total PoE Power Budget:   PoE     PoE  . 
 Power Used:    PoE  . 
 Power Left:  PoE  . 
 The percentage of system power supplied: PoE   . 
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PoE > PoE Port Settings 
SPN-12081P  IEEE   PoE  .  
SPN-12081P    IEEE802.3at(15.4W)  IEEE802.3at(30W)  . 
 
  
 
 

   PoE   . 
 

Class Usage Output power limit by PSE 

0 Default 15.4W 

1 Optional 4.0W 

2 Optional 7.0W 

3 Optional 15.4W 

4 Reserved 30W 

 
 PoE  . 

 

 
Figure 4.78  PoE > PoE Port Setting 

 
From Port/To Port: PoE    . 
State: Enabled , PoE  , Disabled  PoE  . 
Time Range:      ,    PoE    . 
Priority: PoE     "Low", "Normal, "High" 3    . 
Power Limit:  PoE    PoE    .  "Auto" , 
         IEEE802.3at(15.4W)   . 
 

   Apply  ,    Refresh  . 
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SNMP > SNMP > SNMP Global Settings 
 SNMP(Simple Network Management Protocol)   SNMP    . 

 

 
Figure 4.79  SNMP > SNMP > SNMP Global Settings 

 
Trap Settings:  SNMP   . 
 SNMP Authentication Traps: SNMP    . 

Device Bootup:    . 
Illegal Login:  Password       . 
Port Link Up / Link Down:    . 
RSTP Port State Change: RSTP    . 
Firmware Upgrade State:      . 
PoE Power On / Off:  PoE  . 
PoE Power Error: power over loading, short circuit, thermal shutdown, power deny  . 
PoE Over Max Power Budget: PoE   ,   . 
Loopback Detection occurring / recovery:    . 
 
 

SNMP > SNMP > SNMP User 
SNMP      . 
 

 
Figure 4.80  SNMP > SNMP > SNMP User Table 

 
User Name: SNMP   .(  32 ) 
Group Name: SNMP  . 
SNMP Version: SNMP  . SNMPv3    . 
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Encrypt: SNMPv3  . (Enabled : ) 
Auth-Protocol/Password: HMAC-MD5-96  HMAC-SHA     . 
Priv-Protocol/Password: no authorization  DES 56-bit      . 
  
SNMP    Add       Delete  

. 
 
SNMP > SNMP > SNMP Group 
 
Group Name: SNMP   .(  32 ) 
Read View Name: Read   SNMP  . 
Write View Name: Write   SNMP  . 
Security Model: SNMP   . 

SNMPv1 - SNMPv1    . 
SNMPv2 - SNMPv2    , SMI      . 
SNMPv3 - SNMPv3      . 

Security Level: SNMPv3      . 
NoAuthNoPriv -  SNMP         . 
AuthNoPriv -      .. 
AuthPriv       . 

Notify View Name: SNMP     SNMP  . 
 

 
Figure 4.81  SNMP > SNMP > SNMP Group Table 

 
SNMP > SNMP > SNMP View  

 SNMP     MIB Object  . 
 

 
Figure 4.82  SNMP > SNMP > SNMP View 

 
View Name:    . (  32 ) 
Subtree OID:   OID  .  
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OID Mask:  Subtree OID   OID Mask  . 
View Type:  OID  SNMP         . 
 

   Add  ,    Delete  . 
  
SNMP > SNMP > SNMP Community  
SNMP     SNMP String  . 
Community Name: Community String  . 
User Name (View Policy):  MIB-Object    . 
 

 
Figure 4.83 SNMP > SNMP > SNMP Community 

 
   Add  ,    Delete  . 

 
SNMP > SNMP > SNMP Host  
SNMP   Host  . 

 
Figure 4.84  SNMP > SNMP > SNMP Host 

 
Host IP Address: SNMP  IP  . 
SNMP Version:  SNMP  . 
Community String/SNMPv3 User Name: Community String  SNMPv3   . 
 

  Apply  ,    Delete  . 
 
SNMP > SNMP > SNMP Engine ID 
Engine ID  SNMPv3     ID . 

    Engine ID   Apply  . 

 
Figure 4.85  SNMP > SNMP > SNMP Engine ID 
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SNMP > RMON > RMON Global Settings 
RMON Trap   . 
 

 
Figure 4.86 - SNMP > RMON > RMON Global Settings 

 

SNMP > RMON > RMON Statistics  
RMON Ethernet      . 
 

 
Figure 4.87 - SNMP > RMON > RMON Ethernet Statistics Configuration 

 

 
Index (1 - 65535): RMON Ethernet   . (1~65535) 
Port: RMON    . 
Owner: RMON   Station   . 
 

  Add  ,   Refresh  . 
 

SNMP > RMON > RMON History 
   . 

 

 
Figure 4.88 - SNMP > RMON > RMON History Control Settings 

 

Index (1 - 65535):  Control  . (1~65535) 
Port: RMON    . 
Buckets Requested (1 ~ 50): Bucket  . 
Interval (1 ~ 3600):      .( ) 
Owner: RMON   Station   .  
 

  Apply  . 
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SNMP > RMON > RMON Alarm Settings 
RMON   . RMON      . 
 

 
Figure 4.89 -. SNMP > RMON > RMON Alarm Settings 

 

Index (1 - 65535):   . 
Variable:  MIB  . 
Rising Threshold (0 ~ 2^31-1):     . 
Rising Event Index (1 ~ 65535):      . 
Owner:       . 
Interval (1 ~ 2^31-1):    . 
Sample type: Threshold     . 

Delta value       Thershold    . 
Absolute value  Threshold     . 

Falling Threshold (0 ~ 2^31-1): Falling Threshold Alarm  . 
Falling Event Index (1 ~ 65535):   Index  . 
 

  Add  . 
 
SNMP > RMON > RMON Event 
RMON   ,    . 
 

 
Figure 4.90 - SNMP > RMON > RMON Event Settings 

 

Index (1~ 65535):  Index  . 
Description:     . 
Type:   . 
 None    . 
 Log  Log     . 
 SNMP Trap  SNMP Trap    . 
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 Log and Trap  Log   SNMP Trap    . 
Community:    Community  . 
Owner:     . 
 

 RMON   Add  . 
 
Monitoring > Port Statistics 

   . 

 
Figure 4.91  Monitoring > Port Statistics 

 
Refresh:   . 
Clear:    . 
TxOK:     . 
RxOK:     . 
TxError:      . 
RxError:      . 
 

      . 
 

 
Figure 4.92  Monitoring > Port Statistics 

 
Back:    . 
Refresh:   . 
Clear:   . 
 
Monitoring > Cable Diagnostics 

     .   Test Now  . 
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Figure 4.93  Monitoring > Cable Diagnostic 

  
Test Result  

:   . 
:      . 
:     . 

    .   . 
Cable Fault Distance (meters):    . 2m   "No Cable"   

. 
Cable Length (meter):    , 4     . 
                <50 meters (50m ), 50~80 meters, 80~100 meters, >100 meters(100m ) 
 

 
:      
  . 

 
:        

     . 

 
Monitoring > System Log 

 ,       . 
 

 
Figure 4.94  Monitoring > System Log 

 
ID:  .(  500 ) 
Time:    . 
Log Description:    . 
Severity:   . 
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   Refresh  ,   Clear  . 
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5  Command Line Interface 

Telnet           . 
 

TELNET    
1.  PC    .  
2. Hyper Terminal   Terminal   telnet 10.90.90.90  . 
3.   . 
 

Telent  
   "admin"   . 

 
SPN-12081P login: admin 
Password: 
 
SPN-12081P> 

Figure 5.1  Command Prompt 

 
   5     . 

 

CLI  
   CLI   . 

Command Parameter 
?  

download { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>} 
<path_filename> 

Upload { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>} 
<path_filename> 

config ipif system { ipaddress <ip-address> <subnet-mask> gateway <gw-address> | dhcp | 
bootp } 

config ipif system { ipv6 ipv6address <ipv6networkaddr> | dhcpv6_client [enable | disable] }  

logout  
ping <ip_addr> 

ping6 <ipv6addr> 

reboot  

reset config  

show ipif  

show switch  
config account admin 
password <passwd> 

save  
debug info  
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      . 

? 
Purpose   . 

Syntax ? 

Description "?"  CLI    . 

Parameters  

Restrictions  

 

) 

To display a list of commands of the switch: 
SPN-12081P> ? 

USEREXEC commands : 

  config account admin password <passwd> 

  config ipif System { ipaddress <ip-address> <subnet-mask> gateway <gw-

address> | dhcp } 
  debug info 

  download { firmware_fromTFTP tftp://ip-address/filename | cfg_fromTFTP 

tftp://ip-address/filename } 

  logout 
  ping <ip_addr> 

  reboot 
  reset config 

  save 

  show ipif 

  show switch 

  upload { firmware_toTFTP tftp://ip-address/filename | cfg_toTFTP tftp://ip-
address/filename } 

SPN-12081P> 

 

download 
Purpose TFTP   ,  . 

Syntax download { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> | 
<ipv6addr>} <path_filename> 

Description "download"   TFTP  , 
   . 

Parameters firmware_fromTFTP    
cfg_fromTFTP    
<ipaddr>  TFTP   IPv4  
<ipv6addr>  TFTP  IPv6  
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<path_filename>  TFTP      

Restrictions None. 

 
) 

   

SPN-12081P> download firmware_fromTFTP 1.1.1.23 1\dgs_1210-10032.ros 

01 Jan 2000 01:19:48 %COPY I FILECPY: Files Copy  source URL tftp://1.1.1.23 

/1\ dgs_1210 10032.ros destination URL Unit all flash://image 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!01 Jan 2000 01:22:49 %COPY W TRAP: 

The copy operation was completed successfully 

! 

3920460 bytes copied in 00:03:01 [hh:mm:ss] 

 

SPN-12081P> 

 

 
: TFTP     

   . 

 

upload 
Purpose     TFTP   

. 

Syntax upload { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> | 
<ipv6addr>} <path_filename> 

Description     TFTP  . 

Parameters firmware_toTFTP     . 
cfg_toTFTP    . 
<ipaddr>  TFTP  IPv4  . 
<ipv6addr>  TFTP  IPv6  . 
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<path_filename>    . 

Restrictions None. 

 

) 

  , 

SPN-12081P>upload firmware_toTFTP 1.1.1.23 1\running config  

01 Jan 2000 01:26:11 %COPY I FILECPY: Files Copy  source URL running

config destination URL tftp://1.1.1.23/1\running config  

Jan 2000 01:26:16 %COPY W TRAP: The copy operation was completed 

success fully 

! 

158 bytes copied in 00:00:05 [hh:mm:ss] 

SPN-12081P> 

 

config ipif system 
Purpose  IP  . 

Syntax config ipif system { ipaddress <ip-address> <subnet-mask> 
gateway <gw-address> | dhcp | bootp } 

Description   IP  . 

Parameters ipaddress <ip-address> <subnet-mask>  IP  
  . ( ,10.1.2.3/255.0.0.0) 

gateway <gw-address>     . 
dhcp  DHCP     . 
bootp  BOOTP     . 

Restrictions None. 

) 

 IP  , 

SPN-12081P> config ipif System ipaddress 10.48.74.122/8 

Success. 

SPN-12081P> 

 
 

logout 
Purpose  Telnet  . 

Syntax logout 

Description  Telnet  . 

Parameters None. 
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Restrictions None. 

 

) 

SPN-12081P> logout 

 

 :     . 

 

ping 
Purpose  IP    . 

Syntax <ipaddr> 

Description VLAN    , Managed VLAN(  : VLAN 1) 
      . 

Parameters <ipaddr> -   IP  

Restrictions None. 

 

) 

SPN-12081P> ping 10.90.90.91 

Reply Received From :10.90.90.91, TimeTaken : 20 msecs 

Reply Received From :10.90.90.91, TimeTaken : 20 msecs 

Reply Received From :10.90.90.91, TimeTaken : 20 msecs 
 

--- 10.90.90.91 Ping Statistics --- 

3 Packets Transmitted, 3 Packets Received, 0% Packets Loss 

SPN-12081P> 

 

ping6 
Purpose IPv6  . 

Syntax ping6 <ipv6addr> 

Description VLAN    , Managed VLAN    
    . 

Parameters <ipv6addr> - IPv6  

Restrictions None. 

 

) 

 

SPN-12081P> ping6 3000 ::1 
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Reply Received From : 3000 ::1, TimeTaken : 20 msecs 

Reply Received From : 3000 ::1, TimeTaken : 20 msecs 
Reply Received From : 3000 ::1, TimeTaken : 20 msecs 

 

--- 3000 ::1 Ping Statistics --- 

3 Packets Transmitted, 3 Packets Received, 0% Packets Loss 

SPN-12081P> 

 
 

reboot 
Purpose  . 

Syntax reboot 

Description  .    . 

Parameters None. 

Restrictions None. 

 

) 

SPN-12081P> reboot 

% Device will reboot, please wait a few minutes to re-login. 

SPN-12081P> 

 

reset config 
Purpose   . 

Syntax reset config 

Description        . 

Parameters None.  

Restrictions None. 

 

) 

SPN-12081P> reset config 

% Device will reboot after reset configuration successfully.  

 

SPN-12081P> 

 

show ipif 
Purpose   IP  . 
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Syntax show ipif 

Description     IP  . 

Parameters None. 

Restrictions None. 

) 

SPN-12081P> show ipif 

IP Setting Mode                      : Static 

IP Address                              : 10.90.90.90 
Subnet Mask                           : 255.0.0.0 

Default Gateway                     : 0.0.0.0 

DHCPv6 Client State              : Disabled 

IPv6 Global Unicast Address:  3ffe:501:ffff:100:100::1/64 
 

SPN-12081P> 

 

show switch 
Purpose   . 

Syntax show switch 

Description   . 

Parameters None. 

Restrictions None. 

) 

SPN-12081P> show switch 

System Name                   : 

System Contact                               : 

System Location                             : 

System up time                               : 0 days, 6 hrs, 32 min, 17 secs 

System Time                                   : 02/01/2012 06:32:19 

System hardware version              : B1 
System firmware version               : 3.10.006 

System boot version                      : 1.00.005 

System Protocol version               : 2.001.004 

System serial number                    : 1MB1733K0000A 

MAC Address                                  : 00-01-02-03-04-05 
 

SPN-12081P> 
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config account admin password 
Purpose      . 

Syntax config account admin password <passwd> 

Description   . 

Parameters <passwd>    

Restrictions None. 

 

) 

SPN-12081P> config account admin password 1234 

SPN-12081P> 

 

save 
Purpose     . 

Syntax save 

Description     . 

Parameters None. 

Restrictions None. 

 

) 

SPN-12081P> save 

Building configuration ... 

[OK] 
 

SPN-12081P> 

 

debug info 
Purpose  ARP  MAC  . 

Syntax debug info 

Description  ARP  MAC   . 

Parameters None. 

Restrictions None. 

 

) 

SPN-12081P> debug info 

% segmentation fault log file: 
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% ARP table : 
 

Address             Hardware Address    Type    Interface    Mapping 

------- ------           ----------- ----------------   ------     -------------   ------------- 

10.90.90.90         00:18:8b:bf:75:30      ARPA   vlan1        Static 

10.90.90.98         00:19:5b:14:3d:c4     ARPA    vlan1       Dynamic 

10.255.255.255   ff:ff:ff:ff:ff:ff               ARPA    vlan1       Static 

 
% MAC table : 

 

Vlan    Mac Address          Type       Ports 

------    --------------------         --------      ------- 

1          00:00:00:00:00:26   Learnt   Gi0/7 

 

Total Mac Addresses displayed: 1 
 

SPN-12081P> 
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Appendix A -  

Hardware Specifications 
Key Components / Performance 

 Switching Capacity: 
- SPN-12081P: 20Gbps 

 Max. Forwarding Rate 
- SPN-12081P: 14.88Mpps 

 Forwarding Mode: Store and  Forward 
 Packet Buffer memory:  

- SPN-12081P: 1.5MBytes 
 DDRIII for CPU: 128M Bytes 
 Flash Memory: 16M Bytes 

 
Port Functions 

 10/100/1000Base-T ports compliant with 
the following standards: 
- IEEE 802.3 
- IEEE 802.3u 
- IEEE 802.3ab  
- IEEE 802.3az Energy Efficient Ethernet  
- IEEE 802.3af (SPN-12081P only) 
- IEEE 802.3at (SPN-12081P only) 
- Supports Half/Full-Duplex operations 
- IEEE 802.3x Flow Control support for Full-
Duplex mode 
- Auto MDI/MDIX 
- IEEE802.3af Power over Ethernet on Port 
1 ~ Port 8 GE ports 
- IEEE802.3at Power over Ethernet on Port  
1~Port 8 GE ports 

 SFP ports compliant with the following 
standards: 
- IEEE 802.3z 
- Supports Full-Duplex operations 

 SFP transceivers supported 
WDM Transceivers Supported: 

 
Physical & Environment 

 AC input, 100~240 VAC, 50/60Hz, 
internal universal power supply 

 Acoustic Value: 0dB (Fan-less) 
 Operation Temperature : 5~50°C 
 Storage Temperature -20~70°C 
 Operation Humidity: 0%~95% RH 
 Storage Humidity: 0%~95% RH 

 
Emission (EMI) Certifications 

 FCC class A 
 CE Class A 
 VCCI Class A 
 IC Class A 
 KC 

 

Safety Certifications 
 cUL, LVD, CE 

 

Features 
L2 Features 

 Supports up to 16K MAC address 
 Supports 256 static MAC 
 Jumbo frame: Supports up to 10,000 

bytes 
 IGMP snooping v1/v2:  

- Supports 256 multicast groups 
- Supports at least 64 static multicast groups 

 802.1D Spanning Tree 
 802.1w Rapid Spanning Tree 
 Loopback Detection 
 802.3ad Link Aggregation: 

- Supports max 5 groups per device and 8 
ports per group 

 Port mirroring 
 SNTP 
 LLDP/LLDP-MED 
 IPv6 neighbor Discovery (ND) 
 L2 Multicast Filtering 

 
VLAN 

 802.1Q VLAN standard (VLAN Tagging) 
 Up to 256 static VLAN groups 
 Asymmetric VLAN 
 Management VLAN 
 Auto-Voice VLAN 
 Auto Surveillance VLAN 

 
QoS (Quality of Service) 

 Priority queue mapping by : 
- 802.1p 
- DSCP 
- ToS 
- TCP/UDP port number 
- IPv6 traffic class 

 8 queues per port 
 Supports Strict / WRR mode in queue 

handling 
 Bandwidth Control 

AAA 
 802.1X port-based access control 
 Support IPv6 RADIUS server 

 
ACL 

 Max 50 ingress ACL profiles 
 Ingress ACL rules: 

- MAC address 
- Vlan 
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- Ethernet Type 
- IP address 
- DSCP 
- Protocol type 
- TCP/UDP port number 

Security 
 Trusted Host 
 Port Security:Support 64 MAC addresses 

per port 
 Traffic Segmentation 
 Safeguard Engine 
 Broadcast Storm Control 
 ARP Spoofing Prevention: Supports max 

64 entries 
 DHCP Server Screening 
 SSL: Support v1/v2/v3 
 Smart Binding 

- Supports 512 address binding entries 
- ARP Inspection 
- ARP + IP Inspection 
- Supports DHCP Snooping 

 
OAM 

 Cable Diagnostics 
 Reset button (reset to factory default) 

 
Management 

 Web-based GUI 
 Compact CLI 
 SNMP support 
 DHCP client 
 Telnet Server 
 Password access control 
 Backup/Upgrade firmware 
 Web-based firmware backup/restore 
 Smart Wizard 
 Reset, Reboot 
 IPv4/v6 Dual Stack 

 
 

Green Technology 
 Power Saving: Default disable 

- By Link Status: Drastically save power 
when the switch port link is down. For 
example, no PC connection or the 
connected PC is powered off. 
- By LED Shut-Off: LEDs can be turned 
on/off by port or system through schedule. 
- By Port Shut-Off: Each port on the system 
can be turned on/off by schedule. 
- By Time-based PoE: PoE ports can be 
turned on/off by port or system through 
schedule 
- By System Hibernation: System enters 
hibernation by schedule. In this mode, 
switches save most power since main 

chipsets (both MAC and PHY) are disabled 
for all ports, and energy required to power 
the CPU is minimal. 
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