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Welcome to Smart Wizard
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AQXIO P =AZ HAG D Apply HES 22!5
B20ls 8F30O H&0| ZHALICH PC 2 IP
EAZ LAl 818 AQIXIQ IP =4 S
HEXD HHO2 HASH = B 2510
EAAL.

iy
0
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g Ect2XM Jlgt 2l

Smart Wizard Ol A Exit HES S0t (S 22 AR 28 3tH0| EAIELICH
«ZT®  SAMSUNG TECHWIN 5
admin - 192.168.10.2 Building Networks for People.
* Wizard € Hep
- %
Device Information (':i Safeguard
B VLAN
[ L2 Functions Device Information
8 Qos Device Type SPN-12080P System Name
[ Security Boot Version 1.00.009 System Location
E-MA Firmware Version 3.12.K022 System Time 03/01/2012 20:33:32
QACL Protocol Version 2.001.004 System Up Time 2 days , 20 hours , 26 mins , 36 seconds
i' PoE Hardware Version B1 Trap IP 0.0.00
: E'Ir:mti;ring Serial Number F3YS3D8000916 Login Timeout (minutes) 5
MAC Address D8-FE-E3-39-1A-62
IP Address Information
IPv4 Address 192.168.10.250
Subnet Mask 2552552550
Default Gateway 192.168.10.1
IPv6 Global Unicast Address
IPv6 Link-Local Address
Device Status and Quick Configurations
RSTP Disabled Settings SNMP Status Disabled Settings
Port Mirroring Disabled Settings 202.1X Status Disabled Settings
Storm Control Disabled Settings Safeguard Engine Enabled Settings
DHCP Client Disabled Setiings IGMP Snooping Disabled Setiings
Jumbao Frame Disabled Settings Power Saving Enabled Settings

&4D18] 3t &S Web-based Management 2t 11

Figure 5.5 - @22t J|gt 22|

SLICL(GUI £F, 22l A HIOIK, 2122t M JI 8 2tel

=
S

)

& SO Tool Bar, &% 2| Function Tree, =22 Main Configuration & & &LICH
Tool Bar = B0 ¥ A& IIY 2e|et 22 Il REelEl JISs2 HM3ELIC
Function Tree Ol B Z 6t At ot= Jls& A E806t1) Main Configuration OIA A2 282 M S LILCH
Fuction Tree 2| X AT Q= ME 2= 2ot S AKX AEIE &olotal 4= USLICH
ZACHEBHH OI0IXI2 S 0= &M SESHHN H=58 ALEX OIS IP =401 ZAIELICEH
Logout HES 22/6t0, 5= ZZota &= ASLITH

&1

=< D EEURHNE S8
2, HEY S22 AFEH0H 20 HZ0| LEAIZ
= A& LICH
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Tool Bar > Save Menu

2FgE AKX N2l 0l M&otD 202 WEZ NEELICH

Save Configuration

Save Log

Figure 5.6 — Save Menu

Save Configuration
AXIC HEE

Sl ,olg 2&8gts AKX e BIZ220l MEELICH

APXNC HES UG HG 2= HE 20l =AELICH

o
ro
ol

Please press the "Save” button to save system settings to flash

Figure 5.7 — Save Configuration

Save Log
eJE ez JE&ELICH
w

Backup to file ©

Figure 5.8 — Save Log
Tool Bar > Tool Menu

AAX £ )| AAX HEE, HA 4y L 2H01E, 2 Ny 2 =7 JlssS JESLICH

:| Reset System
Reboot Device

| Configuration Backup & Restor|
| Firmware Backup & Upgrade

Figure 5.9 — Tool Menu
Reset

ARSI IPFASE ML

o
[w)
M
0]
fn
b
o
&
1o
b
9
o
il
c
o

Warning!! The Switch will be reset to its factory defaults except IP address,and then will reboot.

Apply

Figure 5.10 — Tool Menu > Reset

Reset System

D= AKX E88t= =UI80l0 SE SotAl &z HF LI

Warning!! The Switch will be resetto its factory defaults,and then will reboat.

Apply

Figure 5.11 — Tool Menu > Reset System

12



SAMSUNG PoE Switch User Manual

Reboot Device
ARIXE MEEYSLICH &M Y5t [Save Configuration] 0| &&= A&gt2 S A& LICL

Reboot Device O Safeguard

Press the button to reset the system.

Figure 5.12 — Tool Menu > Reboot Device

Configuration Backup and Restore
ARXS M HA8E gi= L2 MESLICH(H, 22 |2 S= M2l

]
2o B2, ol" S 0180t AKX €83 SEE &= USLICLHTTP/TFTP 24 X&)

>

Ccnﬂguration Backup and Restore =) SafBEuar‘d
@ HTTP
Backup current configuration to file ©
Restore configuration from file : !
QO TFTP
TFTP Server IP Address [ ®ra
[ 0w

Backup current configuration to file :

Restare configuration from file :

Figure 5.13 — Tool Menu > Configure Backup and Restore

HTTP: &1 833X 850 AF2SHPC O olECIATZ XS MG HL Y& T2 2 SP2ELICH
SFUS OIECIADZ BHAGIAIA Y Backup HES S ELICH
B MU S 0180l &3S S70tAIAH, Browse HES 226t Y I S M5t 1) Restore
HES S & LI
TFTP: TFTP AHZ EX S ML MH0 MBS IIdEe 882 S2ELICH
- TFTP Server IP Address : TFTP M IP =AE & &LICH
-TFTP File Name : ## S2 =g N d = S LICH
-Backup: M2 S&EgES MHZ BHotAlelH SHELICH
- Restore: AHO HEE IS 0160 &2 SFGHAIHAY SELICH
'\‘ e}
AAXE SR R0 A2 MRBEEMH, 2
A0 HAMY 8oz HIFHLIC

Firmware Backup and Upgrade

S BANHE HHSHAHL B 0IEE B ML S 01200 AKX 0= M LICH
X

(HTTP / TFTP 4!

)

13
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Firmware Backup and Upgrade

& Safequard

@® HTTP
Backup firmware to file
Upgrade firmware from file
QC TFTP
TFTF Senver P Address [ l®Ppm
EEE—
TFTP File Name [ 1
Backup firmware to file
Upgrade firmware from file :
Figure 5.14 — Tool Menu > Firmware Backup and Upload
HTTP: &1 883t 50 AIZ2StPC 2 SIECIAIZ BN E HA3AL 2 001EE JEHELICH
HAWE SIEUADZ BHAHGIAIHAH Backup HES S & LICH
HAYNHE 2 0l1= 5tAI2AH, Browse HES 22/6t0 IH0IEE B IS A6t 10 Upgrade
HES 2= &LICL
TFTP: TFTP AHZ BAINHE MGt HL MH MEE BAW IIE2 ZO0IEE M LICH
- TFTP Server IP Address : TFTP At IP =4S =& &LICH.
-TFTP File Name : 81 =2 H1dI0IEE g It = S LICH
-Backup: M2 HANHE MHZ MHHGtAIASH S LICH
- Upgrade: B0l MEE EAN L2 AR/AX HH0IES MASHAIAH S LICH
4 =
BN O30S0 225X L2 MEUHAM PC 2
HBS FHL AKX M S XHEOHH DS &bB|0t
o E = UAsUIh
Tool Bar > Smart Wizard
Smart Wizard £ 226t o &8 = M Alota = AsLICH
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Function Tree

AF 3tHO| 20| |IXIE Function Tree £ 0| E010 ARAXS LE &F2 ZFotA &= UASLICH
Function Tree Ol Al XI&56t= & &S 2 Otell OI01 X2+ &5 LICH
* SPN-12080P
B- | System El-fi QoS
- =| System Settings =| Bandwidth Control
= IPv6 System Settings =4 802 1p/DSCPMoS
- = IPv6 Route Seftings - Security
- = IPvE Neighbor Settings - & Trusted Host
.. 2| Password .= Port Security Port Statistics
- = Port Settings - = Traffic Segmentation Cable Diagnostics
... =| DHCP Auto Configuration ... Safeguard Engine System Log
3 DHCP Relay - | Storm Control
- =| DHCP Local Relay Settings - =| ARP Spoofing Prevention
.= DHCPvE Relay Settings .= DHCP Server Screening
-2 SysLog Host ...B S5
- = Time Profile |5 Smart Binding
- =| Power Saving
=| IEEES02 3az EEE seftings
- = D-Link Discover Protocol
- VLAN - =] ACL Wizard
-2 802.1Q VLAN - = Access Profile List
- 2] 802.1Q VLAN PVID - 2] ACL Finder
- =] 802.1Q Management VLAN El-fi@ PoE
[-[ Voice VLAN = PoE Global Settings
- = Auto Surveillance VLAN =| PoE Port Settings
i L2 Functions
- Jumbo Frame
- = Port Mirroring
.- =| Loopback Detection
(- MAC Address Table
(- Spanning Tree
(- Link Aggregation
- Multicast
[1-[# SNTP
(-l LLDP
Figure 5.17 —Function Tree
Device Information
The Device Information 2 &ZH|2 HAIH L StEAN HLE, IPFAE Z&e J|=28Ho FEE ZAIFELICL
CSH Ot JISS2 M AEIE EAIGHD 2Rt 32,2 EFHCZ WEAH 01SE &= JUSLICH
Jls Jl=2gt Settings 22l Al 01 S
RSTP Disabled (At & Ctat) L2 Functions > Spanning Tree > STP Global Settings

o

Port Mirroring Disabled (At & ¢t

L2 Functions > Port Mirroring

]

Storm Control Disabled (At & ot

Security > Storm Control

DHCP Client Disabled (At & Ct&}) System > System Settings
Jumbo Frame Disabled (At & Ctat) L2 Functions > Jumbo Frame
SNMP Status Disabled (At & 2t &) SNMP > SNMP > SNMP Global Settings
802.1X Status Disabled (At & Ct&}) AAA > 802.1X > 802.1X Settings
Safeguard Engine Enabled(At 2 &) Security > Safeguard Engine
St

IGMP Snooping Disabled (Al &t

)

L2 Functions > Multicast > IGMP Snooping

Power Saving Disabled (At & 2t &)

System > Power Saving

15




SAMSUNG PoE Switch User Manual

Device Information

Device Type SPN-12080P System Name

Boot Version 1.00.009 System Location

Firmware Version 3.12.K022 System Time 03/01/2012 20:37:10

Protocol Version 2.001.004 System Up Time 2 days, 20 hours , 30 mins , 14 seconds
Hardware Version B1 Trap IP 0.0.00

Serial Number F3YS3D2000916 Login Timeeut (minutes) 5

MAC Address D8-FE-E3-39-1A-62

IP Address Information

IPv4 Address 192 168.10.250
Subnet Mask 255255 255 0
Default Gateway 192.168.10.1

IPv6 Global Unicast Address
IPv6 Link-Local Address

Device Status and Quick Configurations

RSTP Disabled Settings SNMP Status Disabled Seftings
Port Mirroring Disabled Settings 802.1X Status Disabled Setftings
Storm Control Disabled Setfings Safeguard Engine Enabled Seffings
DHCP Client Disabled Settings IGMP Snooping Disabled Seftings
Jumbo Frame Disabled Settings Power Saving Enabled Setiings

Figure 5.18 — Device Information

System > System Settings
AR IP =4 Y System Name s2| 8822 & & &L|ICHL

IP Information: A%IX| 22|10l AFZSE IP =25 £ LICH
- Static: ARAX IPFAE N2 =E AFELICH IP Address, Netmask, Gateway E S5 2 & &tLILH.

C
-DHCP/BOOTP : AKXl IP =AE MNHZRH ANA=s2=2 22 SLICH

System Information: SNMP S & ZZ2 )= 0|E0t(] 22|g 22, 2l A &olg = JUAES
DS X

&5t System Name(&H[Y) Ut System Location(& 8|2 ®IXl) B2 E MSEHLICH

Login Timeout: & & 330 2121 MEHHN &8 = MAOHK 2= 2L, A=s22 210H=20t= Al2tS
SFELICLOI=2E 62/ E83ES:3~30 )
Group Interval: A2 X2 2E B2 E SNMP Z2 10| MS& A2t 2022 8&FELICH

S

(D122t 120 X / S FHP : 120~1225 % / 0 X : L 0Hah)

IP Information

® static  QDHCP OBOOTP

IP Address 10.90.90.90
Metrnask 8 (255.0.0.0) ~
Gateway 0.0.0.0

Apply

System Information

Systern Name

Login Timeout (3-30 minutes)

Group Interval (120-1225 seconds) (Disable: 0 second)

Apply

Figure 5.19 — System > System Settings
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System > IPv6 System Settings
IPv6 HIERI AN ARIXE EXS B, L IPv6 2 E L= & LICT

IPv6 System Settings

Interface Mame System IPvi State Enabled b/
DHCPV Client Disabled v IPvG Network Address (.0.: 3710:1/84) ]

NS Retransmit Time Settings

NS Retransmit Time (1-3500) s

Automatic Link Local State Settings

Automatic Link Local Address Disabled B Apply

View All IPvE Address

Adaress Type iPuo Address

Figure 5.20 — System > IPv6 System Settings

IPv6 System Settings:

Interface Name: IPv6 2| CIEHHIOlA 0I1S0| EAIELICH
IPv6 State: IPv6 JIS2| A EHEE AEELICEH (Enabled : A
DHCPv6 Client: DHCPv6 2c2t0|HE J|s2 AISHRE A
IPv6 Network Address: AtE & IPv6 Network Address E &

0

ah)
LIC}. (Enabled : AtE2 &)
fLICEH

EH

=
==
S

{on [[orl' 0

NS Retransmit Time Settings:
NS Retransmit Time (1-3600): IPv6 2| NS retransmit time 2 & & & LICt (D128t :1 =/ H<S 1 1~3600 X)

Automatic Link Local State Settings:
Automatic Link Local Address: Automatic link AF2H 2 S K EH

o

FLIC.

re

230 HEELUILL

Apply HEZ 2&I0tH HZ

System > |IPv6 Route Settings
IPv6 Route(Zd =) & & 2 LIC}.

IPvi Default Gateway

IF Interface
Dafau Gatowas L Jeswen
s
[ Create ] [ Delete ]
Total Entries: 0
Next Hop [IPInflerface~~ [Profocol  [Metic ]

Figure 5.21 — System > IPv6 Route Settings

IP Interface: IP QIEHHIOIA 0|5 LHAEHLICH
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Default Gateway: AIZ2E OIS B 22| IPv6 =45 S &LICH
Metric: HE SS0 REE HE gt= S SLICH (EHR 1 ~65535)

t
2ot gt= SSotAId Y Create HHES 2 ELICH A XIGHAI 2 Delete HHES 2= & LICH

=
ol

System > IPv6 Neighbor Settings
IPv6 neighbor & & & LICt.

IPv6 Nei r Setti Sal ard.
Neighbor IPvB Address S
n_ —
Total Entries: 0
Neighbor Link Layer Address Interface Name

Figure 5.22 — System > IPv6 Neighbor Settings

Interface Name: IPv6 Neighbor QIE{HI 0| A 0|2 2=
Neighbor IPv6 Address: S =g Neighbor 2| IPv6 =2
Link Layer MAC Address: off &6t= Link layer MA
LGN AtEES HEZGHAIAD Apply HES 26

(@)
1
b
i
it
I
i
°
o

§
44
it
>
Ho

Interface Name: 2 24 & |Pv6 Neighbor 2| CIEHIO|A OS2 L& LI
State: All, Address, Static, Dynamic & 2 M3t 10 X} ot =2 AELIC

g Eotdl At S ZMotAIZH Find HES SHELIGH
SS0l EAlE LHE= A HMOtAIA S Clear HES S ELICH

System > Password

ALK ZE 20100 Ar2E 22X B2 S E HEHoka == JUSLICH
oLt ol= HIZHS E otel = Apply HHES S &LICH
ord Control uard
Gonfirm Password I
# Maximum 20 characters.

Figure 5.23 — System > Password Access Control

System > Port Settings
ZEY S&=C MDI/MDIX, 802.3x Flow Control AF S EE &8 £ USLICH
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w0l Sctlings £.Sofeguard,

From Paort To Port Speed MDUMDIX Flow Caontrol

[ o ¥ [ 10 ¥ [Ade v (Ao v [Disabled v [ Refresh ][ 2pply ]
Part Link Status Speed MDUMDIX Flow Contral
01 000K Full Auto Auto Disabled
0z Link down Alto Auto Disahled
03 Link down Ata Auto Disahled
04 Link down Auto Auto Disabled
05 Link down Auto Auto Disabled
0g Link down Auta Auto Disabled
o7 Link down Auto Auto Disabled
0s Link down Auta Auto Disabled
0g Link down Ato Auto Disabled
10 Link down At Auto Disahled

Figure 5.24 — System > Port Settings

Speed
1000M Full, 100M Full, 100M Half, 10M Full, 10M Half, Auto, Disabled = & &8 & 4= JSLICH.

Jl22t2 Auto & LICH 2102, J|JHHIE(1000Mbps) =S XA E D] Kol = &2 &=2| g0l 1000M Full,
Auto, Disabled = otLHZ2 T/ O Q010 8HLILCH.

MDI/MDIX
MDI(Medium Dependent Interface) = 2EIH 2 A X| &H| 2 NIC(Network Interface Card) £ & = &
PC 2tol HZ 0l A2 &= 220104, MDIX(Medium Dependent Interface Crossover) = A< X| &
S1E2Ho HA AIE2Sl= A LICH

Ctot 222 ALK L HERKZ HHII AsS22 2 XI6HH
=5t ARt 0ot et D123t 2! "Auto" £ AFESHN F & Al

==
He

Z 0ol == Auto MDI/MDIX J|s0| A& & A

Flow Control
HERD EciE 2t S=2 &5tot)| flst JIseg EE2 IEEE 802.3x 2 LICH.
Jl23gt2 Disabled(At&ZCtat) & LICEH

Link Status EA|
XIS HE ZEI AIES S B2, EME Link Speed Jt EAlE LILCH.
Lind down & oY ZEDJt OIMES0ILE e & 22 HAIELICH

>

System > DHCP Auto Configuration
s2 AFIX0F 2E0ol= =2 DHCP A0l M&= ALKl Configuration file & IS 2 =2 =0

= Jls2

S8 MZ6t= JIs2Z DHCP M &0 TFTP AH IP =42t Configuration File 2 &&dt= J1s0l
S& A0 JA0OF ELICH

2 JISS AE56HAIZH Enabled(AFEEH 0l X2 =, [Applyl HES 221510 A AIL.

DHCP Auto Gonfiguration () Enabled () Disabled

If DHCP Aute Configuration is enabled, the switch will load a previcusly saved configuration file from TFTP server after every boot up

# Ifthe switch is unable to complete the Auto Configuration process, the last configuration file saved in switch flash memary will be loaded

Figure 5.25 — System > DHCP Auto Configuration
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System > SyslLog Host
) DIE% XN&Es AHE dSEol= Jls LI
AZ3THAIA ™ Enabled(AHZ2 &) of

SSot =AML,

M=ot [Applyl HES Z2&otdl =, OtcHoll 2=

System Log CEnabled (& Disabled
Server IP Address 0.00.0 @ IPv4 Severity
— Fasy
UDP Part (1-65535) ET—
Time Stamp

Figure 5.26 — System > SysLog Host Settings

-
a

Server IP Address: &1 A IP
UDP Port: 215 8 && UDP &
Time Stamp: 21 HIAIXI &0l Al2+D
Severity: &g 2] ES AL
Warning - &l 282t &aist
Informational - ZH| 2 & &2t
All-2= 215 d8S8LCHL
Facility: 2 A0l B E& Facility 2t=S A6t =& Al 2. (Local 0 ~ Local 7)

Ifﬂ -IH
e b

U jop M

-

ICh (P12t :514/ L= : 1 ~65535)

ooy 0o

40 o ¢
o 0
J2

il

2 v e

(
L

5

e H o )

A

=
to
Hu

Lo
o
> H

o 1
o
o
Qo
i
[
[wl

o
n
it
[

==

2ot 23S HE0tAI S [Applyl HES 2HELILHL

System > Time Profile

Power Saving, PoE Port Settings 2t 20| AHES HEEY = U= A/AX JISH 23S #2E S5

Time Profile

Tirne(HH MM} Start Time End Time
Weekdays sun CImen CTue Cdwed CdThu CFn [Jsat
Date [ From Day To Day
Add
Total Entries:0

Figure 5.27 — System > Time Profile

Profile Name: SS& A ZE A3 S = LICH
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Time(HH MM): Al & A2t D S2AI2EE 242 A ERSLIC.

Weekdays: B E2& Q22 X IASLICH

Date: & &30 MAAl, Y A2 HEe J|2t2 Aot = ASLICH

AHE A YE0| 2= F, Add HE=Z 2 ELITH

S AMOAIEH, SSE 2 &=50 U= Delete HES 22010 FHAIL.

System > Power Saving

MR ZA2 TEN AZE HUIILDIAIES2 B3R, As2z e dE MGt L I 88 S==

TFEASHALE HAHIOIZ= 2010 et AEBZle 88 ZFEC=ZM 88 AHIE =0l= JIsY LI

AH MEO| ZAECEM, ME2 €0l E2HESD| 20 HIS2 =Y0| Sototd 22020 2245 =

S22 B4l & ELICH JIE8t 22 Cable Length Detection (H0l= 2 01 2 Xl) 2 Link Status Detection

(23 &Ef 2RI JIs0l HAM JASLICEH

er in S uard
Global Settings
Cable Length Detection ®Enabled O Disabled
Link Status Detection (O Enabled @ Disabled
Advanced Power Saving Settings
Time Profile 1 Time Profile 2

[ selectal ] | Clear ] Apply ]
jpot_ 04 fe2  j1’ 4  Jo5s |
Pt 67 & [ [0 |
Summary
Tyve
LED Shut-off Disabled Mone
Port Shut-off Disabled None
Port Standby Disabled Mone
Systemn Hibernation Disabled All Port
Figure 5.28 — System > Power Saving

Advanced Power Saving Settings:

Type: LED Shut-off, Port Shut-off, Port Standby, System Hibernation & A& & LICH(FIt E& J|S)
LED Shut-off - TE LED S&2 ll= JIs2& 2 J|s2 AS0tAI2H State 2t =2 Enabled &
HEISIH A 2. Time-Profile 2 &2 22, LED E oY 280U et SHES & &+ UASLICH
Port Shut-off - LEQ| A& 2 X Hot= IS 22 State 8¢ 2 Enabled £ 2 &6t 10 Time-Profile
HZAlHY LEO et ZES S&EHZ MO &= ASLICH
Port Standby - ZEJt HJ| L5 2 HEE 0 Wake-Up &SIt Z2RIEUS W, HIIZ2E=0 M

At=oll Hl& LICEH
System Hibernation - A|AEIS] =2 74 & S0 A CPU 02t MRS S=0t0 A& EA(MAC/
PHY) e M2 S=0tA 2222 M 88 AHIE = LICH

State: M85t M HU J|52 SHHIFE AEFLICE (Enabled : AHEE)

Time Profile 1: oY J|S0| B2 A= &S AE&LICH

Time Profile 2: diE JIsS0| 222 AHE A2 SHELIC

Port: 83 EA J|sS HE8e LEE A8ELICH

PE ZEE SHHO HEIGHAIA X Select All 2 220t FAAIL.
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DEZEE SHH HMSHAIHAD Clear 2 226t =&AL,
NEstJl=sS HZ0tAIAEH Apply HES 20t = AIL.

System > IEEE802.3az EEE Settings

I EY |IEEE 802.3azEEE =& &3 H24 J|s2 HNSHFEE £FELIC

From Port To Port State

Disabled ¥
IEEEB02.3az EEE settings

1 Enabled

3 Enabled

5 Enabled

7 Enabled

o Enabled

Figure 5.29 — System > IEEE802.3az EEE Settings

E dESLIth

From Port/ To Port: Jls
o] t. (Enabled : AtE &)

State: &8st ZEH O
MESAIAH AppIyl:H§E 2260 FAAI2.

O ol

23 £ JH1000Mbps 0l A 100Mbps & MotTl HLE, I AZE = Al2H0| 22 Zels 3%, d3&=
&It IEEE 802.3az EEE € X &06tX| &2 &2

1. PC 0l Z=& LAN Controller =2t0I|HE =&l HE 22 SHUIOIESHH FHAIL.

2. 2 ARAXNUAMHE JIsS HFEAL.

VLAN > 802.10 VLAN
VLAN 2 otL+e| ZBI0IA
ot JIsELICH ZEIHA

e 0
= TN BN, 28 240l et FAE AEE =

FUIER A S4I0l 0IRHXEE
IEZMN &M UWERT 80

g F 3 22|t JOtsELICH

0o

= J|s2 IEEE 802.1Q VLAN E &0 2/ HotH =& & LI
(P°I=2t: VID 1/VLAN 0| S8l S / ¥ X E Untagged)
Rename: VLAN JJSY 2 +=HolAlHAH 22610 FAA L.
Delete VID: VLAN J1E S AMHIOIAIA S 221510 T=A A 2.
Add New VID: VID J&2 M& 4 &LICtH EZEE Untag, Tag, Not Member S0l 8&5I0 1§22 14
St A AIL.
i R A S g —————— O OLE

Asymmetric VLAN [ Example ] OEnabled & Disabled Apply
Total static VLAN entries: 1 Add
# Waximurm 256 entrigs.

1 default o ﬂO

Figure 5.30 — Configuration > 802.1Q VLAN
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VD Setngs ...\ Sefeguard

v I

VLAN Name —

# Waximum 20 characters [ Back [ appy |
[Pot ——seledtAl o1 o2 oz Jo4 o5 oo Jor  Jos — Joo [0 |
Untagged O O * O O @) O O * O
H[@-!@-[@-E)-I@-%-[@-___
lot member A1

Figure 5.31 — Configuration > 802.1Q VLAN > Add VLAN

VLAN > 802.1Q VLAN PVID
LZEYZ PVID &= €Eot= JIseLICL

= o —

FPort (1
Pup [ 1] - - - - - - - - -

Figure 5.32 — Configuration > 802.1Q VLAN PVID

VLAN > 802.10 Management VLAN

Ol JH2l VID 2 & U= B2, 802.1Q VLAN 22| E I8 22|l Xt VLAN S X &

HERAZR 2el Xt A=E VID E HE6HH AL,

Management VLAN

CEnabled (& Disabled

viD

WLAN Name default

Apply

Figure 5.33 — Configuration > 802.1Q Management VLAN

VLAN > Voice VLAN > Voice VLAN Global Settings
A

VolP Eci S& &&= ?Iot0 IHtS22 VolP EcHEHE XIEHEHVLAN 22 2

O

gL

Voice VLAN Global Settngs \ Sefeguard

Voice VLAN O Enabled (&) Disabled
VLANID AgingTime(1~1200 [T |nowr
Vaice VAN OUI Settings
Description Telephony OUI
@ Default oL 3COM 0-E 0
O User defined oUI | poeoeomomseeg
# Maximum number of user defined OUlis 10 entries. di
D | Description | Telephony OUI | 0OUl Wask | Delete |

Figure 5.34 — VLAN > Voice VLAN > Voice VLAN Global Settings
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Voice VLAN: Voice VLAN A2 S E S LILCH (J1238! : Disabled, AtE2HE)
VLAN ID: Voice VLAN 2= &8t VLANID E HE{EL
VLAN ID € &4YalJ| &80l 802.1Q VLAN & &0l Al VLAN O
Priority: Voice VLAN £ ?| &t 802.1p priority gt = I &L
Aging Time (1-120): 1Y ZEJ} XIS VLAN 22 AN US Z2, Voice VLAN C25H oiZ ZES
H2loh = ol Al2tS 8 ZELICH VolP 310t Ot 222 &2 E S2H 2 Al2H0l AIZE LICH

X & &t Aging Time 0] 2t= & & Y L E = Voice VLAN ZE U A &2l VLAN 22 Its A= LICH
O3t 1AI2H XIRES 1 ~120 Al2H
2432 HEG PE1D4AppIytH%%§ ISHH =&AL,

BN AEE0 ACIOF ELICH

Voice VLAN OUI Settings: Voice VLAN 2 2 X| & & VolP 422l OUI £ &8 =2 Aot= gt 2
SHELICH

OteH el OUIl 80l J1= XI&ELILH

oul Vendor Mnemonic Name
00:E0:BB 3Com 3com

00:03:6B Cisco cisco

00:E0:75 Veritel veritel

00:D0O:1E Pingtel pingtel

00:01:E3 Siemens siemens

00:60:B9 NEC/ Philips nec&philips
00:0F:E2 Huawei-3COM huawei&3com
00:09:6E Avaya avaya

Default OUI: &0|2] HEot 20| J|22 =z S5 A= 0Ul gt S0l 885t HE2g =~ USLICH
User defined OUI: 42|29 X 0/2/2] OU

%I
OUl 24 =, Add HHES 2=0tH SFELZ S

P 4

Note: Voice VLAN 2 CIE JIs20 A =<0t
=0t QoS Jls &F0 g&=2 2 £SLICH

\‘ Note: VolP ECHEZI O] Z& &A2 25t R4
2| £ Highest £ & &otAIZ HE =& LI

VLAN > Voice VLAN > Voice VLAN Port Settings
Voice ECHE S A5z &He TESE HHEHLILCH

24
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. : )

Auto Detection Tagged/ Untagged

From Port ToPort

Status

Port Aute Detection Tagged / Untagged Current State

Figure 5.35 — VLAN > Voice VLAN > Voice VLAN Port Settings

From Port / To Port: Voice VLAN ZEZ A& AAZEQ DIXS LEE HEHEHLICH
Auto Detection: &8st OUI &t S8t HLUAN 8SEH= ENE S ARXIOFAsS Z2AELICH
2 )52 AE6tAIAH Enabled(AI2 &) 2 HE6IH FAAL

Tagged / Untagged: Y ZE 0 CH 2
BHES LHE2 ESotAIHH Apply HES 206t0 =M AIL.

o 0
_|
Q
«Q
«Q
[0]
N oa
Jon

VLAN > Voice VLAN > Voice Device List
Voice VLAN 22 E HE AI&LICH.

B ;

Port All - Search
MAC Address

Figure 5.36 — VLAN > Voice VLAN > Voice Device List

Hol Il 2 Hd&8i5l1] Search HES 22 6t Voice Device 8 EE &0I16tA 4= USLICH

Olet LE

Ja
e
o
rlo
>

VLAN > Auto Surveillance VLAN Settings

Auto Surveillance VLAN 2 E& IP Jt0I2tel G4 ECHEIS XIESHVLAN CZ StHEOZ M HICIL EES

FAHS EELICH ARIXIJF XSS Z 0l IH2!W 2l Source MAC Address 2F VLAN ID € 915110 2 X|
2

o
Hals = =7 E 200t 8SELITH

ol
i
J
[

b

o
o 0
Mo

x I

25



SAMSUNG PoE Switch User Manual

Ao Surveliance VLAN Setings, S.Safeguaro,

Auto Surveillance VLAN Global Settings

Auto Surveillance VLAN ()Enabled () Disabled

VLAM 1D Priority Tagged Uplink/Downlink Port

A
User-defined MAC Settings
To add more device(s) for Aute Surveillance VLAN by user-defined configuration as below
Component Type Description (HROA=DOK =R 0K-XK)
# Waximum number of user-defined MAC is 5 entries.
D Component Type Description AC Address Delete
01 D-Link Surveillance Device D-Link IP Sunveillance Device 28-10-TBICOOO0
0z D-Link Surveillance Device D-Link IP Surveillance Device FO-7D-68: 060X
Auto Surveillance VLAN Summary
Port Component Type Description ~
A

Figure 5.37 — VLAN > Auto Surveillance VLAN

Auto Surveillance VLAN Global Settings:

Auto Surveillance VLAN State: & J|S2| AIZHFE A SILICH (Enabled : AFEE})

VLAN ID: Auto Surveillance VLAN 2| J|2 VLAN ID = 4094 2/L|Ct. 802.1Q VLAN & & 0 M VLAN 2
245t =, AotE 22 MEIGHA &~ UASLICH 802.1QVLAN WM oY VLANID 2 RHEE ZE=
s =2 Auto Surveillance VLAN 22 & g LICH

Priority: Auto Surveillance VLAN @ & &t &gt 802.1p Priority gt & &4 8tLICh.

Tagged Uplink/Downlink Port: & J|S2 ?loff Tagged ZEE & 8HLICtH

i

re

S8 = HEZGtAIAE Apply HES 2200 =HAIL.

User-defined MAC Settings:

Component Type: Auto Surveillance VLAN 2 J|22 2= E& ZHIE A=s2=2 2 X6k B Video
Management Server (VMS), VMS Client/Remote viewer, Video Encoder, Network Storage and Other IP
Surveillance Devices € & & HEI6IH S=otal = UASLILCH

Description: &1 &5t Component Type 0l tHst &0 &S = stLICh

MAC/OUI: Auto Surveillance VLAN & 2 & 2 & MAC Address S OUI gt2 LS &fLICH

HES ZESAIAH Add HES 226t FHA2.

L2 Functions > Jumbo Frame

2ol ds dZeLICH =0 10,000 bytes £ XI & & LICH

Jumbo Frame Seftings

& Sefeguard

Jumbo Frame (O Enabled & Disabled

# WMaximum Length is 10000 bytes.

Figure 5.38 — L2 Functions > Jumbo Frame

26
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L2 Functions > Port Mirroring

ARG SE EZEWAMUE LEZ Sdlotes EciE 2 BLIHE ot= JIsS LI
SorMirering Settings L.Safeguard,
Port Mirroring CEnabled (& Disabled
Target Port
Source Port Selection
[Snifertiode —[SeleciAl ——J01 o2 o3 loa _Jos o5 oz Jos__ los |
TX
RX
THRX
MNone

Figure 5.39 — L2 Functions > Port Mirroring

Ol

Source LLE HEHZ2 Ot LHIES & 16IH FAAIL.

TX (transmit) mode: Source LEUH A S4&lEl= UIOIHE Target £EZ =S HI&LICH

RX (receive) mode: Source ZEZ £l = U0 E Target ZEZ =HIELILCH

TX/RX (transmit and receive) mode: Source LEZ &41% = HIOIEHE Target ZEZ SHI&LILCH

None: ZE 0| & JIs= HEotXAl ¥sLICH

Ok

(B

L2 Functions > Loopback Detection

28t HUB &H| 2+ 20| Spanning Tree Protocol(STP) O NI & Xl &&= &H| 2 A S5t
K& & ZEH CHSHO! Loopback Detection J|s2 AFEE&LICH Loopback 0] 2 X| &

Xl & &t Recover Time s¢t At S22 XtetEHLICH

l__

Loopback Detection (O Enabled & Disabled

Mode

Interval (1-32767) s

Recover Time l:l -

(0 or 60-1000000)

From Part To Port State

[ Refresh ][ Apply ]

Port | State I Loop Status |

Figure 5.40 — L2 Functions > Loopback Detection

Loopback Detection: 2 IS8 AFEHRE MEELICEH

Mode: S& 2 A Z Port-based(Z E J| &) &2 VLAN-based(VLAN J| &) .
VLAN-based & & A| 0l = Loopback Detection O] o VLAN 182z &= ZEH Stot s& LI
Interval (1-32767): Loop 2 Al 2tZ2= MEGLICH (D=8t : 2=/ HR 1 1~32767 =

Recover Time (0 or 60-1000000): Loopback 0| Z XIS ZEII AU S M, Y ZEI MItSE =
A2t2 8FELICH (B : 60~ 1000000 =, 0 == Loopback Detection J1s0| s&6tXl 2&LICH)
From Port: Port-based 8 &Al, 2 JIS2 AEE AMELES HEELIC

To Port: Port-based & &Al, 2 |52 HEE S LICH

State: XIS ZEN ot 2 IS0l UHol & IR E A EELICH (Enabled : AHEE))

of
Qﬂ
-
Hy
x
]
o
:
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ISPS
=o

MY
re

HWES HEctAIH Apply HHES 26t FHAIL.

L2 Functions > MAC Address Table > Static MAC
N&Est TEW Hotd X &S MAC Address 1t VID € AL SH2UHA BUl= ECHE O EWAIZLICE

Statc AG Set g

MAC Address Learning (' Enabled (2 Disabled [ selectal J[ clear [ Apply |
[Por — ot oo o3 o4 Jos o6 oo Jos___ oo T
Learning

Add Static MAC Address

Port 01 %]  MAC Address vip |1 he Add
Static MAC Address Lists
# WMaximum 256 entries

HAC Address

Figure 5.41 — L2 Functions > MAC Address Table > Static Mac Address

L2 Functions > MAC Address Table > Dynamic Forwarding Table
AL HZEE SO MAC =4 B2 E EAISLICH Add Static MAC Ul M2 & B2, AIsS2 Z Static
MAC Jls0l sS=&LICH

Dynamic Fonverding Tt g

2 Siatic A enfres usedmaimum /256 [[selectan J[ clear ][ Apoly ]
MAC Address Add to Static MAC

00-17-9A-9E-1C-57 Dynamlc

Figure 5.42 — L2 Functions > MAC Address Table > Dynamic Forwarding Table

L2 Functions > Spanning Tree > STP Global Settings
IEEE 802.1w ¥ Z=2| RSTP(Rapid Spanning Tree Protocol) 2t IEEE 802.1D STP 2| A& 2 E & ELICH

_STP Global Settings ... ) ssefeguard

Spanning Tree Protocol OEnabled (& Disabled

STP Varsion Maximum Age (5-40) sec
Bridge Priority Hello Time (1-10) B ke
Tx Hold Gount ( 1-10 ) R Forward Delay (4-30) sec

[ Refresh ] [ Apply ]

Root Bridge Information

Root Bridge 00:00:00:00:00:00:00:00
Root Cost a

Root Maximum Age 20

Root Forward Delay 15

Root Port 0

Figure 5.43 — L2 Functions > Spanning Tree > STP Global Settings

STP Version: RSTP 2t STP S0l &6t A ol= ZE2E=2= HEELILHL (JI=38t : RSTP)
P

Bridge Priority: 0 ~ 61410 S0l 2ol 10Xt ot= 22 B A EHLICH (D123t : 32768)
TX Hold Count (1-10): Hello 13/ S M &8 212 S 28 LICH (D128t :6/ 8% : 1~10)
S CH HOk &LICH

Maximum Age (6-40 sec): % i Al2t2 Hellow Time
Hello Time (1-10 sec): Hello Time 2 & & &LICH.
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Forward Delay (4-30sec): D242 15 X2 4~30 x5 88 & &= UASLICL

L2 Functions > Spanning Tree > STP Port Settings

w2l Port Setings S.Scloguard,
From Port 01 v To Port |: 10 A State [Enahled ¥

External Cost

(0-200000000; 2000000 igrate Disabled v Edge Auto v

O=Auto)

i = = F2F Resticted Role

Restricted TCN False v—|

[ Refresh ] [ Apply ]

Part State Priority External Cost Edge FzP Restricted Raole Restricted TGN Fort Status
01 Enable 128 AUTC/20000 Auto Auto False False Disabled
0z Enahble 128 AUTO/20000 Auto Aute False False Disabled
03 Enable 128 AUTO/20000 Auto Auto False False Disabled
04 Enahble 128 AUTO/20000 Auto Aute False False Disabled
05 Enable 128 AUTO/20000 Auto Auto False False Disabled
08 Enable 128 AUTOQ/20000 Auto Ato False False Disabled
o7 Enable 128 AUTO/20000 Auto Aute False False Disabled
08 Enable 128 AUTO/20000 Auto Auto False False Disabled
09 Enahble 128 AUTO/20000 Auto Aute False False Disabled
10 Enable 128 AUTO/20000 Auto Auto Falgse False Disabled

Figure 5.44 — L2 Functions > Spanning Tree > STP Port Settings

-

2
BA

10

A E

— T

4
==
o9
C
a

From Port/To Port: STP E HE&& LE2| A& OtAIY

State: XISt LEN CHoll STP 2| HEHEE ZHELICH

External Cost: Ii2! Forwarding Cost & & & &L|Ct.
0 (auto) - IS 22 Cost 2 AFFELICH (J1=232t : 100Mbps=200000 / 1000Mbps=20000)
Value 1-200000000 - 1 ~ 200000000 AtO| 2| =XtZ & ™ ota! =~ JUSLICH

Migrate: & J|S2 A EHRE A LICH

Edge: Edge 2 XI&E & ZEE2| True Parameter gt S & Ei&tLILCH

Priority: LEQ| M= E S ELICH (D28t :128/H

P2P: P2P H2Z (il CH &t True Parameter gt 2 & & & LIC.

Restricted Role: IH2! 0l CH&t Restricted Role & M E4&tL

Restricted TCN: I§2!0fl C§ &t Restricted TCN S 41 €4 8tL| C}.

HPot AtetE HEOHAIAH Apply BHHES S E LI

L2 Functions > Link Aggregation > Port Trunking
HE=Z2 =2lJ| /ot = 0|42 ZEE G6ILIS =2l ZEZ A EHLILCT

Static - Static link aggregation.
LACP - LACP (Link Aggregation Control Protocol)
Disable - Trunk 1S 0ll A ol Xl & LICt.

29
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potTwunking 0000000000\ Sefeguard

Link Aggregation OEnabled @ Disabled

Link Aggregation Settings

soe [0 v Tee [LACP v

jpot _Joo o2 o3 ______________fo4 o5 |
] ] a ] a

| e T T
O O O O O

# Maximum 8 ports in static group and 8 ports in LACP group

Trunking list

Figure 5.45 — L2 Functions > Link Aggregation > Port Trunking

NOTE: Each combined trunk port must be
connected to devices within the same VLAN

group.

L2 Functions > Link Aggregation > LACP Port Settings
LACP ZEE A& & FELILCH

_LACP Port Settings ...\ Saefeguerd

From Port To Port Activity Timeout

Pasie Y] shon 3 see) 9|
Paort Activity Timeout
01 Active Long (30 sec)
0z Active Lang (90 sec)
03 Active Long (90 sec)
04 Active Lang (90 sec)
0s Active Long (90 sec)
06 Active Long (90 sec)
a7 Active Long (90 sec)
0s Active Long (90 sec)
g Active Long (90 sec)
10 Active Long (90 sec)

Figure 5.46 — L2 Functions > Link Aggregation > LACP Port Settings

From Port: LACP 2 & & A& LEE ML
To Port: LACP & & OtXIY LEE A ELILCY.
Activity
Active / Passive 2&
Timeout: LACP StZ AI2tS A
Short (3 Sec) - LACP 2t= Al2t01 3 =2 A &HELIC.
Long (90 Sec) - LACP B2t=

MNX

HEet E8= HEGHAIHY Apply HES S2&6t0 FHAIL.

ro

L2 Functions > Multicast > IGMP Snooping

IGMP snooping = LAN 22| It =5t Ecf &S 2 A AlZ LICH IGMP snooping IS0l AN US &
AQXE HEHAE EEHES O8U 220 S AIZLICH

IGMP snooping & &2 2t VLAN OtCH JHE A

|0
HU
%
bl
o

30
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. . ]

IGMP Snooping Global Settings

IGMP Snooping CEnabled (@ Disabled Reportto all ports
Host Timeout (130-153025) 50 Jsec Router Timeout (§0-600) 250 Jeec
Robustness Variable (2-255) ] Last Member Query Interval (1-25) [ Jsec
Query Interval (50-600) sec Max Response Time (10-25) [0 Jsec
# When Querier state is enabled, the Host Timeout is calculated as the formula:

(Host Timeout = Robustness Variable * Query Interval + Max Response Time )
IGMP SnooplngVLAN Settings
Router Ports Muiticas! Entries

default Enab\ed D\Eab\ed Dlsabled

Figure 5.47 — L2 Functions > Multicast > IGMP Snooping

Host Timeout (130-153025 sec): Host Port S5 & AfNIol= 2tZ2LICH Host 25 H clZE WA X E
A OO = A2 SF2EJ AR EH, el 2E BIAHXIE =416t oA E B0 = Host E
ZEIDHAE S0 A ATMELICH (I1=2t : 260 )

Robustness Variable (2-255 sec): & &&8gt2 AEY &

é
»o
ity
>
1o
I
0
el
-
a
=
yu
it
10

A9 ol
=S 3R, = &2 S SIHAMA FHAIL. (Jl=28t: 2=
Query Interval (60-600 sec): General Queries £ 22 2t LICH 2 =2 ol et IGMP Ol Ml Xl Ot
SOIotHLE 248 == JUSLICH 20l 2= HAIX FEOELICH (1238125 X)
Router Timeout (60-600 sec): Router Port 2SS AtKlIct= 2tA A LICH 2 Al2F2 Query DIAIKIE
24 IHOHCH SF2 EJF MAIZ SO, HIMXIE =4I5HK] RoIAS = Router Port S5
AHIBILICH (D123t : 260 X)

uw
hi
o
i
o
1
J

Last Member Query Interval (1-25 sec): Leave HIAI X0l CHSt S & I Al2F2LICH.
Leave latency E 28 = J2H, =Xl X=+5 18 =4S ZNol= A2t 2 = USLICH

Max Response Time (10-25 sec): & HAIXIE SO &, LiJIot= AlZF2LICH 24 &0 IGMP
Ed 28 L& = USLICH OI28t: 10 x)

(GNP Snooping VLAN S :

VLANID 1

VLAN Name default

State

Querier State

FastLeave

Static Router Ports

01 02 03 04 05 07 10
- [ N
Dynamic Router Ports

01 02 03 04 05 o7 10
T~ T N

[ Back ] [ Apply ]

Figure 5.48 — L2 Functions > Multicast > IGMP Snooping VLAN Settings

State: 2 JIS2 AEHRE SEFLICL (Enabled A Eg
Querier State: HEIFHAE Z2I0|HE AEY
£ Ex

Fast Leave: Fast Leave 2| Al 0
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MulticastEntry Table O Sefeguard

[ Back ][ Delete Al |

Group 1D VLAN ID VLAN Mame Multicast Group lulticast MAC address

WMember Port Delete

001 A default 239.255.255.250 01-00-5E-7F-FF-FA

01 [ Delete

Figure 5.45 — L2 Functions > Multicast > IGMP Multicast Entry Table

==
=

0l

29| Delete HES 226l =

Jox

S= MHMotAlASE e =
A

AP NIE LICH

E
=
=
=

L2 Functions > Multicast > Multicast Forwarding
AIEHLICF

L2222 10
— T T = 4

& HEIHAE

&IAI2. Delete All S 2

Ho
fn

v —
lulticast MAC Address | Add
————m—mm-—

Member

Total Static Entries: 0

[ViD " JiAc Adross Member Por

Figure 5.49 — L2 Functions > Multicast > Multicast Forwarding

VID: MAC Address Ot £&t& VID £ & 8LICH
Multicast MAC Address: ZEIIHAE TH2! S M Eot= U8 MAC Address £ 2 & & LIL
Port Settings: & ZEINAE NECx L& ZTES HEELILCL

Member - %EIBH&E D8 Qg2 =z ZstAlZLICH

None - ZEIDHAE S0l Z&AIDIKI &£5LICH

L2 Functions > Multicast > Multicast Filtering Mode
VLAN J|BO] IGMP & 2 RE S &&EHLILL

Multcsst Fitri .

VLANID Filtering Mode

l:| ‘ Forward Unregistered Groups V‘
Multicast Filtering Mode Table

Multicast Filtering Mode VLAM ID

Forward Unregistered Groups 1

Figure 5.50 — L2 Functions > Multicast > Multicast Filtering Mode

MNX SH

VLANID: && &
Filtering Mode:

JEE

VLAN ID & LICH

Forward Unregistered Groups: SS6tXl &2 VLAN JENK & HEINAE TH2! S ESEHLICH
Filter Unregistered Groups: S8t VLAN JSU0I 2t HEIHAE T2 S ESELICH
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HEEt EE S HEGHAIAE Apply HES SE6t0 FHAIL.

L2 Functions > SNTP > Time Settings

= AQAX BHIO AAE AIZFS BT Al2ED SOI5HELICH

Time Settings [©)] Safeguard
Clack Source @ Local  OSNTP
Current Time 01/01/2012 04:48:14

SNTP Server Settings

SNTP First Server oo @ iPm
L 1 re

SNTP Second Server pooe )& pua
I

SNTP Foll Interval (30-99999) 20 Jsec

(&) Manually Time Settings
Date (DD/MMAYYY)
Time (HHHI:SS)

O sync To PC
Date (DDMUAYYY)
Time (HH:MM:53)

[

Figure 5.51 — L2 Functions > SNTP > Time Settings

Clock Source: AIAE!I AI2tS SDI3HE M2 fIXIE KIEELICH
Local - /& A|AE A 2HS EHGIHUL ARAXI0 HEE PC o A2 SDI3HELICH
SNTP - 2|2 HIER 3 Y2 SNTP MH 2 =J|38HEHLICH

Current Time: SIS AAE AI2E0] EAIELICH

wn
2
_|
o
i
(=
010
Q'E
(=}
>
[>
0o
>
N
o
0
o
tol
gﬂ
kJ
-
ok
oY
H0

SNTP Poll Interval in Seconds (30-99999):

H2E AES N2EIAIME Apply HES 225101 TAIAIQ.

o

Local S HEiEH B2,
Manually set current time: A|AE AI2tS 2 E 235U
Set time from PC: & & & 3tH0l %8 PC 2 A2t SJI3H&LICH

L2 Functions > SNTP > TimeZone Settings
SNTP 2t S)13t6t)| {8t TimeZone 2 & & & LILH.

TimeZone Settings @] Safeguard
Daylight Saving Time (O Enabled (3 Disabled

Daylight Saving Time Offset &0 | min

Time Zone Offset GMT +-HH:MI + %00 w|00 |+

Daylight Saving Time Settings
From: Month / Day

From: HH / MM

To: Month / Day

To: HH /MM

Figure 5.52 — L2 Functions > SNTP > TimeZone Settings
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Daylight Saving Time State: DST Al 22 E & &4 &tLICt. (Enabled : AtE 8!
Daylight Saving Time Offset: DST offset A|2tS & & & LICt. (30, 60, 90, 120 &)
Time Zone Offset GMT +/- HH:MM: EEAI2tHE S E4EHLICE

Daylight Saving Time Settings:

To: Month /Day: DST & & &&
2

2
To: HH:MM: DST H& & AlZt= d8 &L

HE

ro

HE = HE0IAIAE Apply HES 2=6tH = AL,

L2 Functions > LLDP > LLDP Global Settings
IEEE 802.1AB EZ2| LLDP (Link Layer Discovery Protocol) A& Jls2 & &&HLICt

_LLDP Global Settngs ... ... ' Sefegued

LLDFP ®Enabled O Disabled

Message T Hold Multipier (2 - 10)

Message T Interval (5 - 32768 ) sec

LLDF Reinit Delay (1-10) sec

LLDP TX Delay (1- 8192 ) R

| LLOP System Informaton [ |
Chassis ID Subtype macAddress

System Name

Figure 5.53 — L2 Functions > LLDP > LLDP Global Settings

LLDP: LLDP ALZ2 R E HE & LICE (Enabled : AtE &)

Message TX Hold Multiplier (2-10): LLDPDU 2| TTL gt= & LICH (D128t : 4)
Message TX Interval (5-32768): LLDP =& 2t & & SLICH (12830 X)
JSLICH (Ol28t:2 X)

LLDP Reinit Delay (1-10): LLDP A& Al2t2 & & & 2t
LLDP TX Delay (1-8192): LLDP Z &I & 85 O] Al2tE &FELICH (Jl=8t: 2 X)
L2 Functions > LLDP > LLDP MED Settings

LLDP MDI TLV £ 0| E56t(H 802.3at &#H|2 AH| M= WSotH ELICH

LLDP-MED Extended PSE TLV Setting
From Port ToPort Extended PSE TLV

[ s | |Disabled v (Refresh ] [__2pply

P

rt Extended PSE TLV
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

@ |~ | | fw|r =2

Figure 5.54 — L2 Functions > LLDP > LLDP MED Settings
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L2 Functions > LLDP > LLDP Port Settings

LLDP X E ZEE HAIELICH

Basic LLDP Port Settinﬁs 5 2 Safeguard
[ —

From Part TaPort MNotification State  Admin Status Port Description  System Mame System Description  System Capabilities

[ 1~ [ 10 ~| |Disabled »| [T only v [Disabled w| [Disabled v| [Disabled | [Disabled |+

[ Refresh ] [ Apply ]

Port Motification State Admin Status Port Description System Name System Description System Capabilities
1 Disabled TK_and_RX Disabled Enabled Enabled Disabled
2 Disahbled TX_and_RX Disabled Enabled Enabled Disabled
3 Disahled TX_and_RX Disahled Enahled Enahled Disabled
4 Disahled TX_and_RX Disahled Enahled Enahled Disabled
5 Disahled TX_and_RX Disahled Enahled Enahled Disabled
[ Disahled TX_and RX Disahled Enahled Enahled Disabled
7 Disahled TX_and_RX Disahbled Enabled Enabled Disabled
g Disahled TX_and_RX Disahbled Enabled Enabled Disabled
) Disabled TX_and_RX Disabled Enabled Enabled Disabled
10 Disahbled TX_and_RX Disabled Enabled Enabled Disabled

Figure 5.55 — L2 Functions > LLDP > LLDP Port Settings

Enabled — LLDP notification 2 & LI C}.
Disabled — LLDP notification &

Admin Status: LLDP M &2A S HEEHL
TX_Only —LLDP IH2! 2 &40 &
RX_Only —LLDP {2l = g
TX_and_RX - LLDP TH3! 2 &=4l &LICH
Disabled — LLDP IH3! 412

Port Description: Port Description TLV AtEH 2 E dA & & LICt.
Enabled — Port Description TLV € A

=
=
=2

m
>
QD
=2
D
o

|
()]
<
@
[0}
3
Z
QO
3
(0]
_|
[yl
<
1]
=
0
]

Q) =
System Description: System Description TLV AF2H 25 A& & LI
Enabled —System Description TLV £ AIE &L
Disabled —System Description TLV £ AtEZ0tAl &2 &LICT
System Capabilities: System Capabilities TLV IS 2 E S EHELICE.
Enabled —System Capabilities TLV £ Al
Disabled —System Capabilities TLV £ ALZGHAl 2 SLICH

o

HE

ro

23 = HE0lAIAE Apply HES 2=6tH = AIL.
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L2 Functions > LLDP > 802.1 Extension TLV
802.1 Extension TLV & & & &fLIL}.

From Por To Port o
Port VLAN ID Disabled v

VLAN Name [Disabled | [VLANID v

Protocol ldentty | Disabled w|[EAPOL  ~|

[ Refresh ] [ Apply ]

Port Paort VLAN ID WLAN 1D Protocal Identity

1 Disabled (Mone) (None)

2 Disabled (Mone) (Mone)

3 Disabled (Mone) (Mone)

4 Disabled (Mone) (Mene)

5 Disabled (Mone) {Mone)

[ Disabled (Mone) (Mone)

i Disabled (Mone) (Mone)

i Disabled (Mone) (Mone)

2] Disabled (Mone) (Mone)

10 Disabled (Mone) (Mone)

Figure 5.56 — L2 Functions > LLDP > 802.1 Extension TLV Port Settings

Protocol Identity : EAPOL, LACP, GVRP, STP, ALL S0ll At&E3dt 1At ot= Identity £ & 1S LILCt

HE

ro

HZ = HE0IAIAE Apply HES SE6tH = AL,

L2 Functions > LLDP > 802.3 Extension TLV
802.3 Extension & 2 2 Parameter 22| EAIHEE B & &HLILCH

MACIPHY

From Port To Port Configuration/Status Power Via MDI Link Aggregation Maximum Frame Size
1 ¥ [ 10 ¥ [Disabled |v] |Disabled v| |Disabled v [ Disabled v
[ Refresh ] [ Apply ]
Port MAC/PHY Configuration/Status Power Via MDI Link Aggregation Maximum Frame Size
1 Disabled Disabled Disabled Disabled
2 Disabled Disabled Disabled Disabled
3 Disabled Disabled Disabled Disabled
4 Disabled Disabled Disabled Disabled
5 Disabled Disabled Disabled Disabled
1] Disabled Disabled Disabled Disabled
i Disabled Disabled Disabled Disabled
g Disabled Disabled Disabled Disabled
] Disabled Disabled Disabled Disabled
10 Disabled Disabled Disabled Disabled

Figure 5.57 — L2 Functions > LLDP > 802.3 Extension TLV Port Settings
From Port/To Port: 222 HEY LEHRASE L LICH

Enabled — MAC/PHY Configuration Status & Ei S H Al & LICt.
Disabled — MAC/PHY Configuration Status &} Ef
Power via MDI: Power via MDI X2 0{ 2 & & & gtLICH.
Enabled — Power via MDI £ AtZ&LICH.
Disabled — Power via MDI £ AI&3dtA|l 2 &LICH
Link Aggregation: Link Aggregation & EH2| ZAIH S E HELILCH.
Enabled — Link Aggregation & Ei &

(T
FH
>
Ql
>~
el
0
[
.
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Disabled — Link Aggregation & EiE EAIGHAl 2 &L

Maximum Frame Size: Maximum Frame Size E Al &
Enabled — Maximum Frame Size € ZAIE&LIC

Disabled — Maximum Frame Size & E Al Xl Z&LILCH

HPe HE S HECIAIHY Apply HES 2010 = AIL.

]

L2 Functions > LLDP > LLDP Management Address Settings
NMEE LLDP A20F ZatE 2| A4S 838 = JASLICH

From Part ToFPort Address Type Address Port State

[ oo @ [ 0 & P4 | Disabled v

Enabled Management Address Table

Enabled Management Address Port State

o1 Mone Disabled
03 Mone Disabled
05 None Disabled

o7 MNone Disabled

09 Mone Disabled

Figure 5.58 — L2 Functions > LLDP > LLDP Management Address Settings

From Port/To Port: 23S HEE ZEHASE dEHSLICH
Address Type: LLDP =24 24l S MEiot=E 222 IPv4 DELICH
Address: IPv4 =4 & 2 S &LICT
Port State: oY ZE2| SX/AIEHFE S & LICH
StZEE ANSELLT

Enabled — X| & &t
Disabled — X| & &t LEE AI20HAl & &LILCH

HPe HE S HECIAIHY Apply HES 20t = AIL.

re

L2 Functions > LLDP > LLDP Management Address Table
NS LLDP 22| =4 A2 E HEAI&LICH

(LLDP Management Address Table ~  C Sefguard

Management Address | [Pyt & | [_search |

Total Entries: 1

Managemen! Address Adverlising Porls
10.90.90.90 Iﬂﬂde}( 1361212211 {NONE}

Figure 5.59 — L2 Functions > LLDP > LLDP Management Address Table

Management Address: IPv4 E2 IPv6 =4 & 228t £, Search HES 22 & LICH ol
HAIELICH

Subtype: 22| =4 SHA(SF)S ZAELILH (IPv4, MAC S)
Management Address: IP =AJF E Al LICH
IF Type: IF @4/0] ZAIELICH
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OID: SNMP OID Jt EAIELICH.
Advertising Ports: Advertising &£ EJt 2 Al & LICt.

L2 Functions > LLDP > LLDP Local Port Table

LLDP 2Z ZE HZE ZAISLICH

Figure 5.60 — L2 Functions > LLDP > LLDP Local Port Table

Port: LE HSLICH

Port ID Subtype: Port ID Subtype & H Al &fLICH

Port ID: Port ID (Unit number/Port number) € = Al & LICt.
Port Description: Port description = H Al & LI|Ct.

o
2
1
1R
>
[0

NS ZE2E &QIctAIHE View HHES 2

Show LLDP Local Port Brief Table

Show LLDP Local Port Detailed Table

Figure 5.61 — L2 Functions > LLDP > LLDP Local Port Normal Table
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£ .Safeguard,

FortiD:1

Port Id Subtype : Interface Alias
Fortld : Slot0n
Port Description : Ethernet Interface
Port PVID : 1
Management Address Count: 1
SubType : IPv4
Address : 10.90.90.90
IF Type : ifindex
OID:13.61.21.2211
FPVID Entries Count: 0
(NONE)
VLAM Name Entries Count: 1
Entry : 1
WVLAMID : 1
WVLAM MName : default
Praotocal Identity Entries Count: 0
(NOME)
WMAC/PHY Configuration/Status
Aute-negoriation Support: Supported
Aute-negoriation Enabled : Enabled
Auto-negoriation Advertised Gapahility - 0000(hex)
Aute-negoriation Operational MAU Type : 001e(hex)
Power Via MDI :
Link Agaregation :
Aggregation Capability : Mot Agoregated
Aggregation Status : Mot Currently In Aggregation
Aggregation PortID : 1
Maximum Frame Size : 1522

Show LLDP Local Port Brief Table
Show LLDOP Local Port Narmal Table

Figure 5.62 — L2 Functions > LLDP > LLDP Local Port Detailed Table

L2 Functions > LLDP > LLDP Remote Port Table
LLDP Remote Port Brief £ & QI6tAIH, LE HSE HE6l1) Search HES 226l A AIL.

S.Safeguard,

Port

PortID ;1

Remate Entities Count: 0
(NONE)

Mormal @ View Maormal
Detailed : Wiew Detailed

Figure 5.63 — L2 Functions > LLDP > LLDP Remote Port Table
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 LLDP Remote Port Normal Table 0O Seeguad

PortiD:1

Remote Entities Count: 0
(NOMNE)

Show LLDP Remote Port Brief Table
Show LLDP Remote Port Detailed Table

Figure 5.64 — L2 Functions > LLDP > LLDP Remote Port Normal Table

LLDP Remote Port Detailed Table ¢ Safeguard

FortID 1

Remote Entities Count: 0
(NONE)

Show LLDP Remaote Port Brief Table
Show LLOP Remaote Port Mormal Table

Figure 5.65 — L2 Functions > LLDP > LLDP Remote Port Detailed Table

L2 Functions > LLDP > LLDP Statistics
LLDP EcllE AMEHE HEAIELICH
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P Statistcs T g

LLDP Statistics System
Last Change Time
Number of Table Insert
Number of Table Delete
Number of Table Drop
Mumber of Table Age Out

LLDP Port Statistics

Pot  |TxPortFrames JAEILE
rded
1 0 0

[
i}
[
o
o

RxPort FramesErrors

3 s RxPortTLVs
0 0

Clear

(

RxPortTLVs
Unrecognized

Refresh

J [ J

RxPort Ageouts
o

[
S T B |
2 0 o o o o o o
v S O | B |
5 0 o o o o o o

T |
7 0 0 [ 0 0 0 0

O e ] | o]
g 0 o o o o o o

L S |

Figure 5.66 — L2 Functions > LLDP > LLDP Statistics

LLDP Statistics System

Last Change Time — =50| & 44l
Number of Table Insert — M S |
Number of Table Delete — At HIE S5 2|
Number of Table Drop — HIOIE S
Number of Table Age Out — Al 2+0]

LLDP Port Statistics

TxPort FramesTotal — LLDP Z &g &

RxPort FramesDiscarded
RxPort FramesErrors —

QoS > Bandwidth Control
N&Est ZEN Oist oI &

Ok

A
_l_/d

RxPort Frames — =&l & LLDP Zd|g 8
RxPortTLVsDiscarded — LLDP-TLV =& &
RxPortTLVsUnrecognized — 7 & & TLV Z
RxPort Ageouts — LLDP Zcf| 22| RE A2t

S
=
.

Jt=

S
=}

oQ
o
FH
=
it
s

[

4l LLD

= LLDP g

m o

o M

-u
IF
=
1154
OfA
=
~

HO
Ju
S

0o
g
0z

is]
= = 0
o
-
O

IH
&

% 00

of
o
c 4

&
4>
o i

Q

°
o

HH
=

02

=

jo

&

0o

|E

=

00

FH

Fraom Port To Port Type Mo Limit Rate(54-1024000)
[ o & [ o & 'R v|  [Disabled v | | kbitsfsec

Fort Tx Rate (kbitsisec) Rx Rate (khits/sec)

01 Mo Limit N Limit

0z Ma Limit Mo Limit

03 Mo Limit Mo Limit

04 Mo Lirmit N Limit

05 Ma Limit Mo Limit

08 Mo Limit Mo Limit

o7 Mo Limit MNa Limit

0g Ma Limit Mo Limit

09 Ma Limit Ma Limit

10 Mo Limit MNa Limit

Figure 5.67 — QoS > Bandwidth Control
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From Port/To Port: 88 & ZLE HE SEELIC

Type: RX (==41), TX (54!), Both(Z 2 &) S0l &8s HES =2 A LIC

No Limit: 8& £ES MSHoHAl 2 2AIEH = &=22| 8= Enabled 2 HEIGIH =& AIL.
Rate (64-1024000): MI8t& M&=TE Q128 (M9 : 64 ~ 1024000 kbps)

re

HEet HE S HECIAIHY Apply HES 2010 = AI2.
QoS > 802.1p/DSCP/ToS
QoS = IEEE 802.1p & #& 2 A& ELILC
VolP, 3EctRE, M AH 3

EciH0ll CHoltod MS0l Uher AH LS &2

Ol 7&AHL 8E0 et 2=t 7=

0
g
°
LS

— i

Select QoS Mode 802 1p v
Queuing mechanism: | Strict Priorty

# WRR: Low: Medium: High: Highest=1:2:4:8
From Port To Port Priority
0
Fort Friority
01 Medium
0z Medium
03 Medium Foringress untagged packets, the per port "Default Pricrity” seftings will be applied to packets of each portto
04 Medium provide port-based traffic prioritization
05 Medium Faringress tagged packets, D-Link Smart Switches will refer to their 802.1p infarmation and prioritize them with 4
06 Medium different priority queues
07 Medium 802.1p mapping table
08 Medium Low: =12
0g Medium &
10 Medium M=y s
High =45
Highest =6,7

Figure 5.68 — QoS > 802.1p/DSCP/ToS

Select QoS Mode: 802.1p, DSCP, ToS = & &Gt At 6t= QoS ZalS A gL},
Queuing Mechanism

Strict Priority: 2 &2l &2 £ =

WRR: Weighted Round-Robin 212|522 MEE IH3! HE = HISS 28 ot= SA LI

40
X
Hr
)

From Port/ To Port: B2 ZEQ| B E
Priority: Highest, High, Medium, Low & & &6t U At 6t= 4= E S ELICH

HES HNEGHA AT Apply HEZ 200 = AIL.
QoS > IPv6 Traffic Class Priority Settings

IPv6 EciH0l (et RE=E & SLICH

PuS Traffc Class Priorty Seft .

IPv6 Traffic Class (0~255) Priarity
—
IPv6 Traffic Class

Figure 5.69 — QoS > IPv6 Traffic Class Priority Settings
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IPv6 Traffic Class (0-255): IPv6 Scii A gt2 & &FLICH.
Priority: Highest, High, Medium, Low =& 8 & & 24 =2 E A& SLICH

HZE AL S HECIAIHAE Apply HES 2610 =& AI2.

QoS > TCP/UDP Port Priority Settings
TCP/UDP EE J|Bte M= E & &FELIC.

TCP/MUDP TCP/UDP Port (0~65535) Priority
TCP - Medium |+
TCPUIDP Port Number

Figure 5.70 — QoS > TCP/UDP Port Priority Settings

TCP/UDP: ANIES Z2E2°| EFE M ELICH

TCP/UDP Port (0-65535): & X8 ZEMSE Q218 C}

Priority: Highest, High, Medium, Low S 88 & RS8R E S &LITH
BES AISt2 M ESIAIHH Apply HES 22610 FHAIL

Security > Trusted Host

2 AX U0 Cist A=A 22| E 51EE Host £ NI & GH= JIsLICH

Trusted Host O Enabled @) Disabled
IPv4 Address I:l MNetmask

IPy6 Address | | Prefix [ |(1-128)
# Please add your local host IP address first to make it trusted. Otherwise, the connection will be stopped.

Trusted Host Table
# Maximum 10 entries.

(D |IPAddiess NelmasidPrefix

Figure 5.71 Security > Trusted Host
Trusted Host: & J|S2 AFEWHRE A LICH

INES]

e

IP 2= 43t

o

Oolad
=

on

FLICH.

IP Address Subnet Mask Permitted IP
192.168.0.1 255.255.255.0 192.168.0.1~192.168.0.255
172.17.5.215 255.0.0.0 172.0.0.1~172.255.255.255

Security > Port Security
ZEY X0 MAC Address =2 XIZ&O2M =12 QIDIE X &2 MAC Address 28 H 8&5 =
Edi® S XIHotE s LI
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H¥Y LEO WIS M

(D |

11, Admin State £ Enabled & & & L|C}.
Max Learning Address € 2 &5t Apply HHES 2010 FAAIL.

From Port To Port Admin State Max Learning Address (0-G4}
[0 ¥ [0 ¥  [Dsaed ¥ b
Port Security
MaxLeaming Address
D|sab|ed 0
03 Disabled
05 Disabled 0
a7 Disabled o
09 Disabled

Figure 5.72 — Security > Port Security

Security > Traffic Segmentation
Nt ZENMN 4AlE= EcHE S MEist ZEZO SAGES ot= JlsLICH

Forwarding Port Settings (Enabled & Disabled
From Port All Select All Clear Apply
I ([ (7 S I
Forwarding Port Table
Port Forwarding Port |

1 1-10

2 1-10

3 1-10

4 1-10

5 110

6 1-10

7 1-10

8 1-10

9 1-10

10 1-10

Figure 5.73 — Security > Traffic Segmentation

M M EH

—

o
2

) SHX LES Mt =, Apply HES 2 &

[e]f

FAI2A™ From Port Off 2 X ZE

2380
FAAIL

i

Security > Safequard Engine
Virus Lt Worm 1t 22 UIE®IQ S22 2 216l0 CPU £alJt 2 M5t= SME MHs2 2 XHHELICH

Sefeguard Engine et .

Safeguard Engine State ®Enabled O Disabled

Apply

# D-Link Safeguard Engine is a robust and innovative technology developed by D-Link, which will autematically throtile the impact of packet flooding into the switch's
CPU.
It will keep D-Link Switches better protected from being too frequently interrupted by malicious viruses orworm attacks

Figure 5.74 — Security > Safeguard Engine
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Security > Storm Control
BZ2EIHAE HEIHAE, D&

Storm S 2 2t=F=6t0 oY IH2! S M&E S X

il
10
-
U

HAE TH200 CHolt XIE S =X 20 =U6t= EHE O CHol M =
F

wiilofn Contiol Setings 2.Safoquond,

Storm Contral () Enabled  (® Disabled

Storm Control Type

M=(1-~16000)

Threshold (64Kbps * ) G4kbps * [ | = 0 Kbps

Figure 5.75 — Security > Storm Control

Storm Control Type: Broadcast Only, Multicast & Broadcast, Multicast & Broadcast & Unknown Unicast =
A XHOt DX Gt Storm 2| SFE A& ELICH

Threshold (64Kbps * N): 51 & X E 64Kbps XN 22 H &SI oY =X E 2

]
-
0o

S AES N25HAIME Apply HES 2215101 TAIAIQ.

Security > ARP Spoofing Prevention
ARP spoofing (2 Z ARP poisoning) 0l CH&t S22 & XtHot)| fIst SetE8 Z LICH
IP Address, MAC Address £ Ports S 2% 2 X| &t Y C

£.Spoofl ion St S.Safeguard,

IP Address MAC Address Parts

\ [ [ |Ex12.46)
Total Entries: 0
# Maximum 64 entries

P Address MAC Address

# 1. ARP is the standard for finding a hosts MAC address. However, this protocol is vulnerable that cracker can spoofthe IP and MAC information in the ARP packets
to attack a LAN.

2. The main purpose of this feature is to protect network from Man-in-the-Middle or ARP spoofing attack including router / gateway or specific client.

Figure 5.76 — Security > ARP Spoofing Prevention

IP Address, MAC Address, Ports & 25 2126t Add HES 22 & LIC
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Security > DHCP Server Screening
DHCP Server Trusted Port 2 X|&st LE

DHCP Server Trusted Port Seffings
S e I T T
Trusted DHCP Server IP Settings
EE. Adg
Omre [ Ex1234:1234) d
Trusted DHCP Server IP Lists
# Maxmum 5 entries.
Figure 5.77 — Security > DHCP Server Screening
Trusted DHCP Server IP Settings: Trusted DHCP Server 2| IP =4 & 22510 XI& &t Server 2t SE&

= AsLICH

Security > SSL Settings
AX dFH S50 CHst

— =g/

A
SotES O

L]
x
JE
oo
-
Q

=
e

w

S5L State OEnabled @ Disabled
# HTTP will be disabled if SSL is enabled
§5L Ciphersuite Settings
RSA-NULL-MDS @ Enabled O Disahled
RSA-NULL-SHA1 ®Enabled (O Disabled
RSA-DES-5HA1 ®Enabled (O Disabled
RSA-3DES-SHA1 ®Enabled (O Disabled
DH-RSA-DES-5HA1 @ Enabled O Disabled
DH-RSA-3DES-SHAT & Enabled O Disabled
REAEHP1024-DES-SHAT @ Enabled O Disabled
Figure 5.78 — Security > SSL Settings
\‘ NOTE: SSLJISS AMEE H2, YS3IZ 21604
AN H=5 2L SF HOIKI EAIDF LB &0
BIoHH A2 E 4= AsLICH
Security > Smart Binding > Smart Binding Settings
MAC =42 IP =20t YXIot= HZUHA @SS IH2/BH 5 Eote 22t Jls2 LT
2Jls2 ZE J|HteZ S&06tH IMPB white list 2| AE N SE& 2D I3 MES SIE&LICH
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From Port ToPort State

Packet Inspection DHCP Snooping
INMPB Setti
m& Aiso inspect IP packels
Dlsab]ed Enabled Disabled
—
03 Disabled Enabled Disabled
05 Disabled Enabled Disabled
07 Disabled Enabled Disabled
09 Disabled Enabled Disabled

Figure 5.79 — Security > Smart Binding > Smart Binding Settings

From Port/ To Port: 2 882 HZ& ZLE HAE HESLICH
State: Smart Binding ZEHRE SIS LILL

-

Enabled — Smart Binding = £ &.
Disabled — Smart Binding & &6tX| &S
Packet Inspection: ARP Inspection 2t IP+ARP Inspection S| A& X Z5t& = USLICH

ARP Inspection 2 A9 X[t =4I ARP IH2! S Z ALSHL2 Smart Blndlng ©| White List == 1 5| 2 & LICt.
ARP 2! 2] IP-MAC & 2 It White List &0l 812 3 <, dilg MAC = XHEHSELICH CPU o) Al2 2 S =0
= St= A}2L Unicast IP IH2! S 23 (DoS 2#)2 ARP IH2 & _—3—8}5 80l OtLID| 20l Ol S Xt&kot
& REHLICH

ARP+IP Inspection 2 A2 X0t =4S ARP & IP 2! & 25 Z Atot 1) IMPB White List = = 1t H| W 604
SE0l 8l= MAC =245 XHEHSHII 0l DoS 33 NHAI XtHeE &= ASLICH

DHCP Snooping: DHCP At 2t S0P EZRH =4l= T2 S & 216t White List 0l S S &fLICH

HZHE A S ®E5HAI2 S Apply HIES 2 2/8LICH

Security > Smart Binding > Smart Binding
IP-MAC-Port Binding 2 8 & SS0ot 4Lt XIESHIP =4 S

nlo
H
1n
oY
Iz
Qﬂ
]
™
Jjo
Qj
(=]
oin
Jn
uor
1>
<]
i3
C
]

Manual Binding

IP Address MAC Address Fort
[ | Add

Auto Scan

Enter a range of IP address to scan all devices in the network.

IP Address From | 1o
[ Select All ] [ Clear &l ] [ Apply ]

IP Address WA Address

Figure 5.80 — Security > Smart Binding > Smart Binding

Manual Binding &3
IP Address: IP FAE 228

‘I

|Ct.

MAC Address: IP =40 o€ ot= MAC =42 SSE&LIT
Port: IP-MAC binding S50l S ARIX ZEBSE A LICH
Add HEZ 26t 2E0 SS&LILCHL
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Auto Scan &%

IP Address From/To: IP 2] HIE XIEELICH L=, AR HEE RLE U S HMGIHH S22
= LICH.

Scan HES 2&ot2 ZMZ WL EAISLICH
t= =SS0l M=Z&LICH
Bi

Binding: SSot1X
2 inding Ofl X328 =

I o
Apply HEZ2 2=0t(¢

Ju
o
on
J
i
-
ful

Security > Smart Binding >
IP+ARP Inspection 2 =01 &

AME = AsLICH

White Lis
<, %%% IP-MAC-Port Binding S 2 &

ro
Q'j
kJ
e
=0)
_Qﬂ
N
_—IO
on
Jh
in
Jo
J
o

- :

[ Delete ][ Select All ][ Clean ]

Total Entries: 0

IP Address Mac Address | Delete

Figure 5.81 — Security > Smart Binding > White List

BHE AL A9

g

el

i

?/8t PC = White List 0l SS&I0f QL010F & LICH

Security > Smart Binding > Black List
Black List = XI&& S=Q/LICt ARP Inspection 2501 22, IP-MAC-Port 20 2 XIotXl &= ARP IH3!
=2 BUi= &8I EAIELICH

VID IP Address MAC Address Paort

| | | | | |

[ Delete J[[ _selectal ][ Clean |

Total Entries: 0

IP Address Mac Address 70 Delete

MAC Address: 2246t DXt
Port: ZXIJt HZ&E ZE
Delete & =0l X2 =, Appl
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AAA >802.1X > 802.1X Settings
IEEE 802.1X = UIERIZ HE& 2et= &FetLIC

i

802.1X Settings 52 Safeguard

802.1X OEnabled (@ Disabled

802.1% Global Settings

Radius Server IP l:l @ IPvd QuietPeriod {0 - 65535 sec) l:l
[ owrs ServerTimenut (1 - 65535 sec) [ 1

Key |:| SuppTimeout (1- 65535 sec) I:l

Confirm Key l:| MaxReq (1-10} l:l

TxPeriod (1- 65535 sec) [ 24 ReAutnPeriod (1 - 4294967295 sec) [ 30

ReAuthEnabled

802.1X Port Access Control
From Port To Port Control

Port Control Port Status Session Time User D

Figure 5.83 — Security > 802.1X > 802.1X Settings

%)
x
&
T

RADIUS Server IP: RADIU I
Key: RADIUS MHI|E L& LI (
Confirm Key: 40| Key at2
TxPeriod (1 — 65535 sec): TxPerio
I2)0il 2o 2 & ELICH
ReAuthEnabled: MHo1E &e (R E HEHSLICH
QuietPeriod (0 — 65535 sec): 2201
SuppTimeout (1 — 65535 sec): A1 SMHS2F 2240
ServerTimeout (1 — 65535 sec): 21

A2+ LICH.

MaxReq (1 —10): 215 H&0| Bt &EJ| M0l EAP &
ReAuthPeriod (1 — 4294967295 sec): MQIS &g D

SN eIEsS Mg =) E HSLITH

o
g

o
=
¢
S
nio
=
o
Ok
Qj
rir
ot
4
10
c
o

orr
=
W
P
50
1o
0y
10
=
e
I
0
0
=
>
R0
Pall
S

From Ports / To Ports: 802.1X 0IES2 M ES LEYHAE HESLIC

802.1X Port Access Control: "Force Authorized", "Force UnAuthorized", "Auto" & & &4 &L C}.
- Force Authorized: 802.1X 21 &= AtE0otXl 2 &LICH HZE 2cl0|HE= 21S210|
- Force Unauthorized: SiE ZEJt &4t 0|15 AEHZ T, 22H0/HE 21E0| XSG
-Auto: HZE S2H0IHEDIL802.1X 1SS Alde &, HIER I =0 Jts&LIC

OlH
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ACL > ACL Wizard

MAC =4 L= IP 4 J|Bte] IH3IS SR E MO LIt

From

To

ACL Configuration Wizard @ Safeguard

General ACL Rules

From

Any Ol —

To

Ary O —

Senvice Type

Ary v ——
Artion

LT

Ports
[ Ex:(1,2,4-5)

#  ACL Wizard will create the access profile and rule automatically.
For advanced access profilefrule setting. you can manually configure itin Access Profile List

Figure 5.84 — ACL > ACL Wizard

Any - 2 source(SAI S o W20l ol #=22 HESELILL

MAC Address - S8t MAC =AE 2R 8t source(SAIEHE) Ol CHoll &S EZ&LICH
IPv4 Address - S5 8t IPv4 =248 276t source(S &) 0l CHoll =& = A& LICH
IPv6 Address - S S8t IPv6 =AE 225t source(S &2 0l CHoll 7= 2 HE&LICH

Any - & & destination(==4&IEH2) 2 TH2!0l CHoll #& = HE&HLICH

MAC Address - S=8t MAC =4 £ 2R 8l destination(=& &2 0l CHoll #& 2 HE&LICH
IPv4 Address - SE&t IPv4 =28 2 36t destination(=4I & 2) Ol Tioll #& 2 HEEHLICH
IPv6 Address - S S8t IPv6 =245 2 26t destination(=41 & 2) Ol THol #& 2 HE&&HLICH

Service Type

Any - DE T§21 S 2018},

IGMP - IGMP TH3! & & QI&tLICt.

TCP AIl - 2 TCP 2! 2 &QI&tLICH.

TCP Source Port - X &8t &4 TCP I

TCP Destination Port - X| & & =4I TCP W32

UDP All - 2 UDP IH3! S &QI8HLICH

UDP Source Port - X\| &8t &4 UDP 312l ZEHS E S0IELICT
= (0]

-

UDP Destination Port - X| & &t =41 UDP 3! 2| i

Action: I M E= oI EotAIHA S Permit £ 8 &46t1], XA H Deny £ HEi g LICH.

Ports: B 2< X E HPAE LHELICH

[=}

\‘ NOTE: ACL #%0| ==& Z<20l= Rule ID J}

<2 850l 2d gL

o g
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ACL > ACL Profile List
SS=E ACL 7= 2 EAELICH

w

[ add [ celeteal |
Profile 1D Type Profile Summary
51 Voice VLAN | Source MAC [(Show Details Show Rules
52 ARF-SP | Source MAC, Ether Type, ARF Sender AC, ARP Sender IP [Show Details Show Rules
53 ARF-SP | Ether Type, ARF Sender IP (Show Details | [ Show Rules
54 IMP8 Source MAC, Source IP (Show Details ] |[__Show Rules
55 ACLQOS |Destination Port, IPv6 Class [(Show Details ] |[__Show Rules
56 SUnEIlance | source WA Show Details ] |(_Show Rules
a7 Dhcp SB.WE[ Source IP, Source Port, Destination Port Show Details Show Rules
Screening
58 Zone Defense | Source IP (Shaw Detailz | [ Show Rules

Current/lax. Profile: 050, Current/Max. Rule: 1/200

Figure 5.85 — ACL > ACL Profile List

tol S5 = UAsLIt

Profile ID: 1~50 ¢ = & &4 .
0l € £ 0, Normal, Voice VLAN &)

¢)
Type: Profile 2| Type 2 HAI&LICH.

Show Rules: Profile il SE&t 8% #22 &
Edit / New Rules: & E# &t Profile 2 %=
Delete: M&ist F =2 ALHIELICH

Profile & =JtotAlA® Add HES 2= &LILHL

Select Profile ID
Select Frame Type @wmac ACL Tagged b

CIPva ACL
O IPvG ACL

‘You can select the field in the packet to create filtering mask

MAC Address |802.10.\.’LAN| Ether Type | PayLoad

Back | [ Add ]

Figure 5.86 — Add Access Profile

Profile 2 =Jlot= &

1) Profile ID 2t Frame Type 2 & &{&LICT
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Select Profile ID

Select Frame Type ® MAC ACL
Q1Pva ACL
QO IPvE ACL

You can select the field in the packet to create filtering mask

MAC Address

502.1QVLAN

Ether Type | PaylLoad

Figure 5.87 — Add Access Profile

Profile ID 1~50H & gt == JUSLICH
Frame Type ACL £ BE< IH2! 2| Layer E M LILC
MAC =4
MAC ACL Tagged - L2 GlIH2 802.1Q 2 EE HEELIC.
Untagged - 802.1Q 2=t = L2 dIHE A EELICH
IPv4 =4
ICMP - L4 Z2& 20! ICMP E & QI & LICH.
IPv4 ACL IGMP - L4 Z2E30! IGMP S &QIg LI
TCP-L4 Z2&Z2I TCP £ &02lgLIC}.
UDP - L4 =2 & 201 UDP £ &0QIgtLICt.
IPv6 =2
- o ol E =olg .
IPV6 ACL ICMP - L3 IPVG__EE ICMP = =° LICH
TCP-L3IPv6 ZZEZ0Q!I TCP £ &I LICH
UDP-L3IPv6 Z= EZ2I UDP £ &ClgLICt
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MAC ACL 2| Tagged S 1EiGI1) Select HES 2t 2, Otciet 201 2 &=2= FIt2 LS LICH

- o

WA A Tl i ) SRTeguRrd

Selact Profile ID
Select Frame Type @ MAC ACL Tagged e

QO1Pva ACL

You can select the field in the packet to create filtering mask

MAC Address 802 1QVLAN | Ether Type FaylLoad

MAC Address

OlsourceMACMask [ || Mask Generate
OpestnationMaCMask | || Mask Generate

802.1Q VLAN

[Os02.1p CJvLANVID

Ether Type

[ Ether Type

[ Back ] [ Add ]

Figure 5.88 — Add Access Profile (MAC ACL)

Source MAC Mask source(S4lXl) &l MAC =& 2 &LICt Ol)FF-FF-FF-FF-FF-FF
Destination MAC Mask destination(==&1 XI) 2] MAC =45 A& &LICH

802.1p IH2! 6l 4 2] 802.1p Priority at 2 & QI5tAIA ™ X2 &FLICH

VLAN ID IH2! Gl 2] 802.1Q VLAN ID £ &QI5tAlA ™ X2 & LICH

Ether Type 2! ol 2l Ether Type 2 & QIotAIA S M AELICH

22 6HA! ACL Profile 2 FJt6tAIHA S Add HES S= & LILCH.
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IPv4 ACL ICMP profile

AIDACLPIONS i D) Sefeguard

Select Profile ID

Select Frame Type QmMAC ACL
@ IPva ACL ICMP
O1PvE ACL

You can select the field in the packet to create filtering mask

L2 Header

IPv4 DSCP

[ Type

IPv4 Address

[Jsource IP Mask l:l Mask Generate
[ Destination IP Mask l:l Mask Generate

ICMP

[ 1cke Type [ ICMP Code

[ Back ][ add ]

Figure 5.89 — Add Access Profile (IPv4 ACL ICMP)

Source IP Mask ol

=
=
2= LI

SAX P =22 ™

=0, 176.212.XX.X

Destination IP Mask =AM P F=A9
ICMP Type ICMP Type Z
ICMP Code ICMP code Z

Eol
=

8H\| 2™ Mask 2= 255.255.0.0 2

M3 g LICH
M3 LICH
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IPv4 ACL IGMP Z2 It

Add ACL Profle ... \) Sefeguerd

Select Profile ID
Select Frame Type O MAT ACL
@ 1Pva ACL IGMP b
O1Pvs ACL

You can select the field in the packet to create filtering mask

L2 Header | IPv4 DSCP | IPv4 Address

IGMP

O Type

[ Back ] [ add ]

Figure 5.90 — Add Access Profile (IPv4 ACL IGMP)

IPv4 ACL TCP 2T+

AddACLProfle ... ') seieguard

Select Profile 1D
Select Frame Type O MAC ACL
®1Pv4 ACL P ~
OIPva ACL

‘You can select the field in the packet to create filtering mask

L2 Header | IPv4 DSCP | IPvd Address TCP Port TCP Flag
TCP Port

[ source Port Mask |:|
[ Destination Port Mask |:|

TCP Flag
[ TcP Flag

[ Back ][ Add ]

Figure 5.91 — Add Access Profile (IPv4 ACL TCP)
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Source Port Mask ACL 70 HEE SAX LEHSIE LS LI

(HE =0,0-15 2 H&GtAIHH Mask gt2 FFFO 0 ELICEH)
Destination Port Mask ACL 70 HEEE 40X LEHSIE LS LI

(29 0fls &2 2&LICH)
TCP Flag TCP Flag Type Z S 9| 2tS Ql&i8tLIC}

22 6HA! ACL Profile 2 FJt6tAIHA S Add HES S= & LICH.

IPv4 ACL UDP Z 21}
AddACLProfle ...\ Ssweguad

Select Profile ID

Select Frame Type QO MAC ACL
@ IPva ACL UDP L
O IPvB ACL

You can select the field in the packet to create filtering mask

L2 Header | IPv4 DSCP

UDF Port

IPv4 Address

[ source IP Mask I:l Mask Generate
[ Destination IP Mask I:I Mask Generate

UDP Port

[ =ource Port Mask l:l Mask Generate
[ Destination Port Mask I:l Mask Generate

Figure 5.92 — Add Access Profile (IPv4 ACL UDP)

Source Port Mask ACL 70 HEE SAX LEHSIE LS LIC
(HE =0{,0-152 E&XFotAlAH Mask gt2 FF JF ELICH)
Destination Port Mask ACL R0 M2 A ZEHIS U EHLICH
2

Oled

2 & ot4l ACL Profile & FIt6tAlAH Add HHES 2 & LICH
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IPv6 ACL ICMP 22T+

_AddACL Profle ... | Sefeguerd

select Profile ID
Select Frame Type O mMaC ACL
QO 1Pvd ACL

You can select the field in the packet to create filtering mask

L2 Header 6 Class 5 / ICMP

IPvE Class
[ IPvé Class

IPvE Address

[ =ource IP Mask I:I Mask Generate
[ Destination IP Mask l:l Mask Generate

ICMP

[J 1cMP Type [ 1ICWP Code

[ Back ] [ Add |

Figure 5.93 — Add Access Profile (IPv6é ACL ICMP)

Source IP Prefix ACL 720l HE2& &41Xl IPv6 Mask gt2 2 & &LILCH
(0lE S04, 2002:0:0:0:0:0:b0d4:0 E & & StAlI A A Mask gt= 128 0|
= LICH)

Destination IP Prefix ACL 7 &0 88 44Xl IPv6 Mask gt= 2 &LICH
(BE2 0l= AD|2 2&LIC)

ICMP Type ICMP Type field & =& LILCH

ICMP Code ICMP code field € B &g&tLICt

& 5t4l ACL Profile £ FI16HAIZI S Add HES 24

—/

il

LICtH

IPv6 ACL TCP Z2 1+
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WA AC rOll i O Setoguard

Select Profile ID
Select Frame Type O MAC ACL
O IPvd ACL
®1Pv6 ACL TCP A

You can select the field in the packet to create filtering mask

L2 Header | IPvG Class IPv6 Address TCP Port
IPvE Address
[ Source IF Mask I:l Mask Generate
[ Destination IP Mask l:l Mask Generate
TCP Port
[ Source Port Mask l:l Mask Generate
[ Destination Port Mask l:l Mask Generate

Figure 5.94 — Add Access Profile (IPv6 ACL TCP)

Back

Ji

Add

Source Port Mask

Destination Port Mask

2 &ot4l ACL Profile & =0t

IPv6 ACL UDP Z=2 1t

W A PO ) Sfopuard

Select Profile ID
Select Frame Type

QO MAC ACL

QIPu4 ACL

® 1Py ACL

UDP M

You can select the field in the packet to create filtering mask

L2 Header

| IPv6 Class | IPv6 Address

UDP Port

UDP Port

Osource Portmask | |
CpestinatonPortitask | |

Mask Generate

Mask Generate

[ Back ] [ Add |
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Fiiure 5.95 — Add Access Profile iIPv6 ACL UDPi

Source Port Mask ACL HZI0 228 £AIX ZLE OtAIZS L=EEHLIC
(HE S0{,0-15 2 & FolAlHH Mask 2t2 F JF ELICH)
Destination Port Mask ACL #&0 H#E2g Adgts dESLICH

ol
u 1
>
=
Hel
Im
=]

(OIE‘:-lOl 0;”'— /\I-j|

0
my
g
-
a

& 2514l ACL Profile & FIIotAIZ{ S Add HES 2

Ju
9
C
o

2)ACL &S 2tEA =, Add HHES 2= & LILH

rl‘, An Access Profile has been created with Profile 1D:1

[_cContinue ]

Figure 5.96 — Access Rule List

3) &2 20| Profile ID £ 2 g LICH Continue HHES 2&!/61H Access Profile
List HIQ!l gtHoZ S F=ItE SHOIGHA &= JASLICH HE 73 2l Access Rule List E & 215}7]
215t Edit / New Rules HHES 22!&tHLICH.

R

[ Back J[ add ]

Profle D hocessD —— ITpe —— swmnmay  ladon | Dol ]

Figure 5.97 — Access Rule List

Profile ID: & & &t Profile ID & L|C}.

Access ID: Access Rule ID 2 L|C}.

Profile Type: Z2 It Type = H Al LICH.

Summary: Access Rule 2 2| 2tsf &HE HAIELICH
Action: ol & &2 S& (R E HAIELICL

MZ&2 73S =Itot)| ?Iot0, Add HES 2= & LICH
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Add Access Rule .Safeguard,,

Profile Information

Frofile I 0z
IP Protocol ICMPvE
ICHP Type YES
ICMP Code YES
IPVE Class YES
Saurce IPv6 A A 77 5868
Diestination IPvG oo . FFF. FfF. ffF. fff. ffif. cooc
Rule Detail
(Keep aninputfield as blank to treat the corresponding option as "dont care™
Type IPvG
IPV Class [ ] Exezsn
Destination IPvE Address I:l Ex:(1234:1234)
Source IPvE Address I:l Ex(1234:1234)
IP Protocol : ICMPvE
Tipe [ ] excoess)
Code [ Exesm
Ports ="
Back ][ Apply ]
Figure 5.98 — Add Access Rule
Profile Information &2 & Profile ID & Ether Type 2 8 2Jt EAIELICH
Otciet 2 220 &35 UE6tH NE &= 8L
Access ID: AtE&! Access ID E L ELICH (< : 1 ~65535)
Type: MAC, IPv4, IPv6 = Type Ol E A& LILCH.
IPv6 Class: & & IPv6 S A S LSESLICH (HS : 0~255)
VLAN ID: &8 VLAN ID E 2= 8fLI L.
Destination IPv6 Address: =& X|(==4!Xl) IPv6 address € &/ & &LICH
Source IPv6 Address: 2 XI(S 41 X|) IPv6 address £ 2 & & LIC}.
IP Protocol: && & IP & HEAISLICHL
Type: =9 Type 2 EFolAIHAH ol S gtS L EILICH (B2 : 0~ 255)
Code: A= 0l 2% code 22 22 8LICH (9 : 0~ 255)
Ports: &S 2 AKX ZEBSE dASLIL
Action: ZiXIE IH2!0l &6t #20 EX 2R oY W32 MESHFE AEHFLICH Permit =
S #E0 diEol= 22 MESHH ELICH Deny = diE ol 22 25 XHSELICH
HE S HEZGtAIAHE Apply HES 20t FHAIL

S\ NOTE: Access D ot Jt& W2 2tol 26 H8ELICH

MHE 722 +=86tA ™ Access ID E 2 & LICH.

[ Back J[ Add ]
[ProfieD ————AccessiD —— Type  lSummay T adion | Delete |
ICMPvE, ICMPvE Type, ICMPvE Code, Destination )
= - =52 IPVE, Source IPYG, IPV6 class ST

Figure 5.99 — ACL > Access Profile List > Access Rule List
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ACL > ACL Finder

SZE ACL === ZMFLICH &QIot At 6t= Profile ID £ SEIGHAIHU ZE BISE Yot Search
HES 2= & LICH B Profile % A HIGAIA S, ol & == 2| Delete HES 2260 =& AIL.
ACL Finder O safeguard
ACL rule finder helps you identify any rule has been assigned to a specific port
255 IFB Deny
Figure 5.100 — ACL > ACL Finder
PoE > PoE Global Settings
PoE & EU AIZE D A= EES HAIOHH, ERE B2, AKX XIZot=s S PoE EES XEE =
USLICEH
PoE Global Settings (_)r Safeguard
POE Fower Threshold (7.1-78.0) 780 |watis
Fower Shut O Sequence Deny next port v
System Power Status
Total PoE Power Budget 78
PowerUsed 0
Powerleit 78
The percentage of system power supplied 0%
# 1. 7watts guard band is reserved for system to prevent a PD from being powered off when encountering a sudden increment of PD power supply. When Used
Power reaches guard band, a new PD will trigger the action defined in Power Shut Off Sequence.
2. Ifa sudden increment of a PD power causes PSE power overload, switch will firstly stop power supply to the port with a low pricrity PD. As a result, high prigrity
FD canwork without being affected
Figure 5.101 — PoE > PoE Global Setting
System Power Threshold: A2 X0l X2 & &= A= PoE SHS ZZ LI
(SPN-12080P : 7.1 ~ 78.0 watts / SPN-14240P : 7.1 ~ 185.0 watts)
Power Shut Off Sequence: AFE2% 1) = PoE E0| & &t PoE S 2 T NoIUS 22, PoE S&S
Nigtols 8 S S LICH
Deny next port: LE A =AE 2 AIGtL] PoE E AME0t1D UYesE ZE S 0K ZEQ| MHO
|.[:}EI L| |.
Deny low priority port: &8 &t ZEQ| M =20 [t I H2 =12 LES| M0| XS LICH
HEe =S HE0tAIAE Apply HHES 2= LICH
System Power Status
Total PoE Power Budget: A</ X|Jt X|26t= PoE 52 =2 &Ml &8 & PoE S 2 EAI&LICL
Power Used: &1 AtE&I1) U= PoE EE S ZAIELICH
Power Left: S0t = PoE &= HEAIELILCH
The percentage of system power supplied: POE AI2 &2 HWEE23 HAISLICH

PoE > PoE Port Settings

SPN-12080P/SPN-14240P = |IEEE 2=
IEEE802.3at(15.4W) 2t IEEE802.3at(30W) £ Xl & ot SPN-14240P = 1~4 81 L E

K&ot1 5~24 H ZE= |EEE802.3at 2F X & & LIC}.
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ScHA #HE X &ot= PoE = Ofci 2t 25 LICH

Class Usage Output power limit by PSE
0 Default 15.4W
1 Optional 4.0W
2 Optional 7.0W
3 Optional 15.4W
4 Reserved 30w

From Port To Port State Time Range Pricrity Power Limit

1 v| ‘ 8 V| |Enahled v| |N-’A \'| |Nurmal V| ‘Autu V| ‘ |Watls
[ Refresh ] [ Apply ]

# The port 110 port 8 can be set a power limit between 1W and 30W. Max power used by PSE: Class 1: 4\, Class 2: 7W, Class 3: 15.4W, Class 4: 30W.

Part State Time Range Priarity PLDImir Pm?r 'u'n:tfa:ge CHH:T Classification Status
1 Enabled NIA Maormal Auto 0.0 0.0 0.0 MNIA POWER OFF
2 Enabled MNIA Mormal Auto 0.0 0.0 0.0 MiA POWER OFF
z) Enabled MIA Maormal Auto 0.0 0.0 0.0 A POWER QOFF
4 Enabled MNIA Marmal Auto 0.0 0.0 0.0 MIA POWER OFF
5 Enabled MNIA Mormal Auto 0.0 0.0 0.0 MiA POWER OFF
6 Enabled NIA Maormal Auto 0.0 0.0 0.0 NIA POWER OFF
7 Enabled MNIA Mormal Auto 0.0 0.0 0.0 MiA POWER OFF
g Enabled MJA Marmal Auto 0.0 0.0 0.0 MIA POWER OFF

Figure 5.102 — PoE > PoE Port Setting

From Port/To Port: PoOE J|SsS 2 &2& LEYHRE HEELILCL

State: Enabled & & Al, PoE J| 50| S%5t0H, Disabled = PoE J1sS0| JH&LICH.

Time Range: 880oll & AHE RS HELZ 3%, i 2HO0I et PoE &S HMAHE == JUSLICH

Priority: PoE &2 =20l CHEt &= E "Low", "Normal, "High" 3 &H & 20 & 4 USLICH

Power Limit: &J| PoE Z2HAZE JIE0 XF=0 PoE 2= MEHE = JUSLICH JI2-2 "Auto” 0IH,
IEEE802.3at(15.4W) EEZ 0l Al Xts =& & LICH

User Define: PoE 22 KISt DAL ot= 22 Y& 4 USLICL(ER : 1~30W)

HASH SE 2 HEGHAIAY Apply HES S26tD, =52 HES B AIGteH Refresh HES 22/ &tLICH
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SNMP > Trap to SmartConsole Utility

ARX SHE

Mg R

2l El(SmartConsole) 2 &

Trap to SmartConsole Utility

S0t 2LIHE

&) Safeguard

Trap To SmartConsaole

Destination IP

OEnabled @ Disabled

ooco ]

lllegal Login

Device Bootup

Port Link Up/ Link Down
RSTP Port State Change
Firmware Upagrade State
PoE Power On / Off

PoE Power Error

PoE over max power budget

Figure 5.103 — SNMP > Trap to SmartConsole Utility

Destination IP: SmartConsole 0| & X|& M IP =45 L& &LICH

lllegal Login: 21921 Password Jt SHIEX £ 2 M2 ESAIEE MHZ ESELICH
Device Bootup: A|AEI S8 HEE AHZE MEE Il]

Port Link Up /Link Down: ZEE H& 2 E Mz dSELICL

RSTP Port State Change: RSTP X E 9| HAAEE ANBHZ dSEHLICH

Firmware Upgrade State: E3{ &2 & & JHIOIE FEHE MBH 2 dSEFLICH

PoE Power On / Off: ZEY PoE &HE AMHE MSELICH

PoE Power Error: Power over loading, Short circuit, Thermal shutdown, Power deny & EiE M S & LICH

\‘ &1 PoE SE&&2 SPN-12080P Jt 78W, SPN-14240P
Jb 185W & LICt PoE 20| 7W &0t U2 &<, Power
Deny Bl Al XIDF 2 &S & LICH
PoE Over Max Power Budget: POE EE 20| T EAS 2, ol HAXE MBHZ2 ESEHLICH
SNMP > SNMP > SNMP Global Settings
H Z SNMP(Simple Network Management Protocol) € AtEGH0{ SNMP Z2 18t A5 &= JASLICH

SNMP Global Settings

SMMP Global State

Trap Settings
SNIP Authentication Traps
Device Bootup
PortLink Up / Link Down
RSTP Port State Change
Firmware Upgrade State
PoE Power On/ Off
PoE Power Errar
POE over max power budget

OEnabled (@ Disabled

Figure 5.104 — SNMP > SNMP > SNMP Global Settings

Trap Settings: 858 SNMP WA XIS & HE&LICH
SNMP Authentication Traps: SNMP &= IS A TH KNI XIE &&S&HLICH
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Device Bootup: A|AE 28 §8E MSEHL

b,
lllegal Login: 2191 Password Jt SHIZ2X 22 AMEX2 5 AISE dSELIT
Port Link Up / Link Down: ZEY A& AEE MSEHLICH

RSTP Port State Change: RSTP &
Firmware Upgrade State: B0 &
PoE Power On / Off: LEY PoE &

m

PoE Power Error: power over loading, short circuit, thermal shutdown, power deny £ & & & LICH
PoE Over Max Power Budget: POE SE&&0| =& A2 M, HEY MM X E 8 SELICH

=2 Loy

SNMP > SNMP > SNMP User
SNMP AFS X S= 83 2 S0 SE 8 F LI

SNMP User Table [©] Safeguard

SMMP Version W1 v

Encrypt

Auth-Protocal Password l:l

Frivacy Protocal Password l:l

#  *indicates mandatory data. Add
SHUP Version Auh Protoco PiacsProiocl
ReadOnly ReadOnly v Mone MNone
ReadOnly ReadOnly Ve None None
Read\irite Read\irite v Nane Nane
Read\Write Read\Write v2c None None

Figure 5.105 — SNMP > SNMP > SNMP User Table

2 HdEELICH SNMPv3 OF 2S5 3=l KA X2 &S EHLICH.
Encrypt: SNMPv3 A HEE M E&LILH (Enabled : AtE &)

Auth-Protocol/Password: HMAC-MD5-96 £ HMAC-SHA = 015 T2 E2 2Al 8 HEgLIC
Priv-Protocol/Password: no authorization 2 DES 56-bit &tA! & MEiGt ) Y HILHS E LSS LICH

—/

SNMP AtEXt B2 E SSotAIAH Add HES 220t LS ENH U= &S SS A HSHAIZAH Delete HES
S gLt

SNMP > SNMP > SNMP Group Table

Group Name: SNMP AIEX O89S LS ELICH (2T 32 XH)

Read View Name: Read #&t=2 61 SNMP 18§22 S =& LI

Write View Name: Write 2 &t= 61&& SNMP 1§83 & 2= &fLIL

Security Model: SNMP &0+ &tAl = M EREHL| L.
SNMPv1 - SNMPv1 2 202t s XI&ot& Z&LICH.
SNMPv2 - SNMPv2 S22 HIER T &2 X200, SMIZFE & 22 B0t J|s2 XL
SNMPv3-SNMPv3 = 215 & TH3! &S 3tE XIRELICH

Security Level: SNMPv3 0l M2t 2 J| S 2 AtEotal = USLICH
NoAuthNoPriv - A| X2t SNMP 2| T2 )28 2to| TH2! 2S5t L oIS S AIE0HA E&LICH
AuthNoPriv - 01Z 0t AFE5t 0 TH2! 2S5 3= AFEotAl Z&LICH
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AuthPriv — 215 & TH3! &S 3
Notify View Name: SNMP B Al XIE &

SNMP Group Table ... /) Safeguard

Group Name [ F Security Model V1 v
Read View Name I:l Security Level MNoAuthh
\Write View Name [ ] Natify View Name [

# *indicates mandatory data

GroupName __ [Readview ___Twnioview ot e Secloge

1

Add

ReaanIy ReadWrite ReadWrite NoAuthhloPriv W
ReadWrite ReadWrite ReadWrite ReadWrite v NoAuthNoPriv w

Figure 5.106 — SNMP > SNMP > SNMP Group Table

SNMP > SNMP > SNMP View
& SNMP 22| Xt £ == A= MIB Object gt = £ &fLICH

Subtree OID I
View Type

# *indicates mandatory data.

Add

Subiree OID OID hiask
ReadWiite Included

Figure 5.107 — SNMP > SNMP > SNMP View

View Name: 0I5l DXt ot= 0152 L &SLICH (2ITH 32 )

Subtree OID: &02I6t10 A 6t= OID gt= LI

OID Mask: & 23 Subtree OID 0l ol &3t= OID Mask gt= & & &tLICt.

View Type: £ & &t OID Jt SNMP 22| Xt 5 == U= QAU ZSAIZ X0 (et R E Z2E LI

[o]]]

o 2o o

e 23S HEotAIH Add HES 28iot1l, B =S A HIctAISH Delete £ S LICH

SNMP > SNMP > SNMP_Community
SNMP S4l LiE= 2 XIotJ| 28t SNMP String = 22l &LICH

Community Name: Community String gt= & & &LIC}.
User Name (View Policy): ol & MIB-Object 0l CHSt A &HS A4 EFLILCH.

User Mame (View Policy) ReadCnly |+

# *indicates mandatory data Add

public
0 e e

Figure 5.108 —SNMP > SNMP > SNMP Community

bgtS HEotAlciS Add HES 2=ot1l, Y5 =S A NotAISH Delete £ S LICH

nx
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SNMP > SNMP > SNMP Host
SNMP £ 44/ Host 8 & F & LICH

u

Host IP Address l:l ® IPv4
L JOwre
SMNIP Version V1 b

Sl L F
SMMPY3 User Mame

Host IP Address SHMP Version Community Name/SNMPv3 User Name

Figure 5.109 — SNMP > SNMP > SNMP Host

Host IP Address: SNMP AH IP =AE =& L
SNMP Version: AIE2& SNMP H& 2 A &8 &F LI L},

Apply

3= HEoAH Apply HES 2=iot1), SS& &== AMMotAIAH Delete £ 2L

=2o -/

SNMP > SNMP > SNMP Engine ID
Engine ID = SNMPv3 £ 2Z206tJ| ®Iol AtE %= ID gt LICH.
o

Lo =2 o

BHAEZ2 HEolJ| 2ol AFEE Engine ID & 25110 Apply & 2&!&HLILH

 SNMPEngine®® .../ Sefeguard

Engine ID |4447532d3‘l3231SUEGSHDEDDDD‘\DEDEIMD‘

# Engine ID length is 10-64, the accepted characteris from Oto F

[ Default ] [ Apply ]

Figure 5.110 — SNMP > SNMP > SNMP Engine ID

SNMP > RMON > RMON Global Settings
RMON Trap 2| AFEHFE A LI

w

RMON  (OEnanled () Disabled

Apply

Figure 5.111 - SNMP > RMON > RMON Global Settings

SNMP > RMON > RMON Statistics
RMON Ethernet & B2t & &S I EE AIS Xt AEHE ZAISLIC

E— ;

# *indicates mandatory data. [ Refresh J[ add ]
sz BroaicastPackals |MulizstPackoi

Figure 5.112 - SNMP > RMON > RMON Ethernet Statistics Configuration
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Port: RMON xil_l.% —JF =
Owner: RMON &2 E Q& &t Station E2 AIEXIE HAIELICH

2= HE0AAH Add HES 2=6t], IHES A&lold B Refresh € 22 & LICH

=2 o -/

SNMP > RMON > RMON History
HEZRH 0= 22 EAISULCH

Index (1-65535) = g
Buckets Requested (1~50) [
Interval (1~3800) e
owner E—

Add

# *indicates mandatory data.

[nges —[Pon —|Buckets Requested Buckets Graned

Figure 5.113 - SNMP > RMON > RMON History Control Settings

o

I\
]
-
O
N

I
(2]
($)]
($)]
w
5

Index (1 - 65535): Xl=t Control S52 &

Port: RMON E2E 4lgt ZES YA LICH

Buckets Requested (1 ~ 50): Bucket %=X & /& &tL|C}

Interval (1 ~3600): £E H2E =418 A2t 2tAS LHSLICH(ZER)
Owner: RMON 8 2 E R &ot= Station S 2 AFEAY 2 L=HeLICH

H¥S HEotAlH S Apply HES 2218LICH

=2 o -/

SNMP > RMON > RMON Alarm Settings
RMON &2 (st &3 ALICH. RMON 232 HERD O|AS0| LA S [ LHEHLICH

=202 o 2oy

Variable l:l* Sample type
Rising Threshald (0~231-1) [ F Falling Threshold (0~2/31-1) -}
Rising Event Index (1~55535) [ F Falling Event Index (1~65535) [ F

# *indicates mandatory data. Add

: a . i = Rising Event |Falling ’

Figure 5.114 -. SNMP > RMON > RMON Alarm Settings

Index (1 -65535): 2& HSE LS LICH

Variable: XI & & MIB (2 L& &L

Rising Threshold (0 ~2731-1): Y 2 &S &2 & 3

Rising Event Index (1 ~ 65535): X & & 2&S &0l&
(0]

=2 o —/ —
Owner: 222 S0I8t X E2 AISAH Es dHELITH

Interval (1 ~2/731-1): &t Al2t 2032 A& LIC
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Sample type: Threshold gt it ME2 Ul We LHS M LICH
Delta value — & {2 gt OtAISY &8 Zgt= = 2lot 1) Thershold 2t2| Xt0IE Hlw ZE8LICH
Absolute value — Threshold 3t 8 Z 2t22 A& | W& LICH

Falling Threshold (0 ~ 2231-1): Falling Threshold Alarm g{S 2 & &LICt

Falling Event Index (1 ~ 65535): =& & & Index HS E & & LICH

HH S HE0IAAH Add HES S ELICH

SNMP > RMON > RMON Event
RMON OlHIE &IEHE 2|, =8 & ZLIHE SLICH

Index (1~65535) %
Description [ R
# *indicates mandatory data. Add

Figure 5.115 - SNMP > RMON > RMON Event Settings

Index (1~ 65535): 0| HIE Index 2+S & 8tLICH
Description: AFSXt 2| O|HE &Y= = &LICY.
Type: O|HIE StAZ 2 2ABHLICH.

None — O|HIEE MEAGHA] & SLICH

Log —Log Oll IS & Z<20C OIHEZ 2 XIELICH

SNMP Trap — SNMP Trap 0l CHoi M B OIBIEZ 2- X & LICt.

Log and Trap —Log 7I1= % SNMP Trap 2 25 O|HIEZ 2 X|&LICt.
Community: ol & Ol EJ} =8t Community et S 2= & LILL
Owner: O|BIE &2401 CHet Al2tS JIS LI

o & RMON O|HIEE =It6tAlAH Add HES S& & LICH

Monitoring > Port Statistics
2 ZEY D322 EAIELICH
- g

[ Refresh ] [ Clear ]

ort TxOK RxOK TxError RxErrar

30788 134754 0
0

o

=

==
e (I
=)

===y ==}
&8 [I=t [l flem |f=

=
=)

ololo|o|a|le|e
olola|o|o|e|e
olola|olo|o|o|o|o|e
ololo|olo|olalola

=

Figure 5.116 — Monitoring > Port Statistics

Refresh: =& & LHIES B AletLICH
ES

Clear: & HE Al

[l
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TXOK: 4l 2425 M219] &S EAISHLICH

RXOK: =4l 2628t TH2!2] 2= HAIELICH.

TXError: SAIA| 2 & QF M212] &A= EAIEHLIC
RxError: 2=4IA| &MEH @2 TH319| &S HA|ISHLICH
LEYUZ MEIE E0I5tAHAH Y ZE HSE 22 LIC}

Part:1 [ Back ] [ Refresh ][ Clear ]
|

OutOctets 16926524 InDctets 37798576

QutUcastPits 22804 InUcastPkts 16621

OuthUcastPkts 8105 InMUcastPkis 118331

QutErrors 0 InDiscards 0

LateCollisions 0 InErrors 0

ExcessiveCollisions 0 FCSErrars 1]

InternalMacTransmitErrors 0 FrameToolLongs 0

InternalllacReceiveErrors 0

Figure 5.117 — Monitoring > Port Statistics

Back: Ii3! SHgtHCZ &
Refresh: M2 LIE=2 A4l
Clear: ZAlE U2

i

Ot ZrLICH
FLICEH.
LIC

HQE |I°|'

=J1&t

A

Monitoring > Cable Diagnostics
SEISHZEN HZE HOIS AEHE BB ELICH ZEE XIE31D] Test Now HE

nio
My
Ju
o
-
a

.
Test Result Cable Fault Distance (meters) Cable Length (meters)

The cable diagnostics feature is designed primarily for administratars or custamer service representatives to verify and test copper cables; it can rapidly determine
the quality of the cables and the types of errar

# 1.Ifcable length is displayed as "N/A” it means the cable length is “Mot Available” This is due to the port being unable to obtain cable length/either because its link

speed is 10M or 100M, or the cables used are broken andior bad in quality

2. The deviation of \"Cable Fault Distancel” is +-10 meters, therefore Mo cable may be displayed under Test Result, when the cable used is less than 10 min
length

3. ltalso measures cable fault and identifies the faultin length according to the distance from this switch.

Figure 5.118 — Monitoring > Cable Diagnostic

Test Result
OK : A0l = MEHII BALICE

-

*Short in Cable: H&E H Ol W &dE 2=20] JUSLILCH

*Open in Cable: HZ & H OIS0 H&E 220 UASLICH

*Test Failed HI0IE 2 X & LF It LHUSIASLICH CHAI AISSHH = AIL.

Cable Fault Distance (meters): HZ & A0|=2 2018 HEAIRLICE 2m O|LH2! <0l "No Cable" 2
HAIELICH

Cable Length (meter): HIAE Z 10 H 4
<50 meters (50m 0| 2t), 50~8

AR, 4 HHZ U0 AHOI= 2012 ZAIELICH
eters, 80~100 meters, >100 meters(100m = 1lt)

3[!19

ZA= JIJHHEZ HZE O
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S A FO B B RS
()

Monitoring > System Log

AKX SH, AISN BES2

g§£82 218 2UHE ot&

# WMaximum 500 entries

Refresh J [ Clear J

Figure 5.119 — Monitoring > System Log

ID: 22 s LI

o/ | C}.(2I T 500 JH)
Time: 210t YA 5 Al2tS EAIBLICH
Log Description: ZMst £ 7] O|HE LIS LIC

Severity: 212 SR & E HAIELICL

MEH LHES HAIGHAIAH Refresh £ 2=16t1), 212 AtHMIoHAIAA S Clear £ 2= & LILH

=
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E Command Line Interface

Telnet £ 0|86t L2 IS0l tHet 2LIEHE & 48 S ota &= UASLICH

TELNET 22 A X0l H£310

ALXAPCL HERD HES 08
2. Hyper Terminal 1t 22 Terminal 2 ZEHE & &5t telnet 10.90.90.90 = 2 S &fLICH
3. 2100 IS EJ EAIELICH

Telent 210!

AEX OIS HIZH S E "admin”" S &= 6t AEH & LICH.

[

SPN-14240P login: admin
Password:

SPN-14240P>

Figure 6.1 — Command Prompt

JlZ2 22 UIIAZHE2 5 222 0 AI2H0l Btotd Z 10k E LI

CLI €380
MNEBY == A= CLI EE 0= OtcH2t Z25LICH
Command Parameter
?
download {< E;Thvi:fa"rsﬁgrr?]rngTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>}
Upload {firmwa_re_fromTFTP | cfg_fromTFTP } {<ipaddr> | <ipv6addr>}
<path_filename>
config ipif system { ipaddress <ip-address> <subnet-mask> gateway <gw-address> | dhcp |
bootp }
config ipif system { ipv6 ipv6address <ipvbnetworkaddr> | dhcpv6_client [enable | disable] }
logout
ping <ip_addr>
ping6 <ipv6addr>
reboot
reset config
show ipif
show switch
gggzg\/:rc;count admin <passwd>
save
debug info
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2 S0l Lol M= Ot 28 S F 100t FHAIL.

Purpose HHEON SE2 ZAIZLILCH

Syntax ?

Description "?" =CLI EENH S2E= H Aol SLIL
Parameters S

Restrictions S

AFZ0l)

To display a list of commands of the switch:
SPN-14240P> ?
USEREXEC commands :

config account admin password <passwd>

config ipif System { ipaddress <ip-address> <subnet-mask> gateway <gw-
address>| dhcp }

debug info

download { firmware_fromTFTP tftp://ip-address/filename | cfg_fromTFTP
tftp:/lip-address/filename }

logout

ping <ip_addr>

reboot

reset config

save

show ipif

show switch

upload { firmware toTFTP tftp:/ip-address/filename | cfg toTFTP tftp://ip-
address/filename }

SPN-14240P>

Purpose TFTP 22 H AKX YN, 22 WL =S U222 =8tLC

Syntax download { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> |
<ipv6addr>} <path_filename>

Description "download" YW= XS TFTP AHZEREH BN,
H3ML S URE2E6H A2XI0 HEELICH

Parameters firmware_fromTFTP - E | 2 1201&

cfg_fromTFTP - A X & & Ot
<ipaddr> - TFTP Mt IPv4 =4
<ipv6addr> - TFTP MH IPv6 =4
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<path_filename> - TFTP MHH H&EE oY It H

nio

oled
=

Restrictions None.

AHE0l)
AN U22E9 E=2

SPN-14240P> download firmware_fromTFTP 1.1.1.23 1\dgs_1210-10032.ros

01-Jan—2000 01:19:48 %COPY—-I-FILECPY: Files Copy — source URL tftp://1.1.1.23
/1\ dgs_1210—10032.ros destination URL Unit all flash://image

The copy operation was completed successfully

3920460 bytes copied in 00:03:01 [hh:mm:ss]

SPN-14240P>

‘f\‘ &10: TFTP £ 0/E0t0 B0 0l
S0l= A2AXOL HEE SLICH

Purpose AQIXIO BN MYOIL X IIYS TFTP AHZ
A2 =L
Syntax upload { firmware_fromTFTP | cfg_fromTFTP } {<ipaddr> |
<ipv6addr>} <path_filename>
Description ARIXIO S HFS XNEES TFTP AHE 2 =SHLIC
Parameters firmware_toTFTP - /I IS =2 E &LICL
cfg_toTFTP - &2 =S A2 & &LICH
<ipaddr> - TFTP At 2| IPv4 =4
<ipv6addr> - TFTP M2l IPv6 =
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<path_filename> - o & T2 H= A S &LICH.

Restrictions None.

ArE0l)
HAYNH S22 B=,
SPN-14240P>upload firmware_toTFTP 1.1.1.23 1\running—config

01-Jan—2000 01:26:11 %COPY-I-FILECPY: Files Copy — source URL running—
config destination URL tftp://1.1.1.23/1\running—config

...01-=Jan-2000 01:26:16 %COPY-W-TRAP: The copy operation was completed
success fully

!
158 bytes copied in 00:00:05 [hh:mm:ss]
SPN-14240P>

config ipif system

Purpose ARAXQ IP =AE SEE LI

Syntax config ipif system { ipaddress <ip-address> <subnet-mask>
gateway <gw-address> | dhcp | bootp }

Description AL AMAEP F=AE &FELICL

Parameters ipaddress <ip-address> <subnet-mask> - &g IP =42
MEY OtAIgtS LS &LICH. (01,10.1.2.3/255.0.0.0)
gateway <gw-address> - AtEE HOIERIO| &= LS &LICH
dhcp - DHCP AHZ SR H Asg ot A & 3 =S LICH
bootp - BOOTP ZAIS AIZ0tDA & 3R L ELILC.

Restrictions None.

AHZ Oll)

NAB P =2 &3 Al

SPN-14240P> config ipif System ipaddress 10.48.74.122/8
Success.

SPN-14240P>

Purpose A Xl Telnet 852 S &LICH
Syntax logout
Description ALK Telnet 852 SZLICH
Parameters None.
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Restrictions None.

A Oll)

SPN-14240P> logout

t\‘ #10: 20t=otAID| &0l €2 MEGHH A AIL.

Purpose oHE IP =422 HERD HZ= &2 LI
Syntax <ipaddr>

Description VLAN £2&0| &I U= &S, Managed VLAN(J| =gt : VLAN 1)
Ol HZ= SEH0A = BE0E Aot =EAIL.

e

i

Parameters <ipaddr> - 2t2I5t DA+ 6t= IP

Restrictions None.

A 0ll)

SPN-14240P> ping 10.90.90.91

Reply Received From :10.90.90.91, TimeTaken : 20 msecs
Reply Received From :10.90.90.91, TimeTaken : 20 msecs
Reply Received From :10.90.90.91, TimeTaken : 20 msecs

--- 10.90.90.91 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

SPN-14240P>

Purpose IPve 52 S &0I8HLICH

A

Syntax ping6 <ipv6addr>

Description VLAN O] &3 & /= &, Managed VLAN 0ff A2 = AHEH Ol
N2 380E AAotH AL,

Parameters <ipv6addr> - IPv6 =24

Restrictions None.

A Oll)

SPN-14240P> ping6 3000 ::1
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A Oll)

A Oll)

Reply Received From : 3000
Reply Received From : 3000
Reply Received From : 3000

::1, TimeTaken : 20 msecs
21, TimeTaken : 20 msecs

21, TimeTaken : 20 msecs

--- 3000 ::1 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

SPN-14240P>

Purpose ARAXE MEEE LI

Syntax reboot

Description ARAXE MEEELIO 2= WER HB0| 2HELICL
Parameters None.

Restrictions None.

SPN-14240P> reboot

% Device will reboot, please wait a few minutes to re-login.

SPN-14240P>

Purpose ALK &S =D|3HELICH

Syntax reset config

Description DE MEX EF0 AMHEHD BE ot Az =P ELICH
Parameters None.

Restrictions None.

SPN-14240P> reset config

% Device will reboot after reset configuration successfully.

SPN-14240P>

APXNC S IPF=ASE HAILICH

Purpose
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Syntax show ipif
Description S ARAXN EHES AMAE P F=ASE EAIELICL
Parameters None.
Restrictions None.
AHE0l)
SPN-14240P> show ipif
IP Setting Mode . Static
IP Address : 10.90.90.90
Subnet Mask : 255.0.0.0
Default Gateway :0.0.0.0
DHCPv6 Client State : Disabled
IPv6 Global Unicast Address: 3ffe:501:ffff:100:100::1/64
SPN-14240P>
Purpose AQXO HEE HAIELIL
Syntax show switch
Description ALK AEHE EAIELICH
Parameters None.
Restrictions None.
AHE0l)

SPN-14240P> show switch
System Name
System Contact

System Location

System up time : 0 days, 6 hrs, 32 min, 17 secs
System Time : 02/01/2012 06:32:19

System hardware version . B1

System firmware version : 3.10.006

System boot version : 1.00.005

System Protocol version : 2.001.004

System serial number : 1IMB1733K0000A

MAC Address : 00-01-02-03-04-05

SPN-14240P>
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AL Oll)

A 0ll)

AL 0ll)

config account admin password

Purpose AKX 22| E /et 200 HIYHS E S ELICH
Syntax config account admin password <passwd>
Description g0 HYHS E 8FE LI

Parameters <passwd>- && & HIZLPS

Restrictions None.

SPN-14240P> config account admin password 1234
SPN-14240P>

Purpose AXC S E£HUS 220l AEELICH
Syntax save
Description AAX B 2 S N220 MEELICH
Parameters None.
Restrictions None.

SPN-14240P> save
Building configuration ...
[OK]

SPN-14240P>

debug info

Purpose AQIXIS ARP 221t MAC 228 EAELILH
Syntax debug info

Description ARXIC ARP 221 MAC =4 2ES ZAISLIC
Parameters None.

Restrictions None.

SPN-14240P> debug info

% segmentation fault log file:
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File doesn’t exist !!!
% ARP table :

Address Hardware Address Type Interface Mapping

10.90.90.90 00:18:8b:bf:75:30 ARPA vlanl Static
10.90.90.98 00:19:5b:14:3d:c4 ARPA vlanl Dynamic
10.255.255.255 ff:ff:ff:ff: ff:ff ARPA vlanl Static

% MAC table :

Vlan Mac Address Type Ports

1 00:00:00:00:00:26 Learnt Gi0/7

Total Mac Addresses displayed: 1

SPN-14240P>
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Appendix A - MIS ALY

- SPN-14240P: 5~50°C
- SPN-12080P: 5~40°C
Storage Temperature -20~70°C

Hardware Specifications

Key Components / Performance

Switching Capacity:
- SPN-12080P: 20Gbps
- SPN-14240P: 56Gbps

Max. Forwarding Rate

Operation Humidity: 0%~95% RH
Storage Humidity: 0%~95% RH

Emission (EMI) Certifications

- SPN-12080P: 14.88Mpps FCC class A
- SPN-14240P: 41.7Mpps CESlass A
Forwarding Mode: Store and Forward IC Class A

Packet Buffer memory:
- SPN-12080P: 1MBytes

- SPN-14240P: 1MBytes

DDRII for CPU: 128M Bytes
Flash Memory: 16M Bytes

Port Functions

10/100/1000Base-T ports compliant with
the following standards:

Safety Certifications

cUL, LVD, CE

Features

L2 Features

Supports up to 16K MAC address
Supports 256 static MAC

- IEEE 802.3 Jumbo frame: Supports up to 10,000
- [EEE 802.3u Ibé/tl\jls3 .
- IEEE 802.3ab snooping vi/vz:

- IEEE 802.3az Energy Efficient Ethernet
- IEEE 802.3af (SPN-12080P/28P only)
- IEEE 802.3at (SPN-12080P/28P only)
- Supports Half/Full-Duplex operations

- IEEE 802.3x Flow Control support for Full-
Duplex mode

- Auto MDI/MDIX

- IEEE802.3af Power over Ethernet on Port
1 ~ Port 8 GE ports (SPN-12080P only)

- IEEE802.3af Power over Ethernet on Port
1~ Port 24 GE ports (SPN-14240P)

- IEEE802.3at Power over Ethernet on Port
1~Port 8 GE ports (SPN-12080P)

- IEEE802.3at Power over Ethernet on Port
1~ Port 4 GE ports (SPN-14240P only)

SFP ports compliant with the following
standards:

- IEEE 802.3z

- Supports Full-Duplex operations
SFP transceivers supported
WDM Transceivers Supported:

Physical & Environment

AC input, 100~240 VAC, 50/60Hz,

- Supports 256 multicast groups
- Supports at least 64 static multicast groups

802.1D Spanning Tree
802.1w Rapid Spanning Tree
Loopback Detection

802.3ad Link Aggregation:

- SPN-12080P: Supports max 5 groups per
device and 8 ports per group

- SPN-14240P: Supports max 14 groups
per device and 8 ports per group

Port mirroring

SNTP

LLDP/LLDP-MED

IPv6 neighbor Discovery (ND)

L2 Multicast Filtering

802.1Q VLAN standard (VLAN Tagging)
Up to 256 static VLAN groups
Asymmetric VLAN

Management VLAN

Auto-Voice VLAN

Auto Surveillance VLAN

QoS (Quality of Service)

Priority queue mapping by :

internal universal power supply } 8082C-1P
Acoustic Value: 'I[')oS P
- SPN-12080P/20/28: 0dB (Fan-less) - TCP/UDP port number

- SPN-14240P: 52.2dB (3 Smart Fans)
Operation Temperature:

- IPv6 traffic class
Up to 4 queues per port
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Supports Strict / WRR mode in queue
handling
y Bandwidth Control
AAA

» 802.1X port-based access control
Support RADIUS server

>
9]
P

y Max 50 ingress ACL profiles
Ingress ACL rules:

- SPN-14240P: 200 rules (each rule can
be associated to a single port or multiple
ports)
y Support different ACL policy packet

contents:

- MAC address

- Ethernet Type

- IPv4 address

- IPv6 address

- ICMP

- IGMP

- TCP/UDP port number

Security

Trusted Host
Port Security:Support 64 MAC addresses
per port

) Traffic Segmentation

» Safeguard Engine

» Broadcast Storm Control
ARP Spoofing Prevention: Supports max
64 entries
DHCP Server Screening: Able to
configure 5 IP addresses for DHCP server.

y SSL: Support v1/v2/v3
Smart Binding

- Support manual configuration and
scanning for binding.

- Supports ARP packet inspection as default,
ARP and IP packet inspection as an option.

- Supports DHCP Snooping

OAM

Cable Diagnostics
Reset button (reset to factory default)

Management

’ Web-based GUI

y proprietary CLI

» SNMP support
DHCP client

» Trap setting for destination IP, system
events, fiber port events, twisted-pair port
events

> Password access control

81

Web-based configuration backup /
restoration

Web-based firmware backup/restore
Firmware upgrade using Web-based
management

Reset, Reboot

Green Technology

Power Saving: Enabled by default to save
power:

- By Link Status: Drastically save power
when the switch port link is down. For
example, no PC connection or the
connected PC is powered off.

- By Cable Length: Detects the length of
connected RJ-45 cables and adjusts power
usage accordingly  without affecting
performance. Once the RJ-45 connection is
less than 20 meters, the switch will reduce
the power instead of full power, which is
only needed for 100 meters cables.

- By LED Shut-Off: LEDs can be turned
on/off by port or system through schedule.

- By Port Shut-Off: Each port on the system
can be turned on/off by schedule.

- By Port Standby: Each port on the system
enters sleep state by schedule.

- By System Hibernation: System enters
hibernation by schedule. In this mode,
switches save most power since main
chipsets (both MAC and PHY) are disabled
for all ports, and energy required to power
the CPU is minimal.






