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[bookmark: _Toc334350683]Hanwha Vision is a leading supplier of advanced video surveillance solutions for IP-video, analog and hybrid systems. Building on the company's history of innovation, Hanwha Vision is dedicated to providing systems solutions with the highest levels of performance, reliability and cost-efficiency. Hanwha Vision is committed to the continued development of innovative systems products for professional security applications.

For additional information, visit https://www.hanwhavision.com/en/, https://hanwhavisionamerica.com



PART  1  PRODUCTS
1.01 EQUIPMENT
A. Model: Signo 40K
B. Alternates: none
1.02 ACCESS CONTROL CARD KEYPAD READER
A. Read only multi-technology contactless smart card and Mobile ID Keypad reader 

The multi-technology contactless smart card Keypad reader(s) shall be designed to securely read, interpret, and authenticate access control data from 2.4 GHz mobile devices, 13.56 MHz contactless smart card credentials, and 125 kHz proximity cards.
1. The multi-technology contactless smart card Keypad reader shall be optimally designed for use in access control applications by providing:
a. Customized security protection through support of the device-independent Secure Identity Object™ (SIO) portable credential methodology to provide enhanced security and performance features.
b. Unique read selection that enables reading of the Secure Identity Object™ (SIO), standard iCLASS, 125 kHz proximity, or multiple technologies at the same time.
c. Participates in an advanced, bounded and trust-based security system utilizing the Trusted Identity PlatformTM (TIP) architecture.
d. Dual authentication of identity supported through combined contactless card presentation and entry of personal identification number (PIN) through an integrated 12-key keypad, optionally in 2x6 or 3x4 layouts
e. A migration platform to upgrade from the most popular 125 kHz proximity technologies to SIO on iCLASS Seos smart cards and Mobile IDs by reading, when the base Keypad reader is so properly equipped, both 125 kHz proximity technology and 13.56 MHz contactless smart card technology, NFC, and 2.4GHz Bluetooth Smart technology.
f. Guaranteed compatibility to read all HID data formats and ensuring card-to-Keypad reader interoperability in multi-location installations and multi-card and Keypad reader populations when used with Genuine HID products
g. Backwards compatibility with legacy 13.56 MHz contactless smart card and 125 kHz proximity access control formats (e.g., 26-bit, 32-bit, 35-bit, 37-bit, 56-bit, and HID Corporate 1000 formats). Compatibility across the product line shall be assured without the need of special programming.
h. Global, off-the-shelf availability.
i. Enables secure access with a mobile device by leveraging standard communication technologies that work with both iOS® and Android™ operating systems. Including validation of support with at minimum 15 different mobile device models.
j. Enhances the transactional experience by opening doors with a “Tap” or “Twist and Go” gesture, merging security with convenience. Including ability to configure the read range and interaction mode via mobile device app.
k. Simultaneously, when the base Keypad reader is so properly equipped, support of BLE Mobile Devices, NFC Mobile Devices and 13.56MHz and 125kHz contactless credentials. Supporting new Mobile IDs and existing card populations for seamless migration to a more secure standard.
l. Keypad reader can be purchased as “mobile-ready” to be installed in preparation for moving to mobile at a later time. Once user decides to move to mobile, the Keypad reader can be configured for the user specific requirements.
m. No special system modifications are required to read mobile credentials. Existing Wiegand Keypad readers can easily be replaced and work with existing access control panel hardware.
n. The multi-technology contactless smart card Keypad reader may optionally have BAA/TAA compliance in accordance with reading, processing, and procurement to satisfy HSPD-12 and FIPS-201 requirements.
2. The multi-technology contactless smart card Keypad reader shall provide enhanced security technology and features.
a. The multi-technology contactless smart card Keypad reader shall be Secure Identity Object™ (SIO) enabled. The multi-technology contactless smart card Keypad reader platform shall support the standards-based, device-independent Security Identity Object™ (SIO) portable credential that binds the credential to the physical media to ensure data authenticity and privacy. The SIO shall be able to reside on any number of identity devices, including Mobile ID, iCLASS Seos, iCLASS SE, iCLASS SR, MIFARE Classic, MIFARE DESFire EV1/EV2/EV3, and optionally PIV credentials.
b. The multi-technology contactless smart card Keypad reader shall be a certified end-point (TIP Node) within a Trusted Identity Platform™ (TIP) infrastructure. TIP shall provide a scalable, on-demand, secure identity delivery system that validates, registers and provides lifecycle management support for certified trusted end-point multi-technology contactless smart card Keypad readers.
c. The multi-technology contactless smart card Keypad reader shall increase security by narrowing the possibility of unwanted configuration changes and denials of service. The multi-technology contactless smart card Keypad reader shall utilize TIP-enabled secure configuration of multi-technology contactless smart card Keypad readers with counters and uniquely diversified configuration cards.
d. The multi-technology contactless smart card Keypad reader shall utilize Secure Element Technology™ to protect keys and cryptographic functions, minimally, to the international standard Evaluation Assurance Level of EAL 5+
e. The multi-technology contactless smart card Keypad reader shall be configurable to utilize Velocity Checking to provide breach resistance against electronic attacks that invoke multiple improper authentication attempts.
f. The multi-technology contactless smart card Keypad reader shall be configurable to provide multiple hierarchical degrees of key compatibility for accessing the smart card access control data. Compatibility shall be provided for the following key structure options:
1. Compatibility with the standard SIO and iCLASS access control application data model to 
ensure convenient off the shelf compatibility with Mobile IDs, iCLASS Seos, iCLASS SE, and 
iCLASS credentials
2. Compatibility with higher security SE Elite credential programming that uniquely assigns a 
Keypad reader and credential keyset that provides site-specific security.
g. The multi-technology contactless smart card Keypad reader shall have a unique electronic serial number.
h. The multi-technology contactless smart card Keypad reader reads Mobile IDs powered by the Seos standard based software application or applet technology. Seos technology is independent of communication medium (e.g., 13.56Mhz ISO14443A or 2.4HGz BLE) allowing for a unified security platform across credentials using BLE, NFC and contactless smart card credentials.
3. The multi-technology contactless smart card Keypad reader shall provide enhanced usability features.
a. The multi-technology contactless card keypad reader output shall provide a variety of keypad outputs to ensure compatibility with virtually any access control panel. Keypad output settings shall include:
1. Buffer one key, no parity, 4 bit message
2. Buffer one key, add compliment, 8 bit message (Dorado)
3. Buffer six keys and add parity
4. Buffer one key and add parity
5. Buffer one to five keys (Standard 26 bit output)
6. Buffer four keys and add parity
7. Single Key buffering
8. Local PIN Verify. (Requires User PIN code to be programmed into the iCLASS Credential)
b. The multi-technology contactless smart card Keypad reader shall simplify troubleshooting through Anti-passback Notification that the card has already been processed and it must be removed from Keypad reader field temporarily prior to processing again.
c. The multi-technology contactless smart card Keypad reader shall provide enhanced user feedback options through the use of clear and bright tri-colored LEDs configurable to support any three color combinations (RGB - Red, Green, and Blue)
d. The multi-technology contactless smart card Keypad reader shall enable ease of installation through identical wiring methods as legacy 13.56MHz and 125 kHz proximity readers.
e. The multi-technology contactless smart card Keypad reader shall enable backwards compatibility with legacy 13.56 MHz and 125 kHz proximity access control formats (e.g., 26-bit, 32-bit, 35-bit, 37-bit, 56-bit, and HID Corporate 1000 formats).
f. The multi-technology contactless smart card Keypad reader manufacturer shall provide a full product line of compatible products including Keypad readers, Keypad readers with integral keypads, credentials and cards without the need of special programming.
g. The multi-technology contactless smart card Keypad reader manufacturer shall provide global, off-the-shelf availability.
h. The multi-technology contactless smart card Keypad reader shall provide universal compatibility with most access control systems by outputting card data in compliance with the SIA AC-01 Wiegand standard.
i. Multi-technology contactless smart card Keypad reader shall be configurable to provide secure, bidirectional communication in compliance with v2 of the SIA OSDP (Open Supervised Device Protocol) standard.
j. Multi-technology contactless smart card Keypad reader shall allow the Keypad reader firmware to be upgraded in the field to face security threats and enable the potential read of future credential technologies. Both firmware and configuration updates shall be executed via a secure channel created between HID Origo enabled utilities/applications and the Keypad reader secure element.
k. Multi-technology contactless smart card Keypad reader shall allow for secure installation practices through mounting methods utilizing tamper resistant screws.
l. Multi-technology contactless smart card Keypad reader shall provide the ability to transmit an alarm signal via and integrated tamper relay if an attempt is made to remove the Keypad reader from the wall. The tamper function shall be programmable to provide a selectable action compatible with various tamper communication schemes provided by access control panel manufacturers. The selectable action shall include one of the following
1. The Keypad reader tamper line changes from a closed state to an open state.
2. During a tamper state, the “I’m Alive” message is inverted.
m. Multi-technology contactless smart card Keypad reader shall provide ability of an on-line “I’m Alive” message so the Keypad reader’s functional health can be monitored at all times when paired with a compatible access control panel.
n. The multi-technology contactless smart card Keypad reader shall provide customizable Keypad reader behavior options either from the factory, or defined in the field, through the use of pre-configured commands. Keypad reader behavior programming options shall include:
1.  Audio/Visual Templates for card reads, proximity enabled, and attack detection.
2.  Velocity Check timing and thresholds
3.  125 kHz ASK, FSK and PSK configurations and outputs
4.  Tamper actions
5.  RF scan delay
6.  Hold Mode
7.  Intelligent Power Management
8.  Key diversifiers
9.  Key rolling
10. CSN output configuration
11. Data Model prioritization
12. Default LED color
13. Default Keypad LED backlight color
14. Keypad visually impaired mode
o. Multi-technology contactless smart card Keypad reader shall provide the following programmable audio/visual indication:
1. An audio beeper shall provide various tone sequences to signify the following: access granted, access denied, power up, and diagnostics.
2. A high-intensity red/green/blue (RGB) light bar shall provide clear visual status. The light bar shall provide uniform distribution of light eliminating individual bright spots.
p. Multi-technology contactless smart card Keypad reader shall provide the ability for mounting to standard electrical boxes through the use of universal international mounting holes.
q. Multi-technology contactless smart card Keypad reader shall be designed to accept hardware expansion modules that add processing power or communication functionalities.
r. Multi-technology contactless smart card Keypad reader will support BLE communication to Mobile Access Configuration Mobile Application running on iOS and Android devices. This will enable the following features:
1. Bluetooth communication Controller Firmware version identification.
2. Bluetooth communication Controller Firmware update
3. Mobile ID Application Brand configuration: HID Global or ASSA ABLOY
4. Keypad reader operation modes configuration: “Tap” OR “Twist and Go” OR “Tap” and “Twist and Go”.
5. Mobile Range and Power Setting configuration for following settings: Tap Range, Twist and Go Range, or Transmit Power
6. Mobile Configuration options can be configured without power cycling Keypad reader
7. Mobile Configuration options can only be modified with secure element based Mobile Admin Card authentication with Keypad reader.
s. Multi-technology contactless smart card Keypad reader must support Bluetooth communication to Mobile Device credential. This communication must use Bluetooth Low Energy (BLE) communication and not require pairing with mobile devices.
t. Multi-technology contactless smart card Keypad reader must support NFC communication card emulation mode. This communication must only occur with credentials stored via Host Card Emulation or a Secure Element in the mobile device. This communication must not occur via NFC peer-to-peer or Keypad reader/Writer mode.
u. Multi-technology contactless smart card Keypad reader must support, by default, Apple’s Enhanced Contactless Polling (ECP) to support credentials in the Apple Wallet, and support for credentials in Google Wallet.
v. Multi-technology contactless smart card Keypad reader must support being connected and managed in a modern ecosystem to allow for control and administration of Keypad reader configuration, Keypad reader updates and functionality upgrades.
w. Multi-technology contactless smart card Keypad reader must support the following 2 modes of interaction with BLE credentials
1. Tap Mode: The mobile device must be brought very close to or touching the Keypad reader (a similar user experience to that observed using Prox cards)
2. Twist and Go: The mobile device holder must initiate the read by twisting the mobile device in using a sharp 90° rotation in either direction.

4. Multi-technology contactless smart card Keypad readers shall provide the following enhanced performance features:
a. The multi-technology contactless smart card Keypad reader shall provide built-in support, when the base Keypad reader is so properly equipped, for 125 kHz proximity FSK (HID Proximity, AWID), PSK (Indala), and ASK (EM4102) 125 kHz technology to increase credential technology migration options.
b. The multi-technology contactless smart card Keypad reader shall enable user prioritization of High-frequency/High-frequency and High-frequency/Low-frequency credential reads. Technology prioritization shall synchronize a site’s credential technology read priority to the access panel configuration while reducing unintended credential reads.
c. The multi-technology contactless smart card Keypad reader shall have the ability to provide consistent optimal read range by implementing an auto-tune surface detection function that adjusts for mounting environment and manufacturing tolerances to enhance consistency of read performance.
d. The multi-technology contactless smart card Keypad reader shall be field programmable to provide secure upgrades for migration and extended lifecycle.
e. The multi-technology contactless smart card Keypad reader shall be designed as a system to provide optimal read range and read speed for increased access control throughput.
f. The multi-technology contactless smart card Keypad reader firmware shall be based on Common Language Infrastructure implemented by a .NET virtual machine complying to ECMA-335 standard. This virtual machine shall execute applications stored in a library. Applications that execute on this virtual machine shall be implemented or revoked without modification of the underlying firmware.
g. The multi-technology contactless smart card Keypad reader must have spacer available as optional accessory from Keypad reader manufacturer to space Keypad reader away from metallic surfaces and reduce the impact the metal will have on read range, and/or the optional spacer accessory may be used for flush mount installation.
h. The multi-technology contactless smart card Keypad reader utilizes directional BLE antenna enabling long range reading distances of up to 6.6’ in correct orientation – in front of the Keypad reader and not behind it.
5. Multi-technology contactless smart card Keypad reader shall provide enhanced environmental and sustainability features, including but not limited to:
a. The multi-technology contactless smart card Keypad reader shall reduce power consumption by as much as 50% through the use of Intelligent Power Management (IPM) technology.
b. Multi-technology contactless smart card Keypad reader shall be fully compliant with Restriction of Hazardous Substances directive (RoHS) restricting the use of specific hazardous materials found in electrical and electronic products. The substances banned under RoHS are lead (Pb), mercury (Hg), cadmium (Cd), hexavalent chromium (CrVI), polybrominated biphenyls (PBB) and polybrominated diphenyl ethers (PBDE).
6. Multi-technology contactless smart card Keypad reader shall comply with the following 13.56MHz-related standards to ensure product compatibility and predictability of performance:
a. ISO 15693
b. ISO 14443A
c. Sony FeliCa and contactless ePurse Applications (CEPAS)
7. Multi-technology contactless smart card Keypad reader shall implement the following high security 2.4 GHz and 13.56 MHz applications out-of-box.
a. Secure Identity Object on Mobile Devices
b. Secure Identity Object on iCLASS Seos
c. Secure Identity Object on iCLASS SE
d. Secure Identity Object on iCLASS SR
e. Secure Identity Object on MIFARE Classic
f. Secure Identity Object on MIFARE DESFire EV1 / EV2 / EV3
8. Multi-technology contactless smart card Keypad reader shall be suitable for global deployment by meeting worldwide radio regulatory, safety regulatory, and environmental ratings including:
a. UL294 (US)
b. cUL (Canada)
c. FCC Certification (US)
d. IC (Canada)
e. CE (EU)
f. RCM (Australia, New Zealand)
g. SRRC (China)
h. KCC (Korea)
i. NCC (Taiwan)
j. iDA (Singapore)
k. RoHS
l. MIC (Japan)
m. GreenCircle
n. Bluetooth SIG certification
9. Multi-technology contactless smart card Keypad reader shall be provided with a full enclosed assembly.
10. Multi-technology contactless smart card Keypad reader shall provide the following typical Mobile ID read ranges:
a. 6.6’ (2m) reading twist and go SIO on Mobile ID using Bluetooth & Seos
b. 5.9” (15cm) reading tap SIO on Mobile ID using Bluetooth & Seos
c. 1.0” (2.5 cm) reading Mobile ID using NFC
11. Multi-technology contactless smart card Keypad reader shall provide the following typical contactless read ranges:
a. Up to 1.6” to 4” (4 to 10 cm) Seos®, MIFARE Classic, MIFARE DESFire EV1/EV2/EV3 & ISO14443A Single Technology Cards
b. Up to 2.8” to 6” (7 to 15 cm) iCLASS SE®, iCLASS SR®, iCLASS & ISO15693 Single Technology Cards
c. Up to 2.4” to 4” (6 to 10 cm) HID / AWID Proximity® EM Proximity & 125kHz Single technology cards
12. Multi-technology contactless smart card Keypad reader shall be designed for low current operation to enable contactless smart card migration from most legacy proximity applications without the need to replace existing access control panels and/or power supplies. Contactless smart card power requirements shall be:
a. Operating voltage: 12 VDC, reverse voltage protected. Linear power supply recommended.
b. Current requirements and power consumption:
1. 60 mA (Normal Standby Current)
2. 250 mA (Peak Current Draw)
13. Multi-technology contactless smart card Keypad reader shall meet the following physical specifications:
a. Dimensions:
1. 3.16 x 4.79 x 0.85 (80mm x 121.5mm x 21.5mm) – capacitive touch models
2. 3.16 x 4.82 x 0.89 (80mm x 122.5mm x 22.5mm) – mechanical button model
b. Weight:
1. 5.64 oz (160 g) Pigtail (fixed or removable) and 4.94 oz (140g) Terminal Strip – capacitive touch models
2. 5.82 oz (165 g) Terminal Strip – mechanical button model
c. Material: UL94 Polycarbonate
d. Plastics: Consist of two-piece design with mounting plate and either separate front bezel and Keypad reader body (totaling three-pieces) or combined front bezel/Keypad reader body (totaling two-pieces).
e. Color: Black or White Bezel with Silver Trim baseplate. Black Trim baseplate is available as an additional accessory item.
14. Multi-technology contactless smart card Keypad reader shall meet the following environmental specifications:
a. Operating temperature: -31°F to +150°F (-35°C to +66°C)
b. Operating humidity: 0% to 95% Non-Condensing
c. Storage Temperature: -40°F to +185°F (-40°C to +85°C)
d. Weatherized design suitable to withstand harsh environments with a rating of IP65 per IP Code of International Electrotechnical Commission.
15. Multi-technology contactless smart card Keypad reader cabling requirements shall be:
a. Cable distance:
1. Wiegand or Clock & Data: 500 feet (150m)
2. RS-485 (OSDP): 4000 feet (1200m)
b. Cable type:
1. Wiegand or Clock & Data: 5-conductor #22 AWG
2. RS-485 (OSDP): 4-conductor #24 AWG
c. Keypad reader termination:
1. 18” (0.5m) cable pigtail (fixed or removable) – standard offer
2. Terminal Strip – optional offer
16. [bookmark: _Hlk194602462]The multi-technology smart card Keypad reader shall be provisioned through secure connections utilizing Trusted Identity PlatformTM Secure Delivery Infrastructure (SDI) where all cryptographic keys governing system security are delivered with end-to-end privacy and integrity.
17. The multi-technology contactless smart card Keypad reader shall provide a lifetime warranty against defects in materials and workmanship.
18. Multi-technology contactless smart card Keypad reader shall be HID Global Signo 40K and 40T readers, base part numbers: 40KNKS, 40KTKS, 40KHNKS, 40KHTKS, 40KNWS, 40KTWS, or 40TTKS.
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