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[bookmark: _Toc334350683]Hanwha Vision is a global leading supplier of solutions for IP and analog video surveillance. Building on the company's history of innovation, Hanwha Vision is dedicated to providing systems solutions with the highest levels of performance, reliability and cost-effectiveness. Hanwha Vision is committed to the continued development of innovative systems products for professional security applications.

For additional information, https://www.hanwhavision.eu 
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PART  1  PRODUCTS
1.01 EQUIPMENT
A. Manufacturer: Hanwha Vision (https://www.hanwhavision.eu)
B. Model: Wisenet ACS 2.2.0
C. Alternates: None
1.02 [bookmark: _Toc173721624]GENERAL DESCRIPTION
A. The software shall be designed for commercial and industrial use and installed in a single PC as a stand-alone or in multiple sites providing a fully distributed solution with applications for remote users.
B. The technology involved in development of this software shall be standard and proven and the provider shall be responsible for rigorous testing prior to the release.
C. The provider shall offer training on installation, functions, specification or any other aspects of the software to the users. In addition, there shall be technical support both online and offline and it shall include design of systems, configuration of software, and review of devices in a system on compatibility and requirements.
D. The following modules shall be included in the system. Detailed information of these modules can be found in Section 1.03 ACS Software and specification in 1.04 Detailed Specification of this document.
1. Wisenet ACS Configuration Manager: An application to be responsible for the configuration setting in ACS. Wisenet ACS Configuration Manager manages controller setup, door setup and user registration in ACS. It offers reporting function by event and manages access control system through data management.
2. Wisenet ACS Gateway: A module to connect Hardware and Software in ACS and to transmit data to other modules. Device control, and transmission and receiving of data must go through Wisenet ACS Gateway. In addition, all devices must be registered under Wisenet ACS Gateway.  
3. Wisenet ACS Monitoring: The software shall include Wisenet ACS Monitoring, a monitoring client that can be installed along with other modules in a single PC as a stand-alone or in remote sites.
E. The following modules shall be added optionally. Detailed information on these modules can be found in Section 1.03 ACS Software and specification in 1.04 Detailed Specification of this document.
1. Wisenet ACS Web Server: All data such as Wisenet ACS settings and events are saved through Wisenet ACS Web Server. Service Manager allows you to manage the execution and suspension of actions.
2. Wisenet ACS Transaction Server: A module for integration of Wisenet SSM.
3. Wisenet ACS Wave Transaction Server: A module for integration of Wisenet Wave.
F. It shall be able to connect ACS controllers and readers supplied by Hanwha Vision. The number of controllers and readers that can be connected to the software shall depend on the license.
1. Enterprise license
a. Connection through Controller: Unlimited doors per license
2. Professional license
a. Connection through Controller: 256 doors per license
3. Standard license
a. Connection through Controller: 32 doors per license
G. Events, Alarms and Device Status
1. The software shall be able to receive events from connected Controllers. The receivable events shall include system events, door events, sensor events and alarm outs. 
2. All access and alarm events that occur during access control can be monitored by Wisenet ACS Monitoring.
3. All events are always displayed in the event viewer. Event viewer shows event occurrence period, Door, device, Card number and personnel information.
H. Wisenet ACS shall support Wiegand, OSDP protocols.
I. Door Management
1. The software shall be able to add and delete each door. It can be setup with controller which is connected with ACS. The door can be set by controller.
2. Anti-pass back
a. The card used when an authorized user enters the door is not used when goes out. And then, if unauthorized user uses the same card you can control access with below options.
1) Not used: Not support Anti-Pass back
2) Time out: No action / only report / report and access denied
3) Actual: No action / only report / report and access denied
3. Interlocking
a. The system requires the user to pass through two doors in series to enter the premises. If the doors are interlocked, both doors cannot be open at the same time.
b. There is always at least one locked door between the inner and outer environments
c. This function shall support two types for using interlocking.
1) Reader inactivation
2) Preventing Door lock release
4. Fire group
a. It is a safety function to help you open the door by unlocking all doors when a fire event occurs.
b. The following reasons are a possible to make not work properly in Wisenet ACS.
1) The fire input event is received late when there are a lot of events to occur
2) Operating PC is turned off or does not work
3) Communication configuration and setting among devices are not performed properly
4) Wisenet ACS is not running

J. Graphic map
1. The software shall supports to be display the locations of buildings and floors, doors and inputs and outputs graphic map.
2. The graphic map shows all floors of building or each floor of building by Wisenet ACS Monitoring.
3. The graphic map shall supports a variety of image formats which are bmp, jpg, jpeg, gif, png and wmf. Our software shall recommend to use “jpg” image format.
K. User Management
1. The software shall give users authorization which can be set account, group by configuration manager.
2. The software shall support to register user who wants to allow access. It supports card or biometric information when user wants to allow access.
3. The information has 5 taps as below.
a. Basic setup
1) The fields are shown as company, department, position, title and description
b. Card information
1) The fields are shown as card using, number, password, PIN exemption, Anti-pass back exemption, expansion connection, expire start/end date, lost/issue/return date, entry and elevator group
c. Detailed information
1) The fields are shown as residence number, nationality, mail address, gender and contact information
d. Biometric information
1) User’s fingerprint can be registered when need entry authentication.
2) The software shall support to register fingerprint with Biomini and can be registered through it.
e. Customized field
1) The software shall support to get new categories by usage of customized field when there is additional information.
L. Visitor Management
1. The Wisenet ACS Visitor Manager shall be able to register new visitors.
a. The software shall be able to register Visitors who visit your organization for a certain period of time.
b. The software shall be able to register Host who belonging to the organization who visitor wants to have a meeting.
2. The Wisenet ACS Visitor Manager shall provide following visitor status of brief overview of the visitors.
a. Check-In: Status of visit, where the visitor stays in the building.
b. Check-Out: Status of visit, where the visitor is out of the building.
c. Archive: Status where the visit is no more recorded in the visit status. Can change to the state of Archive after check-out.

M. Elevator Management
1. The software shall support to manage users with various access authority through elevator configuration.
2. The software shall configure and register installing readers in elevator. It is operated by some modes as below
a. Card only
b. Card and PIN
c. Card or PIN
d. PIN only
3. The software shall connect output contact of board which will take charge of each floor of the elevator. It is possible to control elevator after selecting the board which is responsible for controlling each floor.
4. The group which can be access in elevator shall be stored with one elevator as well as other elevator.

N. Wisent Wave Integration
1. Integration of Wisenet Wave through Wisenet ACS Wave Transaction Server
a. Wisenet ACS Wave Transaction Server shall be an optional module of Wisenet Wave allowing the integration of Access Control. The list of supported systems is as below.
a) Wisenet ACS
b. Wisenet ACS Wave Transaction Server shall support OPC for communication between industrial devices from different manufacturers.
c. Wisenet ACS Wave Transaction Server shall be registered to Wisenet Wave and provide a web interface to add ACS. One Wisenet ACS Wave Transaction Server shall be registered per Wisent Wave server.
d. Event, Command, and Monitoring
1) Wisenet ACS Wave Transaction Server shall be able to receive events from ACS and send them to Wisenet Wave. All communication between Wisenet ACS and Wisenet ACS Wave Transaction Server shall be kept as logs in Wisenet Wave. The events that Wisenet ACS Wave Transaction Server can receive from ACS are following.
a) Access Control Events
i. INPUT_SIGNAL OCCURRED: An event generated when an input signal has occurred. Applicable system is ACS.  
ii. INPUT_SIGNAL_RELEASED: An event generated when an input signal has been released. Applicable system is ACS.
iii. SYSTEM_SETUP_MODE: An event generated when the system is in setup mode. Applicable system is ACS.
iv. INPUT_DISCONNECTED: An event generated when an input signal has been disconnected. Applicable system is ACS.
v. ACCESS_GRANTED: An event generated when access to the door has been granted. Applicable system is ACS.
vi. ACCESS_DENIED: An event generated when access to the door has been denied. Applicable system is ACS.
vii. INVALID_TIME_SCHEDULE: An event for Invalid Time Schedule. Applicable system is ACS.
viii. ANTIPASS_BACK_ENTRY: An event for anti-passback entry. Applicable system is ACS.
ix. ANTIPASS_BACK_EXIT: An event for anti-passback exit. Applicable system is ACS.
x. INVALID_PASSWORD: An event for an invalid password. Applicable system is ACS.
xi. ACCESS_DOOR_ERROR: An event generated when there is an error with the door access. Applicable system is ACS.
xii. BIOMETRIC_ERROR: An event generated when there is an error with biometric systems. Applicable system is ACS.
xiii. OVERTIME_DOOR_OPENED: An event generated when a door is opened after the work hour. Applicable system is ACS.
xiv. OVERTIME_DOOR_CLOSED: An event generated when a door is closed after the work hour. Applicable system is ACS.
xv. FORCED_DOOR_OPENED: An event generated when a door is forced to open. Applicable system is ACS.
xvi. IO_STATUS_CHANGE: An event generated when there is a change in I/O. Applicable systems is ACS.
2) Wisenet ACS Wave Transaction Server shall be able to send all of the events generated by Wisenet ACS.
3) Wisenet ACS Wave Transaction Server shall be able to send commands to the external systems. Wisenet ACS shall provide a graphical user interface including a web and map interface for commands and all commands shall be kept as logs in Wisenet Wave. The applicable commands are following.
a) Door Open
b) Door Close
4) Wisenet ACS shall provide a graphical user interface for real-time monitoring of events from the external systems.

O. Wisenet SSM Integration
1. Integration of Wisenet SSM through Wisenet ACS Transaction Server
a. Wisenet ACS Transaction Server shall be an optional module of Wisenet SSM allowing the integration of Access Control. The list of supported systems is as below.
a) Wisenet ACS
b. Wisenet ACS Transaction Server shall support OPC for communication between industrial devices from different manufacturers.
c. Wisenet ACS Transaction Server shall be registered to Wisenet SSM and provide a web interface to add ACS. One Wisenet ACS Transaction Server shall be registered per System Manager.
d. Event, Command, and Monitoring
1) Wisenet ACS Transaction Server shall be able to receive events from ACS and send them to Wisenet SSM. All communication between Wisenet ACS and Wisenet ACS Transaction Server shall be kept as logs in Wisenet SSM. The events that Wisenet ACS Transaction Server can receive from ACS are following.
a) Access Control Events
i. INPUT_SIGNAL OCCURRED: An event generated when an input signal has occurred. Applicable systems are ACS.  
ii. INPUT_SIGNAL_RELEASED: An event generated when an input signal has been released. Applicable system is ACS.
iii. SYSTEM_SETUP_MODE: An event generated when the system is in setup mode. Applicable system is ACS.
iv. INPUT_DISCONNECTED: An event generated when an input signal has been disconnected. Applicable system is ACS.
v. ACCESS_GRANTED: An event generated when access to the door has been granted. Applicable system is ACS.
vi. ACCESS_DENIED: An event generated when access to the door has been denied. Applicable system is ACS.
vii. INVALID_TIME_SCHEDULE: An event for Invalid Time Schedule. Applicable systems is ACS.
viii. ANTIPASS_BACK_ENTRY: An event for anti-passback entry. Applicable systems is ACS.
ix. ANTIPASS_BACK_EXIT: An event for anti-passback exit. Applicable system is ACS.
x. INVALID_PASSWORD: An event for an invalid password. Applicable systems is ACS.
xi. ACCESS_DOOR_ERROR: An event generated when there is an error with the door access. Applicable system is ACS.
xii. BIOMETRIC_ERROR: An event generated when there is an error with biometric systems. Applicable system is ACS.
xiii. OVERTIME_DOOR_OPENED: An event generated when a door is opened after the work hour. Applicable system is ACS.
xiv. OVERTIME_DOOR_CLOSED: An event generated when a door is closed after the work hour. Applicable system is ACS.
xv. FORCED_DOOR_OPENED: An event generated when a door is forced to open. Applicable system is ACS.
xvi. IO_STATUS_CHANGE: An event generated when there is a change in I/O. Applicable systems is ACS.
2) Wisenet ACS Transaction Server shall be able to send all of the events generated by Wisenet ACS.
3) Wisenet ACS Transaction Server shall be able to send commands to the external systems. Wisenet ACS shall provide a graphical user interface including a web and map interface for commands and all commands shall be kept as logs in Wisenet SSM. The applicable commands are following.
a) Door Open 
b) Door Close
4) Wisenet ACS shall provide a graphical user interface for real-time monitoring of events from the external systems. 

2. Integration of third-party systems through SDK
a. The provider shall have SDK available for external vendors to adapt Hanwha Vision’s protocol and allow integration of their devices to Wisenet ACS
P. Monitoring Management
1. Monitoring shall be available in a stand-alone along with other applications in a single PC. Multiple clients shall be able to access Wisenet ACS simultaneously. 
Q. Database Backup
1. The software shall provide an automatic and periodic backup function to the users. 
2. The software shall be able to start the backup to PC at a time set by the users. 
3. The software shall provide following options for backup. 
a. Daily Backup: The software shall start the backup of database that was stored a day ago from the starting time of schedule backup. It shall allow users to select which time in a day to backup. The starting time shall be set by the users. 
b. Weekly Backup: The software shall start the backup of database that was stored a week ago from the starting time of schedule backup. It shall allow users to select which time in a day to backup and the time selection shall be customizable for each day in a week. Full backup of entire database in a week shall also be allowed. The starting day shall be any day from Monday to Sunday in a week specified by the user.
c. Monthly Backup: The software shall start the backup of database that was stored a week ago from the starting time of schedule backup. It shall allow users to select which time in a day to backup and the time selection shall be customizable for each day in a month. Full backup of entire database in a month shall also be allowed. The starting day shall be any day from first day to last day in a month specified by the user.
R. Restoring Database
1. The software shall support restoring database to use existing data or important data.
2. The software shall be able to work normally when the software restarts.
S. LDAP Setting
1. The software shall support to synchronize Active Directory “Security group” users that have same “Access Group”, “Company” and “Department” in Wisenet ACS.
T. E-mail server Setting
1. The software shall support setting the SMTP to receive various events generated by Wisenet ACS in real time via e-mail.
U. Guard Tour
1. The software shall be able to register patrols.
2. The software shall provide following options for Guard Tour.
a. Sequential Guard Tour: The software shall apply reader access order to Guard Tour.
b. Time Bound Guard Tour: The software shall apply the time limit for conducting Guard Tour.
1) Guard Tour Time: The time the Guard must arrive at the patrol point.
2) Allowed Time for Early: Set Guard to arrive earlier than the specified number of minutes.
3) Allowed Time for Late: Set the Guard to arrive later than the specified number of minutes.
V. Work Hour Report
1. The software shall support providing working hours for employees.
2. The software shall provide following options for search.
a. Company
b. Employee
c. Period
d. Sorting by
e. Sort order
W. Mustering Report
1. The software shall support mustering report when fire-related event happens.
2. The software shall provide following options for search.
a. Zone
b. Card number
c. Employee
d. Sorting by
e. Sort order
f. Conversion
X. Elevator access group report
1. The software shall support printing for information of elevator and building/floor by elevator access group
2. The software shall provide following options for search.
a. Company
b. Sorting by
c. Sort order
d. Conversion 
Y. Report on allowed visitors per elevator
1. The software shall support printing for information of visitors by elevator.
2. The software shall provide following options for search.
a. Elevator
b. Sorting by
c. Sort order
d. Conversion 
Z. Meal counting Report
1. The software shall support printing for information of meal counting by reader.
2. The software shall provide following options for search.
a. Company
b. Employee
c. Period
d. Sorting by
e. Sort order
f. Conversion 
AA. Program processing Report
1. The software shall support a report that records the activities performed by login and login users after the program is run.
2. The software shall provide following options for search.
a. Event time
b. Login ID
c. Sorting by
d. Sort order
e. Conversion 
AB. Card Design
1. The software shall support to design new card or revise previously created card.
2. The software shall support to be used to output the card form.
a. One sided card
b. Double sided card
3. Supported card and Label Paper list
a. Plastic Card
1) CR-80
2) CR-79
3) CR-80(H)
4) CR-79(H)
b. Label Paper
1) Avery 2940 ID Badge Labels
2) Avery 2944 ID Badge Inserts
3) Avery 2946 Laminated ID Badges
4) Avery 2947 Fold & Clip ID Badges
5) Avery 2949 Fold & Clip ID Badges
6) Avery 2960 Thermal ID Badges
7) Avery 2961 Thermal Fold & Clip ID Badges
8) Avery 2962 Thermal Fold & Clip ID Badges
9) Avery 2990 Labels for Access Control Cards
10) Avery 5095 Self Adhesive Name Badges
11) Avery 5140 Print or Write Name Badge Labels
12) Avery 5384 Clip Style Name Badges
13) Avery 5883 Pin Style Name Badges
14) Avery 74461 Clip Style Name Badges
15) Avery 74551 Pin Style Name Badges
16) Avery 74552 Pin Style Name Badges
17) Avery 8395 Self Adhesive Name
AC. Supported Devices
1. The software shall support Hanwha Vision’s ACS products. 
a. Controllers: 
1) In production: X1100/X100/X200/X300    
2) Discontinued: V2000/V1000/EH400-K
b. Card/Key Pad Readers: 
1) In production: Signo 20/ Signo 20K/ Signo 40/ Signo 40K, R10 Express
2) Discontinued: R10/R40/RK40
c. [bookmark: _Hlk174951580]Fingerprint Reader: BioEntry W2
d. Card Scanner:
1) In production: 5427G2
2) Discontinued: 5427CK
e. Fingerprint Scanner: BioMini
f. Power Package: SSA-300X
2. The software shall be able to integrate Wisent Wave through Wisenet ACS Wave Transaction Server.
3. The software shall be able to integrate Wisent SSM through Wisenet ACS Transaction Server.
1.03 ACS SOFTWARE
A. Wisenet ACS Configuration Manager
1. An application to be responsible for the configuration setting in ACS. Access Configuration Manager manages controller setup, door setup and user registration in ACS. It offers reporting function by event and manages access control system through data management. 
B. Wisenet ACS Gateway
1. A module to connect Hardware and Software in ACS and to transmit data to other modules. Device control, and transmission and receiving of data must go through Media Gateway. In addition, all devices must be registered under Media Gateway.
C. Wisenet ACS Monitoring
1. The software shall include Access Monitoring, a monitoring client that can be installed along with other modules in a single PC as a stand-alone or in remote sites.
2. a program that provides integrated monitoring of access control events. A graphical map of each floor of the building and an ever-rising event let you see at a glance where events occurred and control door locks and alarms.
3. Maximum number of doors that can access ACS through Access Monitoring simultaneously depends on the license.
a. Enterprise License: Unlimited
b. Professional License: 256 doors
c. Standard License: 32 doors
4. Wisenet ACS Monitoring shall provide various reports in the system. The report types are Card holder report, Allowed card holders by Doors, Accessible door report by person, Event report, Mustering report, Lift access group report, Accessible card holder report by lift, Meal count report, Auditing log report.
D. Wisenet ACS Visitor Manager
1. Wisenet ACS Visitor Manager shall be able to register new visitors.
a. The software shall be able to register Visitors who visit your organization for a certain period of time.
b. The software shall be able to register Host who belonging to the organization who visitor wants to have a meeting.
2. The Wisenet ACS Visitor Manager shall provide visitor status of brief overview of the visitors.
E. Wisenet ACS Transaction Server
1. Wisenet ACS Transaction Server shall be an optional module of Wisenet SSM allowing the integration of Access Control.
F. Wisenet ACS WAVE Transaction Server
1. Wisenet ACS Wave Transaction Server shall be an optional module of Wisenet Wave allowing the integration of Access Control.
1.04 DETAILED SPECIFICATIONS
A. General
1. Maximum Number of Doors
a. Standard: 32
b. Professional: 256
c. Enterprise: Unlimited
2. Applications
a. Wisenet ACS Configuration Manager
b. Wisenet ACS Monitoring
3. Supported Devices
a. Controllers
b. Readers
c. Fingerprint/ Card Scanners
d. Fingerprint / Card reader
e. Card
f. Power package
B. Component
1. Wisenet ACS Configuration Manager
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
2. Wisenet ACS Gateway
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
3. Wisenet ACS Monitoring
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
4. Wisenet ACS Web Server
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
5. Wisenet ACS SSM Transaction Server
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
6. Wisenet ACS Wave Transaction Server
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
C. Servers
1. Wisenet ACS Gateway
a. Maximum number of Readers
1) The Software shall be able to register up to 256 readers with Wiegand and up to 512 readers with OSDP in a distributed system.
2) The Software shall be able to register up to 320 readers with Wiegand and up to 512 readers with OSDP in a centralized system.
2. Wisenet ACS Web Server
a. Standard: Yes
b. Professional: Yes
c. Enterprise: Yes
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