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Learn about SSM

Learn about SSM

SSM is a program that connects and controls remote network products via PC. If you have a network
connection, you can access network products from anywhere in the world, and watch videos from
the cameras linked to the products. In addition, data stored on SSM Core Server can be searched and
played remotely, providing for a convenient and efficient surveillance environment.

IP Camera

Analog Camera

Z N\
52 ©0 0 OF
Core Server Encoder

Analog Camera

IP Camera

® SSM Console Client: This is SSM client software that provides functions such as camera video
surveillance, setup, event, search, POS, etc.

® SSM Core Server: This is SSM server software that controls the data and user accounts and records
camera videos.

® Wisenet mobile: This is a mobile viewer application that supports both iOS and Android starting
with SSM 2.10.13.
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Learn about System Configuration

| Whatis SSM domain?

SSM domain refers to a unit of integrated video management system that configures SSM. You can
configure the SSM domain with one SSM Core Server, or establish multiple SSM Core Servers with
server clustering to configure them as one domain.

| Learn about SSM Domain Configuration

You can configure the SSM domain as follows.

Network/ NVR/DVR SSM Core Server Console Client
Analog Camera

You can configure multiple SSM Core Servers and Console Clients as one domain with server
clustering.

You can operate the system safely in the domain by sharing user information and device
information among multiple servers.

| Share SSM Domains

You can share videos and events among domains via federation.

Domain 1

-
=

Domain 3
w

=
=)

Domain 2
”

=
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| Learn about Recording Methods for SSM Videos

You can classify the recording methods for SSM videos into NVR/DVR recording and Server
recording according to the recording methods for the camera videos.

B NVR/DVR Recording Method
This method records camera videos in DVR/NVR.

Storage Device Core Server Console Client

® |t does not require the Server recording, so you can use the viewer license, which is a free
license.

® Thereis no limit to the number of recording devices that you can register in one SSM Core
Server, and you can register up to 3,000 channels. You can register up to 10,000 channels in
one domain.

® When you want to configure one domain with multiple SSM Core Servers, you need as
many channel licenses as the number of SSM Core Servers.

® When you get license authentication with a viewer license, you can only register Hanwha
Vision devices.

@ NOTE
NVR/DVR recording method does not support Auto Recovery Backup.

B Server Recording Method

This method records the camera videos in SSM Core Server.

Camera Core Server + Console Client
Recording

® You need as many licenses as the number of channels to record camera videos.
® You can record up to 128 camera videos in one SSM Core Server.

®  When you configure one domain with multiple SSM Core Servers, you can record and
inspect up to 3,584 camera videos.
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Learn about License Policies

| SSM Software Licenses
SSM license consists of a channel license and a viewer license.

When you install SSM, you can record and monitor camera videos from 128 channels for 45 days
without license authentication. After 45 days, however, you must be authenticated with either a
channel license or a viewer license to continue using the software.

@ NOTE
® Even if you delete and re-install SSM, the free license term will be applied based on the initial
installation time.

® All functions continue to operate normally after the free license expires, except for recording.

| Channel License

This is a paid license that allows you to register third-party devices by using the Hanwha Vision
network devices and ONVIF protocol. If you get as many license authentications as the number of
channels in SSM Core Server, you can record and monitor as many camera videos as the number
of channels. Therefore, you can configure an integrated video management system from small to
large-scale environments, and use the server clustering that manages multiple SSM Core Servers
as one domain.

| Viewer License

This is a free license that allows you to register third-party devices by using the Hanwha Vision
network devices and ONVIF protocol.

You can use it as a viewer software that mainly monitors camera videos linked to Hanwha

Vision's DVR/NVR recording devices. When you use the cameras of Hanwha Vision in a small-scale
environment, you can record and monitor 16 camera videos or less in one SSM Core Server. If you
use a third-party camera via the ONVIF protocol, you can monitor only its video.

You cannot use the recording and server clustering of SSM Core Server at the same time.

Learn about SSM | 1
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Learn about Frequently-used Terms

Terms

Description

SSM Console Client

This is SSM client software that provides functions such as camera video surveillance,
setup, event, search, POS, etc.

Stores licenses and device setting information, and provides recording and video

SSM Core Server services to SSM Console Client.

SSM Refers to Smart Security Manager, and "SSM" is used in the document.

Object Collectively call things such as device, camera, site, layout, or alarm input as objects.
Domain Refers to the entire local environment for operating SSM.

Device Generic term for network video surveillance devices such as NVR, DVR and network

camera.

Shortcut menu

Refers to the menu that appears when you right-click.

Clustering Refers to a build that combines multiple SSM Core Servers into a single domain.

Tile Refers to an area where one video is shown.

Tree Refers to an area where you can check the object list and the inclusion relationship
among objects.

Federation Refers to a configuration that creates a hierarchy between domains.

12 | SSM Console Client Administrator Manual



Get Started with SSM

Prepare for Installation

| Learn about Installation Order

To install SSM, follow the guide below.

> W N

Q

Prepare for
Installation

oA
Configure

NVR Recording
—/

OB

Configure

Server Recording
—/

4]

Activate
License

Install the cameras and recording devices, then set the IP addresses of all devices.

Install SSM Core Server on a server PC, then install SSM Console Client on a client PC.

Refer to each installation process depending on your recording configuration.

Get authentication with your channel or viewer license within 45 days after initially installing

SSM Core Server.

NOTE

SSM Core Server and SSM Console Client support Silent Mode installation. If you run it in Silent

Mode, the installation will proceed automatically using the default installation options without

requiring any user input.

You can run the installation from a command window, such as the Command Prompt (CMD), or via a
shortcut, using the following format:
(e.9.SSM_2.20_123456.exe /silent)

Get Started with SSM I 13
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Install SSM Core Server

To install SSM Core Server, follow the guide below.

Run the SSM Core Accept the Proceed with Installation Set Initial
Server Installation ) License > SSM Core Server > Completed > Password
Program Installation

® |t takes about 10 minutes for the installation, which may vary, depending on the installation
environment.

® |nitial password setting is available when you first log in to SSM Core Server via SSM Console Client.

® Recorded video files are not automatically deleted when deleting the program. To delete recorded
video files, please format the storage disk or delete the storage folder (Drive:\SSMRecordData).

| Setting up the storage drive

It is recommended to secure free space of 20GB or more and disable indexing after installing the
operating system and SSM Core Server.

® Stop the Windows Search Service and change Startup type to Disabled.
® Go to Indexing Options > Modify and disable the drive path.

® |n the drive property, disable the indexing of file properties and content in the drive.

| Setting up the antivirus software

To optimize the performance of SSM, it is recommended to change the settings of antivirus
software. Please add items that might affect the action of SSM to the list of scan-excluded or
excepted items

® Excepted path
- C\ Program Files\Wisenet\SSM Server
- G\ Program Files\Wisenet\SSM Client
= C\ Program Files\Wisenet\SSM Tool
= C:\Users\Public\Documents\Wisenet\SSM
= C\Program Files (x86)\Common Files\Aladdin Shared\HASP
- Storage drive:\SSMRecordData
- Storage drive:\SSMBackup
- Storage drive:\PostgreSQL16

- Storage Drive:\Database
14 | SSM Console Client Administrator Manual



If there is any option that exclude a certain process

= C\Program Files\Wisenet\SSM Server\ServiceManager\ServiceManager.exe

C:\Program Files\Wisenet\SSM Server\Media Server\MediaServerService.exe
- C\Program Files\Wisenet\SSM Server\SystemManager\jre_11.0.31_11\bin\system_manager.exe
= C\Program Files (x86)\Common Files\Aladdin Shared\HASP\hasplms.exe

= C\Program Files\Wisenet\SSM Server\Service Manager \HTW.SSM.ServiceManager.Services.
WatchServices.exe

= All executable files (.exe) in the C:\Program Files\Wisenet\SSM Server\SystemManager\
Database\PostgreSQL16\bin\ folder

- C\Program Files\Wisenet\SSM Server\SystemManager\mq\bin\win64\wrapper.exe

= C\Program Files\Wisenet\SSM Server\SystemManager\jre_11.0.31_11\bin\activemq.exe
= C\Program Files\Wisenet\SSM Client\Console\ConsoleStudio2.exe

= C:\Program Files\Wisenet\SSM Client\Console\ConfigurationManager2.exe

= C:\Program Files\Wisenet\SSM Server\Event Gateway\prunsrv.exe

Examples of scan excluded items in Windows Defender

Windows Security - o x

Exclusions

Add or remove items that you want to exclude from Windows Defender

A Antivirus scans. Get help

Have a question?

| O Virus & threat protection

R Account protection

) Firewall & network protection
B App & browser control

8 Device security

@ Device performance & health
i)

Family options

& Settings

+  Add an exclusion
C:#Program FilesWWisenet#SSM Client
Folder

C:#Program FilesWWisenet#SSM Server
Folder

C:#Program FilesWWisenet#SSM Tool
Folder

D:#PostgresQL
Folder

D:#SSMBackup
Folder

D#SSMRecordData
Folder

C:#Program FilesWWisenet#SSM Client#Console

wConsoleStudio2.exe
Process

C:#Program FilesWWisenet#SSM Server#MediaServer

WMediaServerService.exe
Process

C:#Program i
WireWbin#system_manager.exe
Process

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

Get Started with SSM I 15
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| Setting up the network firewall

The network communication of SSM can be blocked by a firewall. It is recommended to make the
SSM application and network port as an exception in the firewall. Since some antivirus software
have a built-in firewall, please also check the antivirus software that you currently use.

® Firewall exception process setup
= SSM Core Server and SSM Console Client are automatically registered as exception process.
- Event Gateway : C:\Program Files\Wisenet\SSM Server\Event Gateway\prunsrv.exe

® Portinformation

® Go to Wisenet SSM Service Manager > Network Settings to check the network port of SSM
Core Server. The default is as follows:

— Media Server:4510,4511,4512,4513,4514, 4515, 4516, 4517
— System Manager : 9999, 9991, 61616, 9876
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Install SSM Console Client

Learn about Installation Order

To install SSM Console Client on your local PC, follow the guide below.

Run the SSM Accept the Proceed with SSM Installation
Console Client License Console Client Completed
Installation Program Installation

First-Time Login

Install SSM Core Server, then you need to set an initial password for the Administrator when you
log first in to SSM Core Server in SSM Console Client.

Run the SSM Console Client program.
® Double-click the SSM Console Client program icon W on the desktop.

® You may also select H > Wisenet > SSM Console in order.

Click the Login button in the Login screen.

WiseNeT SSM console client

lozalhost 3

admin
Login

Get Started with SSM | 17
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3. When the Initial password setting dialog box appears, set an initial password, then click the
Apply button.

adrin

E] NOTE
® Set the password between 9 and 32 characters.

® You can set the password with at least 3 combinations of English uppercase and lowercase letters,
numbers, and special characters.

® You cannot use the ID as the password.

® You cannot use more than 4 consecutive characters (e.g., 1234, abcd, etc)).

® You cannot repeat the same character 4 times or more (e.g., !Ill, 1111, aaaa, etc.).
® There are no restrictions on special characters.

® You cannot use spaces.

4. Enter the initial password in the Login screen.
5. Click the Login button.
® The Monitoring menu page of SSM Console Client appears.

® When you log in for the first time or there is no device registered, Configuration menu page
runs automatically.

If you lose your password, you won't be able to reset it. Make sure you write it down somewhere secure.
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Q

NOTE

When you want to change the server to log in, you can select the desired server from the server list in
the Login screen.

If you cannot find the server to log in on the server list, you can click the . button to set the server
to connect.

When you select IP address for your server setup, you can select automatically-searched server IP
address or click the button to manually set the server IP address.
When you set DDNS for server setup, you can set by entering DDNS name and product ID.

1 | =
| W 192085 0§ (999 SUEE 4 ECE - |
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Learn about Screen Configuration

When you run SSM Console Client program, it displays the screen as below.

W g Configuraion =+

S Device ~

* External device

* Maintenance

EJ Design

« Site
* Layout
* Map

O Event

* Management

* Event action

Maintenance
Schedule
License
Federation
LDAP

Registration

4 9 SSM Domain
= SSM Server (192.168.219.100:0999)

| Learn about Menu

You can select from Configuration menu.

W onite Configuration =+

Cf) Device ~

* External device

* Maintenance
EJ Design

« Site
* Layout
* Map

O Event

* Management

* Event action

& system
User
Maintenance
Schedule
License
Federation
LDAP

Registration

4 9 SSM Domain
= SSM Server (162.168.219.190:9900)

20 I SSM Console Client Administrator Manual

Server information

General

Name
cuID
Version

MAC address

1P address

Wisenet DDNS

Description

Failover

Record channel

Server information

General

Name
cuID
Version

MAC address

1P address

Wisenet DDNS

Description

Failover

Record channel

admin a3

SSM Server
37e3d18-66ab-4c2f afbd-d2eb74234075
2106

ac: D8

192.168.219.190

Port 4510 HTTP port 4514

Enable P (WAN) 192.168.219.190

Enable
Camera restoration priority

License channel : 128 CH

Record channel : 0 CH

Backup record channel : 128 CH [ Re BRI

admin a3

SSM Server

43723d18-663b-4c2f afbd-d2eb74234075

192.168.219.190 Port 4510 HTTP port 4514

Enable 1P (WAN) 192.168.210.190

Enable

License channel : 128 CH

Record channel : 0 CH

Backup record channel : 128 CH SN HERET)




In the Device menu, you can manage the registration and settings of video devices for operating

the system.

Registration

You can register or set up recording devices, cameras, and external devices in SSM
Core Server.

External device

You can add external devices for linking with external systems.
+ You need a separate Transaction Server to link with an external system.
+ You can add Wisenet ACS without a separate Transaction Server.

Maintenance

You can perform maintenance for the Wisenet devices registered in SSM Core
Server.

In the Design menu, you can configure the screen to monitor the video devices registered in a

domain.
Site You can create a flexible domain structure by specifying groups by device.
You can configure a tile layout with video.
Layout ) )
You can also create a tile pattern that you can design.
Map You can configure an image map that a user registered with a camera screen.

In the Event menu, you can set event-related settings of devices.

Management

You can manage all kinds of events used in SSM.

Event action

You can set the event notification actions based on the conditions set by a user.

In the System menu, you can set various system settings.

User

You can add the user group or users of SSM Core Server. You can also set the
permissions by user group.

Maintenance

You can maintain the system for SSM Core Server.

You can add or manage schedules to be used from the camera video recording

Schedule schedule, event schedule, etc.

License You can get online or offline authentication for SSM licenses.

Federation You can configure several SSM Core Servers as a hierarchy to manage as one system.
LDAP You can log in to SSM with LDAP directory user account of Windows server.

Get Started with SSM | 21
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| Learn about Trees

You can check or modify the object list of the selected menu.

W fonitoring [ o admin .z
CH Device Registration Server information
General  Profile | Disk d

4 9 SSM Domain Name Server

2 SSM Server (192.168.219.190:9999)

* Bxternal device
+ Maintenance GuID 437e3d18-66ab-4c2f afbd-d3eb74234075
Version

Design MAC address

1P address : Port 4510 HTTP port 4514

- Site
* Layout Wisenet DDNS Enable P (WaN) 192.168.219.190

* Map Description

O Event

Failover Enable

* Management "

* Event action
Record channel License channel : 128 CH

 System Record channel : 0 CH

Backup record channel : 128 CH

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

® You can click the or button to register recording devices or cameras.

® |fyouclick the button, you can Delete the selected object.
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| Learn about Details

You can check or modify the details of the selected object in the tree.

W

S Device Registration Server information

General  Profil

4 9 SsM Domain Name
£ SSM Server (152.168.219.190:9999) w7
* Maintenance

+ Bxternal device

Version
Design MAC address

1P address
« Site

+ Layout Wisenet DDNS

* Map Description

O Event

Failover
+ Management

* Event action

Record channel

B system

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

Disk

admin .z

d

Server

437e3d18-66ab-4c2f afbd-d3eb74234075

Port 4510 HTTP port 4514

Enable IP (WAN) 192.168.219.190

Enable
Camera restoration priority|

License channel : 128 CH

Record channel : 0 CH

Backup record channel : 128 CH

® (lick the Apply button below the page to apply the modified object information.

® If Details window consists of tabs, you must click the Apply button in each tab to save the

modified information.
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Set Devices

Open the Device Menu

You can register recording devices, cameras and external devices in SSM Core Server, or modify
the setting details of the registered devices. In addition, you can upgrade the firmware of a device
registered in the domain, back up and restore the device setting details, and change the device

password.
1. Run the SSM Console Client program.

On initial startup, the Configuration tab appears.

W

@ Device Registration Server information

X General

4 9 S5M Domain

= SSM Server (192.168.219.190:9999)

+ Bxternal device one

* Maintenance ey
Version
Design MAC address
1P address
« Site
« Layout Wisenet DDNS

* Map Description

O Event
Failover
+ Management
+ Event action

Record channel

B system

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

NOTE

Qe

® You can change the startup option for the program through the path below:

admin .z

e | Disk | Record

SSM Server
d37e3d18-66ab-4c2f afbd-d3eb74234075
2106

AC:ED:FB:3F:2C:D8

192.168.219.190 Port 4510

Enable IP (WAN) 192.168.219.190

Enable
Camera restoration priority

License channel : 128 CH

Record channel : 0 CH

Backup record channel : 128 CH

SSM Console Client > i > General > Startup option

HTTP port 4514

If you exit the program and resume it, then the last menu opened before exiting the program appears.

® SSM Console Client screens may vary in configuration depending on the menu selected by the

administrator.
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2. To open the Configuration menu, click the Jgg| button at the top left of the program.

@ NOTE
SSM Console Client program consists of menu tabs.

I EIGRES

® You can freely move among the menu tabs to select the desired menu item.

® You can separate a page from the menu tab and run it like a separate program.

® You can insert a new page into the menu tab.

You can monitor a live camera feed and an event video in real time.

Monitoring You can also search or play the videos saved in the server and network storage
devices.
You can search and play the event logs that occurred on your devices.

Search Also, by connecting to an Al camera, you can play videos or search for images in

various conditions such as people, face, vehicle, vehicle number.

Advanced search

You can search the thumbnails created at the moment when a motion detection
event occurred in the recorded video. You can also search for people passing
through virtual lines set on the recorded video, or search for people who are
intruding into or loitering within a specific area.

Audit log search

You can search system audit logs.

Dashboard

You can monitor the status of SSM Core Server system or the registered device.

Configuration

You can configure and manage the SSM Core Server system.

By linking with ANPR camera, you can monitor videos in real time, and search or
play any videos as you like. Also, you can register/delete vehicles, edit the registered

ANPR

vehicle information, and check the management history per vehicle.

« ANPR menu is available for use after registering your ANPR license.

L. You can check and store the barcode information received from various devices in

Logistics . ;

real time. It can also search data by barcode and play videos.

You can monitor the data and the camera video of the POS device connected to
POS the DVR or NVR in real time. You can also search for the stored POS data or play the

video from the camera.

3. Inthe Add tab dialog box, select Configuration.

4. When the Configuration menu page appears, click Device > Registration in the menu list on the

left.

NOTE
@ ® For details about how to use the menu of SSM Console Client program, please refer to the separate

User Manual.

® You can download the User Manual from the product homepage (www.HanwhaVision.com).
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Register Devices

| Register Devices in SSM Core Server Automatically

You can automatically search the list of devices that can be registered in SSM Core Server, then
register the devices.

1. Select the SSM Core Server where you want to register the devices in the Device tree.

2. Clickthe| B |button. Register device dialog box appears.

Register Device

Auto

V| SUNAPI Priority Change IP

No. Model T IP address T MAC address HTTP port  SUNAPI Status

] 1 XRN-811S 192.168.219.200 00:09:18:00:55:56 554 80 o]

Password

® |f you select SUNAPI Priority, then the devices are registered with SUNAPI protocol for
SUNAPI protocol-supporting devices, and with SVNP protocol for non-supporting devices.
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3. Select the devices to be registered.
You can select multiple devices with the same ID and password and then register them

I EIGRES

collectively.

Register Device
Auto
Change IP

Status

V| SUNAPI Priority

v No. Model T IP address T MAC address Port HTTP port  SUNAPI
1

Password

4. Enter your ID and password.

@ NOTE
The ID and password above are the ID and password of the device to be registered.

5. Click the Registration button.
® |fyou fail to register the device, then an error message is displayed in the Status column.

® When you register the device, "Registered" is displayed in the Status column, and a
camera appears under SSM Core Server of the Device tree.

6. To close Register Device dialog box, click the Close button.
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| Register Devices in SSM Core Server Manually
You can manually enter the device information in SSM Core Server to register the devices.

1. Select the SSM Core Server where you want to register the devices in the Device tree.

2. Clickthe| E= | button, then click the Manual tab.

Register Device

Manual

Model Wisenet Recorder HTTP port
Protocol type SUNAPI Streaming protocol
Address type P

IP address 00.00

IP address HTTP port

3. Select the model of the device to be registered.
® Wisenet Recorder, Wisenet DVR: You can register Hanwha Vision NVRs and DVRs.
® ADAM-6050, 6060, 6066, NA-4010: You can register the I/0 devices of Advantech and MOXA.

® Select Wisenet Recorder for the model and SUNAPI for the protocol type to register the
devices with SUNAPI protocol.

4. Select the protocol type and the address type.

® You can select IP, IP+SSL, URL, URL+SSL, or Wisenet DDNS for the address type. Address type
may vary from device to device.

® [f you select SUNAPI for the protocol type, then a streaming protocol combo box appears.
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5. Enter other device information, such as address type and port.

® Theinformation you need to enter may vary, depending on the address type.

I EIGRES

® You can register the devices collectively if you enter an IP address range to register multiple
devices manually at once.

Register Device

Auto Manual

Model HTTP port

Protocol type Streaming protocol

Address type

IP address - 192168219 .

Model IP address HTTP port Status
Wisenet NVR 9216 80 Registration In progress
Wisenet NVR k: 80
Wisenet NVR k! 80
Wisenet NVR E ¥ 80
Wisenet NVR k: 80
Wisenet NVR it 80
Wisenet NVR k! 80
Wisenet NVR k: 80
Wisenet NVR k: 9 80
Wisenet NVR 92 X 80

Result - 0 Registered, 0 Failed

6. Enter the ID and password of the device to be registered.
7. Click the Registration button.
® |[fyou fail to register the device, then an error message is displayed in the Status column.

® When you register multiple devices at once, you can click the Cancel button to cancel
registration of the pending devices.

@ NOTE
Click the Reset button to reset the registered results.
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Register Cameras in SSM Core Server Automatically

You can automatically search the camera list that can be registered in SSM Core Server, then

register the cameras.

1. Select the SSM Core Server where you want to register the cameras in the Device tree.

2. Clickthe @&

Register Camera

Auto

Vendor  Wis:

PND-AZ081RV
QND-6070R
XND-8081VZ
XNV-60817

W SUNAP| Priority

IP address
192.168.219.209
192.168.219.62
192.168.219.184
192.168.219.149
192.168.219.173
192.168.219.137

MAC address

0009

000918 1047
00:09:18:51:19:51

Initial passwerd setting Change IP

HTTP port
80
80
80
80
80
80

button. Register Camera dialog box appears.

SUNAPI

Status

Password

NOTE
For cameras without passwords, set the password by pressing the Initial password setting button, then
register the camera.

Q

— New cameras after October 2019.

— Xseries cameras with firmware installed after October 2019.

3. Select Vendor. You can select Wisenet or ONVIF for the Vendor.

® Wisenet: You can register the cameras of Hanwha Vision.

® ONVIF: You can register the cameras that support ONVIF protocol. ONVIF is available only
when authenticated with a channel license.
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4. Select the cameras to be registered.
You can select multiple cameras with the same ID and password and then register them

collectively.

5. Enter your ID and password.

[E] NOTE
The ID and password above are the ID and password of the camera to be registered.

6. Click the Registration button.
® When you register multiple cameras at once, you can click the Cancel button to cancel the
registrations of the pending cameras.
® |n case of a connection error, a message about the cause of the error appears in the Status
column.

® When you register the camera, Registered is displayed in the Status column, and it is
registered under SSM Core Server of the Device tree.
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| Register Cameras in SSM Core Server Manually

You can manually enter the camera information in SSM Core Server to register the cameras.

1. Select the SSM Core Server where you want to register the cameras in the Device tree.

2. Clickthel ®% |button, then click the Manual tab.

Register Camera

Manual

Model Wisenet Network Camera/Encoder HTTP port
Protocol type SUNAPI Streaming protocol
Address type P

IP address 00.00

IP address HTTP port

3. Select the model of the camera to be registered.

Wisenet Network Camera/Encoder: You can register Hanwha Vision cameras and encoders.
Wisenet IP Speaker: You can register Hanwha Vision IP speakers.

SSM-SC: The SSM-SC (Screen Mirroring Agent) software is an add-on program for the SSM,
and links with the SSM to transmit the user’s computer screen to the SSM.

ONVIF: You can register the devices that support ONVIF protocol. ONVIF is only available
when authenticated with a channel license, which is a paid license.

RTSP: Register devices that support RTSP protocol for realtime streaming transmission.

Select Wisenet Network Camera/Encoder for the model and SUNAPI for the protocol type
to register the cameras with SUNAPI protocol.

4. Select the protocol type and the address type.

You can select IP, IP+SSL, URL, URL+SSL, Wisenet DDNS for the address type. Address type
may vary from camera to camera.

If you select SUNAPI for the protocol type, then a streaming protocol combo box appears.
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5. Enter other camera information, such as address type and port.

® Theinformation you need to enter may vary, depending on the address type.
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® You can register the cameras collectively if you enter the range of an IP address to register
multiple cameras manually at once.

Register Camera

Auto Manual

Model HTTP port

Protocol type Streaming protocol

Address type

IP address - 192168219 .

Model IP address HTTP port Status
Wisenet Network Camera/Encoder 92.16: 1) Registration In progress
Wisenet Network Camera/Encoder k: 80
Wisenet Network Camera/Encoder k! 80
Wisenet Network Camera/Encoder E ¥ 80
Wisenet Network Camera/Encoder E 80
Wisenet Network Camera/Encoder £ 80
Wisenet Network Camera/Encoder E 80
Wisenet Network Camera/Encoder k: 80
Wisenet Network Camera/Encoder k: 9 80
Wisenet Network Camera/Encoder 92 X 80
Result - 0 Registered, 0 Failed

6. Enter the ID and password of the camera to be registered.
7. Click the Registration button.
® |[f you fail to register the camera, then an error message is displayed in the Status column.

® When you register multiple cameras at once, you can click the Cancel button to cancel
registration of the pending cameras.

@ NOTE
Click the Reset button to reset the registered results.
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| Set Alarm Input/Alarm Output

You can register the recording devices or the cameras in SSM Core Server, and then set the alarm
input and alarm output.

1. Select the desired device in the Device tree.

2. Click the Settings button next to Alarm input/Alarm output at the bottom right of the page.

W fonitoring C + admin .2
— P— F———

General  Profile | Settings

« External device 4 ¥ ESIEIED Name XNV-60812
M Server (192.168.219.190:9999) XNV-60812(182.168.21.437)
* Maintenance Gum ededBadc-C77C-4483-8617-6480321764d3
Model XNV-6081Z
Design S ) 68.219.62; Version 1.20.01 20181017 R84
MAC address 00:09:18:5b:bd:66

* Site QND-6070R (192.168.219.149)
Device certificate  Not checked

* Layout
* Map
O Event Protocol type SUNAPT
Network » 192.168.219.137
* Management
Camera type

* Event action
Mounting mode

B system Shortcut
Description
« User

* Maintenance

* Schedule

Streaming protocol  TCP
» admin
* License

+ Federation b=l

+ LDAP Connection ® Connect Disconnect

==
Alarm output FHITE

No. Enable e Activate

Activated

1 XND-808 sor
XND-8081VZ_Relay Activated

4. Click the Apply button.
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| Change the Device IP Address

You can change the network information of the devices when you register recording devices or
cameras automatically.
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Register Camera

Auto

Vendor Wisenet W] SUNAPI Priority

Obtzin an IP address
automatically (DHCP)

IP address 192168219149 = 192168219153

Enable

Subnet mask 2552552550 HTTP port

Gateway 1921682181 Port

Password

Model IP address T MAC address Port HTTP port
QND-6070R 92. 9149 00:09:18:51:19:51 4520 20
XNP-6320 92.168.219.209 L X 4520 20
XNV-6081Z A 4520 20
XND-8081VZ i 5 4520 80
XNF-8010R g 2196 r09:18: i 4520 80

1. Select the desired SSM Core Server in the Device tree.
2. Clickthe| B¢ |or| & | button to open the Auto dialog box.
3. Select the desired devices.

You can select multiple devices with the same ID and password and then change them
collectively.

4. Click the Change IP button at the top right.

5. Enteranew IP address. If you want an IP address to be automatically assigned, set Obtain an IP
address automatically (DHCP) to Enable.

6. Enter other information such as ID, Password, HTTP Port, and Port.

7. Click the Apply button.

@ NOTE
® You can click the Test button to check whether the changed IP information is valid.

® When you select 2 or more devices, the range of an IP address is automatically set, and when you click
the Test setup button, the automatically-set IP address is displayed in the Status column.
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Set Servers in a Domain

You can add several SSM Core Servers in SSM domain to cluster. In addition, you can change the
domain information already set.

| Add Servers to a Domain Automatically

1.

2.

3.

Select "SSM Domain" in the Device tree.
Select Auto discovery button on Domain information page on the right.

Select a server to be added to the domain in the searched server list.

. When the Add server to domain dialog box appears, enter the ID and password of the selected

SSM Core Server.

® When the initial password is not set in the server where you want to add a domain, the
Initial password setting screen appears. Set the ID and initial password.

Click the Registration button.

Once clustered, the SSM Core Server is displayed under the "SSM Domain" of the Device tree.

| Add Servers to a Domain Manually

1.
2.
3.

4.

Q

Select "SSM Domain" in the Device tree.
Select Add server manually button on Domain information page on the right.
When the Add server manually dialog box appears, enter the IP address, port, ID, and password
of the SSM Core Server to be added to the domain.
Add server manually

1P address

Port

Click the Registration button.

Once clustered, the SSM Core Server is displayed under the "SSM Domain" of the Device tree.

NOTE

If you restart a clustered server, it may take a few minutes to properly start it depending on the number of
devices.
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| Recovering a Clustering Connection
When any of the clustered SSM Core Servers are disconnected due to a change in your IP settings,
you can reconnect them by setting a new IP address.
1. Select "SSM Domain" in the Device tree.

2. Select Clustering connection recovery button on the Domain information page to the right.

® |fthere is more than one server in a state that requires recovery of the clustering connection,
the Clustering connection recovery button will be enabled.

3. When the Clustering connection recovery dialog box appears, enter a new accessible IP
address and click the Test connection button.

Clustering connection recovery

No. = Servername  Current IP address New IP address

1 SSM Server 192.168.1.99

4. Click the Apply button.
The IP address of the SSM Core Server that succeeded in the connection test is reflected.
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| Synchronize time
The current server’s time can be used to synchronize the times of other servers in the same cluster.
1. Select "SSM Domain" in the Device tree.
2. Click the Time Setup button on the Domain information page on the right.

3. When the System time setup dialog box appears, configure the time sync settings.

System time setup

® Use as NTP server: SSM domain system time can be set as an NTP server. Devices that set
the SSM domain as an NTP server can sync with the SSM domain system time.

® NTP server time sync: Configure whether to use NTP server time sync. If choosing not to use
NTP server time sync, the system time may be modified manually.

® NTP server address: Select the desired server from the NTP server address list to sync with
the selected NTP server time. Users may choose manual input to manually input the server
address.

® Last sync: The time stamp of the most recent NTP server time sync is displayed.

® Syncinterval: The system time is synced with the NTP server time at the designated times.
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| Filter IPs

You can prepare the list of IP addresses to allow or block access to a specific IP address.
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1. Select "SSM Domain" in the Device tree.
2. Inthe Domain information page, click IP filtering tab.

3. Inthe IP filtering page, select Filtering type.

Configuration =+ admin .z
A Registration Domain information

al 1P filtering

+ Extemal device 2 8 Sl Fitering type [ Deny registered 1P Allow registered 1P

) » = SSM Server (172.30.1.53:9999
Maintenance AP TP Prefix El

No. Enable P Filtering range

Design

£ Event

2 System

® Deny registered IP: The IP address registered in the list cannot be accessed.

® Allow registered IP: You can access only the IP addresses registered in the list. Register at
least one IP address, including the IP address of the connected PC.

4. Toregister an IP address, enter values for IP and Prefix and click the Add button.

Configuration =+ admin a8
~  Registration Domain information

x General 1P filtering

+ Bxtemal device 2 2 STl Fitering type ¥ Deny registered P Allow registered P

_ » = S5M Server (172.30.1.53:9999)
SATEIITE AP TP Prefix N

No. Enable » Filtering range

Design
O Event

EZ System
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® You can add up to 10 IP addresses.

® |Pv4is supported.

® ForIP addresses, numbers between 0 and 255 and only the symbol “.” can be used.
® For Prefix, use any number between 1 and 32, and its default value is 32.

5. To use the registered IP, click the Enable check box.

Configuration =+ =i d
~  Registration Domain information
X General 1P filtering

Filtering type [ Deny registered 1P Allow registered IP.

* External device

° DM XND-6081FZ (172. AP TP Prefix Tl

Design Sio XNFS No. Enable Filtering range

OENLE

O Event
2 Enable

EJ System T E] Enable 192.168.31.11

® Not to use the registered IP, click the Enable check box to release it.
® Double-click the IP address and Prefix to change the setting.
® To delete the registered IP, select the desired IP and click the Delete button.
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Set SSM Core Server information

You can set a SSM Core Server as Wisenet DDNS, or use it as a failover server.

| Set Wisenet DDNS

Wisenet DDNS server, provided by Hanwha Vision, is available. DDNS allows you to change and set
the SSM Core Server to a normal host name that is easy for a user to remember.

NOTE
@ If you want to use the Wisenet DDNS, sign up for membership at the Wisenet DDNS homepage
(ddns.hanwha-security com), then register your product in My DDNS > Product registration.
1. Select the desired SSM Core Server in the Device tree.
In the Server information page on the right, set Wisenet DDNS to Enable.

Enter the ID of the product registered in the Wisenet DDNS server in Product ID.

> owoN

Click the Apply button.

| Set Wisenet DDNS Automatically
In the case of a server-type NVR, you can set Wisenet DDNS without a membership.
1. Select the desired SSM Core Server in the Device tree.
2. Inthe Server information page on the right, set Wisenet DDNS to Enable.
3. Click the QR button to create a product ID.

® The QR code created with product ID is used when accessing the Wisenet mobile app.
For details, please refer to Wisenet mobile User guide.

W
58 Device
st Record
Name SSM Server

+ Bxternal device A . 5
=/ SSM Server (55.101.67.99:9999) .
« Maintenance GUID bBeddsff-e764-427¢-8035-a7ba18dcBI8S
Version
B Design MAC address
1P address 5 Port 4510 HTTP port 4514
- site
o (e Wisenet DDNS

« Map
O Event

* Management

* Event action

# System

* User
Backup record channel : 128 CH RN P R ]

* Maintenance
* Schedule

* License

* Federation
- LDAP

4. Click the Apply button.
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http://ddns.hanwha-security.com

| Set to a Failover Server

When any of the clustered servers in the domain fails, you can set it to act as a server on behalf
of the failed server. The device (recording device, camera) registered to the failed server is
automatically connected to the failover server, so you can continue to use monitoring and video
recording.

1. Select the desired SSM Core Server in the Device tree.
2. Under the Server information page on the right, set Failover to Enable.

3. Click the Apply button. The set information appears on the right of the Failover.

W Aonitoring Cor o admin .z
Cf) Device Registration Server information

General  Profile  Disk ord

4 9 S5M Domain Name SSM Server

4 | SSM Server (192.168.219.190:9999)
© 17 (1 3
p .

* Bxternal device
+ Maintenance GU d37e3d18-66ab-4c2f-afbd-d3eb74234075
Version 2106
Design Sun XNF- ( .62] MAC address 4C:ED:FB:3F:2C:D8
1P address 192.168.219.190 Port 4510 HTTP port 4514
- Site
* Layout Wisenet DDNS Enable P (WAN) 192.168.219.190

* Map Description

O Event
[— W Enable License : 126CH (Used CH : SCH, Failover CH : 0CH)
+ Management .
+ Event action
Record channel  License channel : 128 CH

2 System Record channel : 5 CH

Badkup record channel : 123 cH BTN ENTHERT)

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

4. Click the Camera restoration priority button. Configure the camera restoration priority settings
as desired, then click the Apply button. When a problem occurs, recording will proceed in
accordance with the configured priority settings.

M

Medium

Priority  Medium

e |
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NOTE

QS

When acting as a failover server, the icon for the failed server is displayed as Disconnected, and the

icons for all devices registered in the failed server are additionally marked with a “= icon.

® When operating as a failover server, you cannot change the device information of the previous server.

iguiation =

Registration

SM.Domain

* External device
- SSM Server (192.168.219.161:9999)

* Maintenance
Design

« site
« Layout
* Map
O Event
8115_CHO07 (192.168.210.200)
+ Management

* Event action

4 System

* User
* Maintenance
* Schedule

* License

* Federation
* LDAP

Server information

General  Profile

Name
GuID
Version

MAC address

1P address

Wisenet DDNS

Description

Failover

Record channel

Disl

admin a3

Record
SSM Server

37e3d18-66ab-4c2f afbd-d2eb74234075

Port 4510 HTTP port 4514

Enable TP (WAN) 192.168.219.190

W Enable  License : 128CH (Used CH : 5CH, Failover CH : 0CH)

License channel : 128 CH
Record channel : 5 CH
Backup record channel : 123 cH (SRS NIRRT
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| Set Record Channel

Once a camera is registered to the SSM Core Server, it is assigned to a record channel by default,
and when registering in excess of the licensed channels they will be assigned to live channels.
Record channels and live channels can be configured to channels as desired by the User.

1. Select the desired SSM Core Server in the Device tree.

2. Under the Server information page on the right, click the Record channel setup button.

* External device

* Maintenance

Design

« Site
* Layout
* Map

O Event

* Management

+ Event action
B System

er
* Maintenance
* Schedule

* License

* Federation
* LDAP

Registration

4 9 SSM Domain
SSM Server (192.168.219.100:0999)

Server information

General  Profile
Name

cuID

Version

MAC address

1P address

Wisenet DDNS

Description

Failover

Record channel

admin a3

Disk cord

SSM Server
37e3d18-66ab-4c2f afbd-d2eb74234075
2106

AC:ED:FB:3F:2C:D8

192.168.219.190 Port 4510

Enable IP (WAN) 192.168.219.190

Enable
Camera restoration priority

License channel : 128 CH

Record channel : 5 CH

Backup record channel : 123 GH

HTTP port 4514

3. Select the device to set as the record channel or live channel. Click the € or » button and add
to the desired channel list.

4. Click the Apply button.

Record channel setting

Record channel (4/128)

% XNF-8010R (192168.219.62)
XND-8081VZ (192.168.219.173)
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Set Server Recording

You can change the disk status of SSM Core Server, or change the camera list which is assigned
automatically to the recording disk. In addition, you can add a record schedule or change the
recording settings of the camera.

| Set Disk Status

1.

2
3.
4

Q

Select the desired SSM Core Server in the Device tree.

. In the Server information page, click the Disk tab.

Select the disk to be changed in Disk information page.

. Click the list in the Status column.

® Record: You can record camera videos on your disk. You can search or play the recorded
camera videos.

® (lear: You cannot record camera videos on your disk. But you can search or play the existing
recorded camera videos.

— The disk in Clear status can be formatted.

® System: It is a system disk where Windows OS is installed. You cannot record camera videos
on the system disk. If you only have a system disk on the PC installed with SSM Core Server,
you cannot record the camera videos.

Select the disk status value to be changed, then click the Apply button.

NOTE

® Qverwrite: You can set whether or not to overwrite the existing recording files when there is no free
space on the disk.

® Dual Recording: When you record camera videos on SSM Core Server, you can set whether to record
low resolution videos and high resolution videos at the same time.

® Recording encryption: Installs or deletes a recorded video encryption certificate. If a recorded video
encryption certificate is installed, all videos being recorded in the SSM Core Server are encrypted and
stored.

® Refresh: You can update and view the disk information of SSM Core Server.
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| Set Dual Recording
SSM Core Server provides dual recording function.

Dual Recording allows you to receive and record both high resolution and low resolution streams
from the camera simultaneously when recording camera videos on the SSM Core Server.

With dual recording, you can automatically change the resolution of the playback video depending
on the size of the video tile when you play the recorded video like when you monitor the real-time
video from the camera. If you add the number of cameras to be played while playing the recorded
video at high resolution, then the number of video tiles increases and the size of tiles decreases. As
the size of the tile becomes smaller, the resolution of the recorded video automatically changes to
low resolution, so the recorded video is played seamlessly, which improves playback performance.

The resolution of the playback video varies depend on the set value of Setup > Minimum tile size
for high resolution playback.

NOTE

® When you register a camera in SSM Core Server, a profile called "Live4NVR" is automatically added to
the camera profile.

® [fyou cannot add a new profile to the camera or registered the camera with SVNP protocol, then an
error message, Failed to create low profile video appears in the Status column.

Register Camera

Auto

Vendor Wisenet W| SUNAPI Priority Initial password setting Change IP
Model T IP address T MAC address Port HTTP port  SUNAPI Status

- CQND-6070R 192.168.219.149 | D0:08:18:51:19:50 4520 _n Regjistered(Failed to create low pr

XNF-8010R 92 d
PND-A081RV 192.168.219.184 61:a0:47

QND-6070R 192168219149 109:18:51:19:51

XND-8081VZ 192168219173
XNV-6081Z 192168218137

Password
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1. Select the desired SSM Core Server in the Device tree.

2. Inthe Server information page, click the Disk tab.
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3. Under the Disk information page, set Dual recording to Enable.

W o g Configuration = admin o
G Device A Registration Server information

Disk Record Record schedule

+ External device M Domzin

T XND-6081FZ (17
NP Disk Storage. Status Wite to HDD (Mbps) | Format

3 Design ix DD Local Disk () (0] IOGASGEVEAZTGEN System 0.00 Mbps
@ PNV-AB0BIR_(
. site @ PNV-ASOBIR_CHOO2 Local Disk (D) [6] 1.08 GB / 710.43 GB Record 17.25Mbps

* Maintenance

* Layout
) E XRN-542084 (172.30.1.200)

* Map
O Event

* Management

* Event action
& system

* User
Overwrite W Enable
* Maintenance

* Shece L
* License Recording encryption (] Enable (Certificate : None)
* Federation

* LDAP

4. Click the Apply button.
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NOTE

If you click the Record-low setting button, then you can set the low resolution profile for the dual

recording.

Configuratior

59 Device ~

= External device

* Maintenance
[ Design

- Site
- Layout
- Map

O Event

* Management

+ Event action
2] System

User
Maintenance
Schedule
License
Federation
LDAP

nfiguration

+

Registration

9 55M Domain

@ XNV-60817 (192.168.210.137)
&S XNP-6320 (192.168.219.209)
S0 XNF-8010R (192.168.219.62)
T XND-B0B1VZ (192.168.219.173)
@ QND-6070R (192.168.219.149)

4

Registration

* Bxternal device
* Maintenance

M Design

« site
* Layout
* Map

Event

* Management

* Event action

System

User
Maintenance
Schedule
License
Federation
LDAP

SSM Domain

= SSM Server (192.168.219.100:9999)
i XNF-B010R (152.168.219.7)

€ XNP-6320 (192.168.219.5)

© XNV-6081Z (192.168.219.8)

© XND-8081VZ (192.168.219.4)

© XND-G0BIFZ (192.168.219.3)

XRN-6410D84 (192.168.
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Server information

Profile D

admin

Record-low

Resolution | " [210

Frame

Record schedule.

Compre | Videg
Qually | “ion | codec

. XNV-60817 (192.168.219.137) “ Lowassh 640 % 360 - ot supporte -

2 XNP-6320 (192.168.219.200)

4 | XND-8081VZ (192.168.219.173)

5 | QND-6070R (192.168.219.149)

Profile No.

Resolution 640 360
Frame rate

Comprassion

Bitrate(512~30720) kbps

Record

Audio | Retention

Em= recording | period

LowassM 640x360 15

LowdSSM 480x480 | 15
Lowd4ssM 640x480 15

Lowd4ssM 640x360 15

Quality
Bitrate control

GOV length

admin

Expects
e

Record schedule:

Notsupported 10 | H.26¢
Notsupported 10
Notsupported 10

Not supported 10

Low4SSM

Not supported
VBR

15

s recording
rofile

XNP-6320 (192.1682195) | One-way | Unlimited

XV-6081Z (192.168215.8)  Omeway  Unimited

XND-B0B1VZ (192.168.2194) | Oneway = Unlimited

XND-GOB1FZ (192.168.219.3) | One-way  Unkmited

Camera
Retention period (Day) Unlimited
Auto recovery backup Enable

Continuous recording profile

XNF-8010R (102.168.219.7)

6Day 3h off
6Day 3h off
6Day 3h off

off

6Day 3h

Audio recording

Recording Schedule Always Low resolution + high
Recording Schedule Always Low resolution + high
Recording Schedule Always Low resalution + high

Recording Schedule Always  Low resalution + high

One-way

Expected retention period  6Day 3h

Record schedule

Low resolution + high reso

Recording Schedule Alway:



| Set Video Recording Encryption

For the security of the recorded videos, they can be encrypted before being saved. To save
encrypted videos, a recorded video encryption certificate needs to be installed in the SSM Core

Server.

Q

NOTE

following situations:

Please be very careful not to lose or damage the certificate. Otherwise, you might run into one of the

® Ifyou lose the certificate, a security problem might occur regarding the stored video recording.

® |f the certificate is deleted due to corrupted disk, previously recorded video cannot be played back.

1. Select the desired SSM Core Server from the Device tree.

2. Inthe Server information page, click the Disk tab.

3. Under the Disk information page, set Recording encryption to Enable.

Configuration =+

Monitoring

B Device A Registration Server information

Profile | Disk  Record
4 9 SSM Domain
4 = SSM Server (172.30.1.53:

€ XND-6081FZ (172.
- 0 (17 Disk

* Bxte
External device Disk information

* Maintenance
Design Local Disk (C) [0]

* Site Local Disk (D) [6]

* Layout
* Map

O Event

* Management

+ Event action
B System

* User

Overwrite Enable

* Maintenance

* Schedule Enable

Dual recording
* License Recording encryption [ Enable
* Federation

* LDAP

4. Click the Apply button.

[TT9645GB T 1421GE I System
108 GB/ 710.43 GB. Record

admin  u

Record schedule

Storage Status Write to HDD (Mbps) | Format
0.00 Mbps

17.25Mbps

(Certificate : None)
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5. Toinstall a recorded video encryption certificate, click the Recorded video certificate setup
button.

6. Click the BE= button under File Path and select the certificate file to install.

Recorded video encryption certificate

Certificate information

No.| Enabled Issued to Issued by Issued date Delete

Expiration | Expiration
date date

ssm.com | 2020/02/04 | 20. /n

Certificate
File Path

Password

7. Set a password, then click the Apply button.

Recorded video encryption certificate

Certificate information

Delete

. . . Expiration | Expiration
Nao. Enabled Issued to Issued by Issued date Eoim date

ssm.com | 2020/02/04 | 20.

Certificate

File Path

Password
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| Assign a Camera to Disks

When you register a camera in SSM Core Server, a recording disk to record camera videos is set
automatically. You can set the desired camera video to be recorded on a specific disk instead of the

I EIGRES

automatically-specified disk.

Q

H W N

NOTE
Unless a recording disk is specified in the camera, you cannot record the camera video.

Record camera assign

Total - 5 / Not Assigned : 0 / Selected : 0

4 = SSM Server (192.168.219.183:9989)
< [ Local Disk D) [5]
NP-6320 (192.168.
ND-6081FZ {
S XNF-8D10R (192.168219.7)
e XNV-6081Z (192.168.219.6)

© XND-3081VZ (192168.219.5)

Select the desired SSM Core Server in the Device tree.
In the Server information page, click the Disk tab.
Click the Record camera assign button at the top right of the Disk information page.

When the Record camera assign dialog box appears, select "SSM Server" in the disk list on the
left.

Select a recording disk to record camera videos in the left tree.

Select a camera to record on the selected disk in the camera list on the right.
Click the EI button to add a camera to the disk.

® The selected camera is displayed below the recording disk.

® You can assign a camera to multiple disks.
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| Set Record Schedules

When you want to record camera videos at specific events or at specific times, you can set the
record schedule and record. You can modify or delete the added schedule.

Record schedule

Recording schedule list Recording Schedule Always

Recording Schedule Always Event Type Schedule

Mation detection Always

Alarm input Always

Video loss Always

IVA (Intelligent Video Analytics) Always
Audio detection Always

Continuous Always

& |9 |10 11 (1213 14 15 16 |17 18 19 20 21 22 23

M Motion [l Alarm input Video loss IVA {Intelligent Video Analytics) [l Audio detection
B Continuous
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| Add Record Schedules

1.

2.

6.

Q

Select the desired SSM Core Server in the Device tree.

I EIGRES

Click the Record schedule button at the top right of the Server information page.

When the Record schedule dialog box appears, click the button at the bottom left.
Select the schedule you added from the Recording schedule list on the left.

Select a schedule by event type in the list of the events on the right.

® Always: Records the camera video for 24 hours every day regardless of the day of the week.
® None: Does not record the camera video.

® |f you want to set a schedule not on the schedule list, click the Schedule button at the top
right to perform Set Schedules.

(Example) If you want to record the camera videos only when motion detection events
occur, set the schedule for the motion detection events to Always, and set the schedule for
the remaining events to None.

Click the Apply button.
NOTE

When you want to change the name of the record schedule, click Change basic information in the
shortcut menu of the schedule list.

| Delete Record Schedules

1.

2

Select the desired SSM Core Server in the Device tree.
Click the Record schedule button at the top right of the Server information page.

When the Record schedule dialog box appears, select the schedules to be deleted in the
Recording schedule list.

. Click the button.
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| Add Schedules

When you want to record camera videos at specific time intervals, you can add a new schedule to
set a record schedule.

1. Select the desired SSM Core Server in the Device tree.
2. Click the Record schedule button at the top right of the Server information page.
3. When the Record schedule dialog box appears, click the Schedule button at the top right.
4. On the bottom left of Schedule dialog box, click the button.
5. Select the added schedule from the schedule list.
6. Enter the Name of the schedule in the Schedule information page on the right.
7. Set the schedule Cycle.
® Daily: Camera videos are recorded daily on the set schedule.
® Weekly: Camera videos are recorded on the set day of the week.
8. Set the time interval for recording the camera videos.
® When you click or drag the time interval to record, a time area is selected.
® You can select the desired time only by pressing the [Ctrl] or [Shift] key.
9. Select a time interval and click the Settings button.
® The area where the schedule is set is displayed in green.
® Select the desired interval and click the Release button to release the setting.

10. Click the Apply button.

@ NOTE
® |fyou select to use holidays, then the schedule is not applied to the dates you specify as holidays.
® You can set the Holiday settings in the Record schedule > Schedule > Holiday tab.

® |naddition, you can set the Add schedule in the Configuration > System > Schedule menu.
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Set Camera Recordings

You can modify the recording settings of the cameras registered in SSM Core Server.

nfiguration ==

Registration

4 9 SsM Domain
SSM Server (192.168.219.100:9999)
010R (192.168.210.7)

+ Bxternal device

* Maintenance

O Design © XNV-6081Z (192.168.219.8)

T XND-8081VZ (192.168.219.4)
- Site
* Layout
* Map

Event

* Management

* Event action

F System
user
Maintenance
Schedule
License
Federation
LDAP

Server information

Disl

General Event

Camera

Record

Retention
recording | period

B
=

admin .

Auto
recavery
bacup

('anhmnus recording.

Record schedule ==

XNP-6320 (192.168.219.5)
JNV-G0B1Z (192.168.219.8)
XND-S081VZ (192.168:219:4)

XND-60B1FZ (192.168.219:

Camera

Retention period (Day)

Auto recovery backup

Continuous recording profile

Oneway Unimited | 6Day 3h

Oneway Unlimited  6Day 3h

Oneway Unimited | 6Day 3h

One-way  Uniimited | 6Day 3h

XNF-8010R (192.168.219.7)
Unlimited
Enable

Low resolution + high reso

Recording Schedule Aways Low resolution + high
Recording Schedule Always  Low resaluton + high
Recording Schedulc Aways Low resalution + high

Recording Schedule Always Low resolution + high

Audio recording One-way
Expected retention period  6Day 3h

Record schedule Recording Schedule Alway:
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| Modify Camera Recording Setups
1. Select the desired SSM Core Server in the Device tree.
2. Inthe Server information page, click the Record tab.
3. Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

4. Modify the settings in Record page.
5. Click the Apply button.

Q B
® When you record camera videos in SSM Core Server, you can receive and record both high resolution
and low resolution streams from the camera simultaneously.

® You can choose the record schedule from Recording schedule always, None, or User-added record
schedule.

® You can set the recording file retention period by camera.
® Recording files are automatically deleted after the set retention period.

® You can set whether or not to record audio. When the audio recording is set to Disable, the audio is
not recorded while recording the camera videos. Set audio recording as Two-way to record audio
input from the camera as well as any audio input after turning on the mic while monitoring.

® For recording stability, use SATA2 7200 rpm or higher HDD. (Maximum recording throughput per HDD
is 130 Mbps.)

® You can search and play the recorded camera videos in the Monitoring menu of SSM Console Client.
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| Set Camera Profiles

You can check and change the profiles of the cameras registered in SSM Core Server.

Registered Device List Camera Profile List

W poritoring e |
Qf\ T Registration Server information

Pofie Dsi | Fecord

4 9 SSM Domain Camera  Live-high  Live

SSM Server (162.168.219.100:9999)

* External device

* Maintenance Audio

~8010R (192.16¢ No. & Camera Model 4 Video | Audio | ogee | Covert | PTZ Mull

Design — T - XNF-8010R (192.168.219.7) XNF-8010R mm G711 Nm EIIDDD

XNP-6320 (192.168.210.5) XNP6320 | Ensble Ensble G711 Disable Supported
* Site XNV-6081Z (192.168.219.8) XNV-6081Z | Enable Encble G711 Dissble Notsuppo SS
o (T = XRN-6410084 (192.16
4 4 | XND-SOBIVZ(192.1662194) = XNDBOBIVZ | Enable Enable G711 Disable Notsuppo SS

* Map
5 | AND-60BIFZ(1S2.168.2193) = XND-6OSIFZ | Enable Enable G711 Disable Notsuppo SSI

£ Event

* Management

* Event action

“ System

* User
* Maintenance

+ schedule

« License Covert  Disable Multicast  5SM Server

Video Enable Audio Enable

* Federation
* LDAP

| SetVideos

1. Select the desired SSM Core Server in the Device tree.
2. Inthe Server information page, click the Profile tab.
3. Inthe Profile page, click the Camera tab.

4. Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

5. Set the profile of the camera.

® Video: If you set this to Disable, you cannot view a video when monitoring it, and the audio
will be automatically set to Not supported.

® Audio: If you set this to Disable, you cannot hear the audio when monitoring a video.

® Covert: If you set this to Enable, videos and audios can be recorded but users cannot
monitor them without the proper credentials.

® Multicast: You can set the camera data transmission method to Multicast. If you select SSM
Server, you can transmit data by Multicast from SSM Core Server to SSM Console Client.

— Multicast is used when the recipient of the data is a specific group consisting of multiple
addresses. When transmitting data to multiple networks, you can do so to multiple
devices at once.

6. Click the Apply button.
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| Set Audios

1.

2.

Select the desired SSM Core Server in the Device tree.
In the Server information page, click the Profile tab.
In the Profile page, click the Camera tab.

Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

Set Audio under Camera page.

® |fyou set Audio to Disable, you cannot hear the audio while monitoring the real-time videos
from the camera.

® The audio events can still be received and recorded even when Audio is set to Disable.
® You can set Audio recording in Record > General tab of Server information page.

Click the Apply button.

| Set Coverts

. Select the desired SSM Core Server in the Device tree.

In the Server information page, click the Profile tab.
In the Profile page, click the Camera tab.
Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

Change the settings in Covert list under the Camera page.

® |fyou set Covert to Enable, then you cannot check the video and the audio while playing
the real-time videos and recorded videos from the camera. However, you can record the
video and the audio.

® [f you change the settings of Covert to Disable, you can play the recorded videos previously
covert enabled.

Click the Apply button.
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| Change Camera Profiles

You can change Live-high, Live-low, Live-mobile, Record-normal, or Record-low profiles of the

I EIGRES

camera.

W fonitoring Cont "+
i) Device == Server information

Genersl | Proffle Disk | Record

+ External device F Lvehigh Livelow  Livemo

me

+ Maintenance a
No. & Camera wodel a|Profle | e | Resouton | M Qualty

b o.
T - XNF-8010R (192.168.219.7) |  XNF-8010R - Fisheyeview | 2048 x 2048 -

10
10

2 XNP-G320 (192.166.219.5) XNP-6320 H264 | 1920x1080 | 30

¢ Site - - 3 XNV-6081Z(192.168.2108) = XNV-6081Z

2
2 H.264 1920 x 1080 25
» = XRN-6410DB4 (192.168.219.193)
* Layout
2
2

4 | XND-BIBIVZ (192.168219.4)  XND-8081VZ H264 | 1920x1080 | 30

« Map
5 XND-6081FZ (192.168.219.3) XND-6081FZ H.264 1920 x 1080 30

O Event

* Management

* Event action

B System

Profile No. 2 Name FisheyeView
* User

* Maintenance
* Schedule

* License

Resolution 2048 x 2048 Quality 10
Frame rate 25 Bitrate control
« Federation Compression GOV length

* LDAP Bitrate(1536~30720) kbps

1. Select the desired SSM Core Server in the Device tree.
2. Inthe Server information page, click the Profile tab.
3. Inthe Profile page, select the profile tab to be changed.
Options: Live-high, Live-low, Live-mobile, Record-normal, Record-low
4. Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

5. Change the settings under the Profile page.
6. Click the Apply button.

@ NOTE
® Record profile can be set only for the cameras registered in SSM Core Server.
® You can set Live-high, Live-low, Live-mobile, Record-normal, and Record-low profiles by camera.

® You can set Profile No.,, Frame rate, Compression, Bit rate, Resolution, Quality, Bit rate control, and GOV
length by profile.

® You cannot modify the profile information of cameras registered in DVR and NVR.
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| Create New Profiles/Delete Profiles

1.

2.

8.

Q

Select the desired SSM Core Server in the Device tree.
In the Server information page, click the Profile tab.

In the Profile page, select the profile tab to be changed.
Select the desired camera from the camera list.

If you want to change the settings of multiple cameras collectively, then you can press the [Ctrl]
or [Shift] key to select the desired cameras only.

Under the Profile page, click Profile No..
Under the Profile No. list, select Create new profile.
You can select Create new profile even in Name when you select multiple cameras.

When the Create new profile dialog box appears, set Name and Video codec of the profile to
be created.

Create new profile

Name : Video codec: MJPEG

ECE T

Camera

QND-6070R (192.168.219.149)

Click the OK button.

Newly-created profile is added to Profile No. list.

NOTE
® Create new profile/Delete profile is only available for cameras registered with SUNAPI.

® |fyou want to delete the created profile, then click the . button in Profile No. list to delete the
selected profile.
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Modify Device Information

| Use Shortcut Menu

When you select the device registered in the Device tree and right-click, shortcut menu appears.

W fonitoring -+

i) Device Registration

* External device

* Maintenance

Design XNV-6081Z (
XND-8081VZ
XND-6081FZ

XRN-6410DB:

naaad

- site
* Layout
* Map

O Event

* Management

+ Event action
B System

- User

* Maintenance
* Schedule

* License

* Federation
* LDAP

Domain information

X Genenal

1P address Port License Status.

Sort by name
Server name Version
Display Alarm input/Alarm output/POS .

Expand tree A SSMSever  2.10.8  192.168.219.101 9999 128ch

Collapse tree SSM Server 2107 192.168.219.17 9999 128ch
Rename:

Change All Device Names

View camera IP address

Sort by registration date

Sorts the registered servers or devices in the order of registration.

Sort by name Sorts the registered servers or devices in the order of name.
Display Al input
A;:’r)n:):)ut:::‘/:g,su / Shows alarm input and alarm output of the registered devices.

Expand tree/Collapse tree

Expands a Device tree to show all or hide all.

Rename

Changes the name of the selected items in the tree.

Change All Device Names

Changes the registered devices' name in batch.

View camera IP address

Shows the IP addresses of the camera connected to the recorder.

View IP address of parent device

Shows the IP addresses of the recorder connected to the camera.

Network settings

In the case of a camera registered using ONVIF protocol, you can
change its IP address, subnet mask, and gateway.

Alarm ouput type

You can select the alarm output type of a camera registered using
ONVIF protocol.

(Normal Open / Normal Close)
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| Modify Device Information
You can change the setting information of the devices registered in SSM Core Server.
1. Select the desired device in the Device tree.

2. Change the device information in Device information page on the right.

Device EEuRUALCH Device information
General  Profile

4 9 SSM Domain Name PRN-321084
4 = SSM Server (55.101.66.

+ External device

+ Maintenance Gum. 881297b-2363-4fc9-b0cd-4d1803ffaleb

Model PRN-321084
T Design 80821 x Version 4.05.12 210423092245

Protocol type SUNAPI

* Site
MAC address 00:09:18:65:6f:3d

* Layout i )
Device certificate  Checked
* Map
Network IP4SSL 192.168.123.205
Event -~
Streaming protocol | TCP

* Management Description

* Event action
™
“ System

Password

o User Connection ® Comnect  Disconnect

T PRN-321084_CHO16 (192.1¢

G PRN-321084_CHO18 (192.168.12
PRN-3210B4_CHO19 (192.16¢

* Federation PRN-3210B4_CH020 (192.168.12

* Schedule

* License

SNMP ® SNMPV2C  SNMPV3

Read Community  public

+ LDAP

5
5
5
5
5
5
¥ 5
R PRN-321084_CHO14 (192.168.12 : :::x:x:;lt
5
5
5
5
5

©x PRN-3210B4_CHO31 (192.168.123.20!

® Connect/Disconnect: You can connect or disconnect a device.
® Alarm input/Alarm output: You change the settings of alarm input/alarm output.

® SNMP: The SNMP protocol allows system or network administrators to remotely monitor
and configure the network devices. Set the same as the SNMP information of the network
device.

= SNMP v2c: Enter the name of read-only community to access the SNMP information.
The initial value is public.

— SNMP v3: Set the initial user password.
3. Click the Apply button.

@ NOTE
When you replace with another device due to a device failure, a dialog box appears asking you whether to
replace the device or not.

— (lick the Yes button to replace the device.

— (lick the No button to maintain the existing device settings.
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| Modify Camera Information

You can change the setting information of the cameras registered in SSM Core Server.

+
. A Registration Camera information

General P

* Extemal device Name XNV-60812.
168.219.190:9999)

+ Mantenance 00817 (192.168210.137)

GUID ‘ededBadc-C77-4483-86f7-6480321764d3
Hodel w6012
T Design Version 120,01 20181017_Re4
00:09:18:50:bd:65
* ste Not checked
« Layout
- Map

o A ‘SuNapr
» 192.168.219.137
* Management
None
* Event action
wal

& System

« User
* Maintenance
« Schedule

* License

* Federation
* LDAP

1. Select the desired camera in the Device tree.
2. Change the camera information in Camera information page.

® Camera type: Set to the desired camera type. When you set the camera type, the icon of the
selected camera type is displayed in the Camera tree of SSM Console Client.

= For fisheye cameras, their camera type must be set to Fisheye dewarp to use the dewarp
view function in the Monitoring menu.

® Mounting mode: You can set the installation location of the camera.

® Shortcut: You can easily upload the camera video to the video tile by executing the shortcut
from Monitoring menu. Shortcuts can be set to numbers only.

— How to use: Select the video tile from Monitoring menu, and press the number specified
as the shortcut and [Enter] key in turn.

® Preview Camera Video: When you hover over the desired camera in the registered camera
list, the video from the camera appears as a thumbnail.

— If the camera does not support preview, then the No preview support tooltip appears
when you hover over it.

3. Click the Apply button.
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| Delete Devices
You can delete the recording devices and cameras registered in SSM Core Server.
1. Select the devices to be deleted.

2. Clickthe| @ |button.
3. When the Delete dialog box appears, click the Yes button.

A T R

Delete recording file

=] =]

@ NOTE
® When you delete cameras registered in SSM Core Server, you can select whether to delete the
recording file in the Delete dialog box.

® [fyou select Delete recording file, all the recorded videos from the camera in SSM Core Server are
deleted.

® [fyou want to delete multiple cameras registered in SSM Core Server collectively, then you can press
the [Ctrl] or [Shift] key to select the desired camera only.
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| Control Camera Settings

You can control functions such as focus, iris, backlight, day/night mode, and digital zoom of the camera.

1.
2.
3.

4.

Q

Select the desired camera in the Device tree.

In the Camera information page, click the Settings tab.

Modify the camera settings information.

® Simple focus: You can automatically adjust the focus of the camera.

® Focus: You can manually adjust the focus of the camera. For cameras registered with SUNAPI
protocol, you can set the focus shift interval to 1, 10 or 100.

® Digital zoom in/out: You can zoom in/out on the video to the desired magnification. For
cameras registered with SUNAPI protocol, you can set the zoom shift interval to 1, 10 or 100.

® Show/Hide OSD: You can set whether to display OSD on the camera video.

® Backlight: It is a backlight compensation mode. You can set the level value only when you
select WDR mode.

® Day/Night: You can select among Color, B/W, and Auto.

® P-Iris: You can adjust the light exposure by opening the iris as much as the value set in the
box or dome camera. You can set it by sliding the control or by entering a value. The greater
the value, the screen is brightened by light exposure.

Click the Apply button to store the changed settings.

NOTE

Supported setting menus may vary, depending on the camera model.

| Set Privacy Areas

1.
2.

3.

Select the desired camera in the Device tree.
In the Camera information page, click the Settings tab.
Click the Privacy area settings button to set the privacy area on the video.

® When you click with the mouse, a rectangle appears. If you click again on the desired
location, then the privacy area is set.

® You can set up to 8 privacy areas.
Click the Apply button.
Go to Configuration > System > User menu.

Select the user group and set whether to display the Privacy area in Function-specific
permissions.

Depending on the settings, the privacy area is displayed on the video tile in the Monitoring menu.

Click the Apply button.
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| Open Device Web Viewers
1. Select the desired recording device or camera in the Device tree.
2. Click the Open setup page button at the top right of the page.

3. If the setup page does not open, enter the ID and password of the device.

| Add and Delete Presets

1. Select the desired camera in the Device tree.

2. Inthe Camera information page, click the Settings tab.
3. Control PTZ to set the desired view of the camera.
4

. Enter the preset Number and Name.

5. Click the button.

[EJ NOTE
® Select the desired preset in Preset list and click the button to delete the preset.

® When Homeposition is supported, or the camera is a Fisheye camera, the Homeposition item is
automatically added in Preset list. Select Homeposition to go to the set home position.

® Forthe PTZ control method, please refer to "PTZ" tab in the User Manual.

Profile  Seftings.

XNE-BO10R
20184

b

Preset list 1
No. Name Tilt Zoom
[] HomePosition 0.5 0.5 B
ISR ...
Day/Night Auto

P-Iris
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| Set SSM Tours

1.

2.

Select the desired camera in the Device tree.

In the Camera information page, click the Settings tab.

Click the| [E | button on the right of Preset list.

When the SSM tour dialog box appears, click the [+] button to add a preset.

Set the desired preset in the preset list.
Set Dwell time.

Click the Apply button.

55M tour

No.

Dwell time 10 s

NOTE
You can set SSM tour by adding multiple presets.
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Set External Devices

You can use external systems or external devices in conjunction with the SSM system. You can register
the external devices directly in SSM or register the external systems in a transaction server.

| Add External Devices
You can register items such as fire alarm, light bar, circuit breaker, or external alarm sensor in SSM.
1. Open the Configuration menu page.

2. Inthe menu list, click Device > External device.

3. Under the External device page, click the Add device button. External devices for
linking an external device appear in the device list.

@ NOTE -
® After adding devices, you can add cameras, alarm inputs, and alarm outputs. When you click the |;‘
button and select an item to add, the icon on the left changes to the icon of the selected item. When
you click the changed icon, camera, alarm input, and alarm output are added under the device.
® When you select an added device from the list, you can see or modify the device information on the
right page.
® The Add device button works independently of the transaction server for external device mapping.
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| Add Transaction Servers

You can use external systems such as Access Control System (ACS) and Intrusion Detection System
(IDS) by linking with the SSM system. You need to register the external system in a transaction
server to link SSM with the external system. For details, please refer to Transaction Server Product
Instruction Manual.

1.

2.

Q

Open the Configuration menu page.

In the menu list, click Device > External device.

Under the External device page, click the button.

When the Add transaction server dialog box appears, click the Manual button on the right.
Enter the IP address and port.

You can select the automatically-searched transaction server to add.

. Click the Registration button.

NOTE
® |nthe Configuration menu, you cannot add an external system in a Transaction server.
® Adding or editing an external system can only be set from the web viewer on the Transaction server.

® When you add an external system from the web viewer, you can see the external system added to the
External devices tree in Configuration menu.

W
i) Device
Information
* Registration

* Maintenance
O Design

« Site
* Layout
* Map

O Event

* Management

* Event action

B System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP
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| Modify External Device Information
You can modify the information of the registered external devices.
1. Select the external device registered in the server.
2. Modify the setting information of the device in Information page on the right.

3. Click the Apply button.

admin .z

External device

= Extemal Device (192.168.217.240:80) i i

* Registration
GUID 16204f11-99bd-4791-bf0f-c26628c0747a

* Maintenance Name External Devica

External GUID 6630cada-98aa-4e8e-affd-ca21fcbb2e3
Design

Model
- Site MAC address F4 : 30 : B9 : B4 : & : COf
* Layout 1P address 192.168.217.240
* May

P Port 8

O Event D
Password

* Management Description

* Event action

“ System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP
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Maintain Devices

You can upgrade the firmware of recording devices or cameras registered in SSM Core Server, or

I EIGRES

backup or restore the setting information. In addition, you can change the password of the device

remotely.

| Upgrade Firmware

You can upgrade the firmware of the recording devices or cameras registered in SSM Core Server
in Configuration menu.

1.

2.

Q

Open the Configuration menu page.

In the menu list, click Device > Maintenance.

Click the Firmware upgrade tab in Maintenance page on the right.
Select the desired model in Model.

Select a device to be upgraded.

Click the Upgrade button.

Select the firmware file.

The progress and status of the upgrade are displayed in the column.

NOTE
You can select multiple devices of the same model and upgrade the firmware at the same time.

w Meonitoring 1 Configuration = admin .2

& Device ~ Maintenance
Firmware upgrade  Configuration back
* Registration
* External device Model | OND-6070R

Model Device name 1P address Version Progress Status.

%
—
QND-6070R QND-6070R (192.168.219.149) 192.168.219.149 1.02_170809 _

* Layout
* Map

O Event

* Management

+ Event action
B System

* User
* Maintenance
* Schedule

* License

* Federation
* LDAP
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| Backup Setting Information

You can back up the setting information of a recording device or a camera registered in SSM Core
Server to a file.

1. Open the Configuration menu page.

2. Inthe menu list, click Device > Maintenance.

3. Click the Configuration backup & restore tab in Maintenance page on the right.
4. Select the desired model in Model list.

5. Click the Backup button to set a file path to store the setting information.

w Con n 4+
T Maintenance

5 Device

Firmwas de  Configuration backup & restore  C
* Registration

+ External device Model | XND-G081FZ

Model Device name 1P address Progress Status

z
e
-8172 2010 600172 (17230.13) R e I =

* Layout
* Map

O Event

* Management

+ Event action
B system

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

@] NOTE
To back up the settings information of a device that supports encryption, enter the password to encrypt
the settings file. Enter the password again when restoring the settings information.
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| Restore Setting Information

You can restore the device settings with the setting information of the device at the time of the
backup. After creating multiple setting files for the device, you can restore them to the desired

I EIGRES

settings depending on the purpose of use or the environment of the device.

1.

2.

Open the Configuration menu page.

In the menu list, click Device > Maintenance.

Click the Configuration backup & restore tab in Maintenance page on the right.
Select the desired model in Model list.

Click Restore and select the backup settings file.

Restore

Import file
Exclude from import
Password

Fal
J1%,  Are you sure that you want to resetting all selected device setting?
A

A By

® |f you select Exclude from import, only the settings excluding this item are restored.
However, this is only available on devices that support this function.

® When you restore backup information from a device that is encrypted, enter the Password
you set when it was backed up.

6. Click the Apply button.

@ NOTE
Settings restoration allows you to select multiple devices and restore them collectively, but for setting

backup, you can back up only one device at a time.
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| Change Passwords
You can change the password of the devices registered in SSM Core Server.
1. Open the Configuration menu page.

2. Inthe menu list, click Device > Maintenance.

w

Click the Change password tab in the Maintenance page on the right.
4. Select a device whose password is to be changed.
5. Enter the current password for the device and set a new password.

6. Click the Apply button.

You can select multiple devices with the same ID and password and then change them

collectively.

w Mo

admin .2

Oy Maintenance

5 Device

Firmware upgrad Change password

* Registration

> ErleEis Model Device name 1P address Version Progress

XNV-60812 XNV-60817 (192.168.219.137) 192.166.219.137 | 1.20.01_20181017_Re4 [

XNP-6320 XNP-6320 (192.168.219.209) 192.168.219.209 10071215 ——
XNF-8010R - 19216821962 12112 20190122_R270 m—
XND-B081VZ B1VZ (19 & 192168210173 1.21.00 20181214 R143 ——

* Layout QND-6070R QND-6070R (192.168.219.149) 192.168.219.149 102170800  —

* Map XRN-BL1S XRN-811S (192.168.219.200) 102168219200 | v2.40_100910154751 —
O Event

+ Management

* Event action

B System

-
* Maintenance
* Schedule

* License

* Federation
* LDAP

Current passsword New password Confirm new password
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Set Designs
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Set Sites

Devices registered on the SSM Core Server can be categorized and managed in accordance with the
management standards. You can also create a site according to the categorization criteria and assign
or remove a device to and from the relevant site.

| Utilize Sites

® Manage by region with sites

® Manage sites (Add, modify, and delete)

| Manage Sites

Administrators can use the site to group cameras, alarm output, etc. by area. This allows you to
easily find the desired cameras by region, even when the number of cameras registered in SSM
Console Client is large.

admin .z

5f) Device
Top site
* Registration (QND-6070R (192.16¢

X 'QND-6070R (192.168.219.149)
+ Extemal device S XNF-BOL0R (.

* Maintenance X QND. 19.149)
0 2019

Design

* Layout
* Map

£ Event

* Management

* Event action
4 System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

S ——

@ NOTE
The top-level site is provided by default when you install the program and you cannot delete it.
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| Assign Cameras to Sites
You can add devices or cameras to monitor on your site.

Registered Site List Assignable Device List

admin .2
L1 Device

Top site

* Registration
X| 'QND-6070R (192.168.219.149)
+ External device S XNF-8010 9562

* Maintenance

Design

* Layout
* Map

£ Event

* Management

+ Event action
“ System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

R —

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, click Design > Site in the menu list on the left.
4. Select a camera to add to the site in the registered device list on the right.

® You can search for cameras in the Search window.

® When you select a device, the preview screen of the device appears on the right screen.

® To delete a device added to a site, click the checkbox of the device to be deleted in the

Device list.
5. Click the Apply button. The selected device is assigned to the site item.

® Below is an example of site configuration and use.

W

admin .z
i Device

RED Center Top site
* Registration

* Bxternal device

* Maintenance OR (192.168.219.62 T QND-6070R (192.168.219.149)

EJ Design

@ XND-8081VZ (192.168.219.173)
T XNV-6081Z (192.168.219.137)
®. Floor2
* Layout

* Map
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| Modify Sites

You can sort device lists or change the tree view state from the shortcut menu of the tree list.

SubIsa( 195

You can change the sorting criteria in the device list and edit the tree items.

Design

* Layout

- Map

Event

* Management

* Event action

& System

Sor by name
Expand ree 1 QNDG070R (152168.219.148)
Colapse ree

Change basic information

Sort by registration date

The devices in that device tree are sorted in the order they are registered.

Sort by name

The devices in that device tree are sorted by name.

Expand tree
Collapse tree

Expand or hide the entire Device tree.

Change basic information

Change the site name or description.

Up

The selected device moves up one place.

Down

The selected device moves down one place.
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Set Layouts

You can set the video of the desired camera to be selected and viewed in one screen. You can create
a layout, view the configuration information of the cameras and sites included in the layout. You can
configure the screens by region, store them, and select them to view immediately when you need
them.

E] NOTE
® When creating a layout, ownership is created in the group to which the user logged in to SSM
Console Client belongs.

® Thus, the layout can only be edited when the user with the ownership logs in.

| Add Layouts

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, click Design > Layout in the menu list on the left.

4. Clickthe| E& |button under the Layout page. The layout added is displayed in the left tree.
5. Select a layout split mode in Pattern.
6. Add a camera to be placed in the layout to the video tile in the Device tree under Site.

® Enter text to search devices by name.

® Double-click the camera or select the desired camera, then drag it on a tile.

® To assign multiple cameras at once, press the [Ctrl] or [Shift] keys to choose the desired
camera, then drag on to the tile.

® [fyou click the E button an the top right of Layout page, then only the Layout area is
brought up to full screen.

7. Click the Apply button.

O Event

* Management
* Event action

2 System

* User
* Maintenance
* Schedule

* License

* Federation
- LDAP
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| Set

User Patterns

The administrator can create a screen split pattern of a layout.

m A

1.

2.

dd User Patterns

Open Layout menu page.

Click the button under Pattern in the right page.
When the Add user pattern dialog appears, enter Name and set Row and Column of the

layout.

. Click the Create button. Then, the user pattern appears with the information you set.
NOTE
® You cansetupto 11 rows and 12 columns in the pattern (e.g., 1x1,1x4,.,11x 11,11 x12).

® Drag cells to merge them.
® Toreturn the merged cells to their previous state, click the Unmerge button.

® Toresetall settings, click the Reset button.

Add user pattem

Name Column 4

5. Click the Save button to store the settings.

Modify and Delete Set Patterns

If you select a custom pattern and right-click, then you can modify and delete the pattern.
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Set Maps

You can add a new map, or set images such as a map or plan in Map. In addition, you can set a map
link to go to another map on a map, set a map icon to display a specific building or location, or
monitor by placing the camera or alarm output/alarm input.

| Add Maps

You can configure a map into a hierarchy below a site or a map already created.
1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, click Design > Map in the menu list on the left.

4. Clickthe| E: |button at the bottom left of the Map page. The added map appears in the left
tree.

| Set Map Images
You set images such as map, plan, or aerial view on a map layout.
1. Click the Map menu in the Configuration menu page.
2. Select the desired map from the Map tree on the left.
3. Select the desired split mode in Map pattern.
4. Clickthe| B | button on the right of Map pattern.
5. Set the map image file. The set map image is displayed in Map layout preview area.

6. Click the Apply button.
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| Set Map Links

You can set a map link so that you can easily move from one map to another.
1.

2.

Q

SubIsa( 195

Click the Map menu in the Configuration menu page.

Select the desired map from the Map tree on the left.

Click the Map link tab in the right page.

After selecting the desired map in Map list, set it in the Map layout preview area on the right.
® Double-click the map or drag it over the preview area.

® Then, the map is displayed as a link icon above the preview area.

® From Monitoring menu page of SSM Console Client, you can click the Map link icon in the
Map layout to go to the selected map.

Click the Apply button.

NOTE

The screen control button appears when you hover over the top right of the Map layout preview area. You
can zoom in/zoom out on the map layout or move up/down or left/right with screen control button.

W

&) Device

9 SSM Domain 1st_map
* Registration
* External device

* Maintenance
Design

* Site
* Layout

O Event

* Management

* Event action
4 System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP
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| Add Map Icons

You can add a map icon to display a specific building or location on the map.
1. Click the Map menu in the Configuration menu page.
2. Select the desired map from the Map tree on the left.
3. Clickthe| [ | button under the right page.
4. When the Add icon dialog box appears, set Name and an icon image file.
® You can set Name to 32 characters or fewer in Korean or 64 characters or fewer in English.

® You can set the icon image in JPG, BMP, or PNG file format, in the size of 50 KB or less.

Add icon

Name

Path

5. Click the Apply button.

@ NOTE
® Tochange the icon name or image, select the icon and then right-click to use the shortcut menu.

® |Ifyouclickthe @@ button, thenyou can change icon size, font size, and font location.
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| Place Devices

You can place cameras, alarm inputs and outputs, or IP speakers on the map for monitoring.

SubIsa( 195

1. Click the Map menu in the Configuration menu page.

>

Select the desired map from the Map tree on the left.

3. Click the Site tab in the right page.

4. After selecting the desired device in Site tree, place it in the Map layout preview.
® Double-click the device or drag it over the preview area.

® You can set the cameras, alarm inputs and outputs, or IP speakers.

5. Click the Apply button.

NS

> 3 M;
1] Device 20,

4 9 SSM Domain 1st_map

+ Registration
B el ke kel e Owner  AdminGroup

* Maintenance
Design

+ Site
* Layout

O Event

+ Management

* Event action

E System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

B Camera
® You can check the connection status of the camera.
® You can check whether the camera has an event occurrence or not.
® You can display the camera name in the Monitoring menu page.

® You can check the camera information in the Monitoring menu page.

B Alarm output
® You can check the connection status of Alarm output.
® You can check the name of the alarm output.

® You can turn the alarm output on or off in the Monitoring menu page.
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H [P speaker
® You can check the connection status of the IP speaker.
® You can check the name of the IP speaker.

® You can speak after selecting the IP speaker icon.

B Register Parking Lot

If Hanwha Vision's parking guidance camera is placed on the map, it can be used as a parking
map. In addition, you can check the entire parking lot status on the monitoring menu page.

lable parking space (%) Available space Total number of parking space
14 14

7 7

[ Map3

TNF-5010_CHOO1

larm output Layout PTZ %

® 'Channel 1' of the parking guidance camera must be placed on the map to update the
parking lot status.

® Theicon of the parking guidance camera is displayed in one or two colors depending on the
number of LEDs.

NOTE
® To change the location of a device icon, click the device icon and drag it to the desired location.

® You can rotate the image of the device icon. You can rotate the image to express the camera FOV
direction or installation location of Alarm output.

* How to set: A green ball appears in the center of the icon when you click the device icon. Click and
drag the green ball in the desired direction to change the direction of the device icon.

® You can also change the icon image or remove the icon from the shortcut menu of the device icon.

® You can double-click the camera icon to view the camera video.

84 | SSM Console Client Administrator Manual



Set Events
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Manage Events

You can select events to use in SSM or set event priority. In addition, you can specify the event color to
be displayed in the video tile, or set event filters to receive only certain events when they occur.

| Modify Event Information

1.
2.

Q

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click Event > Management in the menu list on
the left.

Select the desired event in the event list on the right.
Set Whether or not to use and Priority in the event information on the right.
Select Event color.

Click the Apply button.

NOTE

® Ifyouset Event color, then it is reflected in the event log of SSM Console Client or the border of the
camera video tile.

® |fyou set View advanced settings at the top right of the event list to Enable, you can additionally
view the list of external events in the event list.

W fonitoring Con on admin .

CH Management

&) Device S

5 View advanced settings [ Enble

* Registration

+ Bxternal device Whether ool Priority Eventcolor  Eve'  mame

* Maintenance User Enable Low
system Enable i Event ID Event key

. & pevice
M Design Whether ornot to use ¥l Enable

Device Enable Low

. Connect device Enable Very High Priority

Disconnected Enable Very High

* Layout Event color

Disk error Enable Very High
Device shutdown Enable Very High Description
Failed to connect. Enable Very High
System power eror Enable Low
Alert for exceeding thet  Enable Very High
Alert for exceeding then  Enable Very High
* Event action HDD warning Enable Very High
HDD count changed Enable Very High
 system & Camera
System Enable Low
« User Motion Detection Enable Medium
Vided loss Enable Very High

0 AR 1}

* Maintenance
VA (Intelligent Video A1 Enable Low
* Schedule
Crossing Enable Medium

* License Enter Enable Medium Standard colors

* Federation Exit Enable Medium EEEEN
- LDAP Appear/Disappear Enable Medium
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| Add External Events

1.

2.

7.

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click Event > Management in the menu list on
the left.

Select the item to which you want to add an external event in the event list.
Click the Add external event button under the Management menu page.
When the Add external event dialog box appears, enter the event information such as Name,
Description, or Whether or not to use.
Add external event

MName

Description

Whether or not to use

Event color

Event key

BT T

Click the Add button. Then the added external events appear in the event list.
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| Set Event Discard Times

If the same event occurs within the specified time after the event occurs, then you can discard the

additional events and suppress them.

SIUBAF 195

You can set the Event discard time for events related to Camera and Alarm input only.

| Set Client Event Colors

A client event color is a color that is displayed to inform the user of an event. If an event occurs
while monitoring a real-time video from the camera, then the OSD color above video tiles changes

to the client event color.

1. Run the SSM Console Client program.

2. Open the Configuration menu page.

3. When the Configuration menu page appears, select Event > Management menu in the menu

list on the left.

4. Click the Client event button at the top right of Management menu page.

5. Select Display event color in Client event dialog box.

® Event color: If an event occurs, the OSD color changes to the event color specified by event.

® Priority color: If an event occurs, the OSD color changes to the priority color.

Client event

Display event color | Event color
Event filtering

WEL
8 S5M Server
XNV-6081Z
XNP-6320
XMF-8010R
XMD-8081VZ
QND-6070R

6. Click the Apply button.

IP address
192.168.219.180
192.168.219.137
192168219209
192168 219.62
192.168.218.173
192.168.219.149

Very High MHigh H Medium
v v v
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| Set Event Filtering by Device

In the Monitoring menu or Event menu page, you can set to filter and receive only the certain
events by device. If you set the event filtering by device, you can only receive events of the

specified priority.

(Example) If you set the Camera A to receive only events with the priority set to High, the Camera
A cannot receive face detection events with Very High priority.

When multiple SSM Core Servers are clustered in a domain, you can monitor events by setting
priority to receive only the user-desired event by device, rather than receiving all events from

multiple cameras.

Client event

Display event color  Event color
Event filtering

8 S5M Server
XNV-6081Z
XMP-6320
XMF-8010R
XND-8081VZ
QND-6070R

IP address
192.168.219.190
192.168.219.1
19216821
192168 219.62
192.168.218173
192.168.219.149

Very High B Medium
v v v

v
v
v
v
v
v

@ NOTE
The default setting for Event filtering is set to receive all events.
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Set Event Actions

Event action sets the action (output) to respond when a specific event (input) occurs from the device.
You can add, modify, or delete the event action.

® Setthe name, description, event (input) settings, and actions (output) of the event action.

® Setthe event action function that selects various types of actions (output) for events (input)
occurred from the device.

W oring Con ion admin .z

s . Event action
L) Device
E  EventActionl Event action information
+ Registration 2 Schedulection Name EventActiont Whether ornottouse [l Enable
+ External device
Description Return Time off

* Maintenance
Schedule Always on

Design Events

4 = S5M Server (172.30.1.48) -
4 [ XND-8081VZ (172.30.1.4) 4 @ XNP- 0.1.6)
et Face detection Instant viewer (Playback)

* Site

* Map 2 Defocus detection i Auto broadcast
= Intrusion
O Event 4 @ XND-G0BIFZ (1
2. Motion detection
* Management v
=~ Crossing

% Enter

= System

- User
* Maintenance
* Schedule
E-mail
* License
* Federation

Client plays sound

Add Event Add Schedule Delete the Selected Event Event Action
Action Action Action Information
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| Add Event Actions

You can add or modify actions for events received from the event action.

Select the event type followed by the device and action method to take action when the event
occurs.

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, select Event > Event action menu in the menu
list on the left.

4. Atthe bottom left of Event action page, clickthe| 2 |button. The added event action
appears in the list on the left.

5. Select the added event action. The event action information appears on the right.

W fonitoring +
[ Event action
L1 Device

E Eventaction] Event action information

* Registration Name EventActionl Whether or not to use ¥ Enable

* External device
Description Return Time off
* Maintenance

Schedule Always on

I Design Events Actions

- Site
* Layout
* Map

O Event

* Management

2 system

* User
* Maintenance

Layout
* Schedule

Popup [ E-mail
* License

* Federation
* LDAP

Client plays sound

6. Select Whether or not to use of the event action.
7. Enter Name and Description of the event action.

8. Set Schedule and Return Time.

9. Clickthe button on the right of the Event to set the event to receive.
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10.When the Event dialog box appears, select the device of the event occurrence in Device tree,
then select the received event of the device in Event (Specifying the event type to set for a

specific device).

W fonitoring -+

o . Event action
5 Device

E. EventActionl
* Registration
* External device

* Maintenance
Design

« site
* Layout
* Map

O Event

+ Management

B System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

11. Click the Close button to finish the event setting.

Event action information

Whether or not to use
Return Time
Schedule

Actions

Event

= Motion detection
wA

. Crossing
Enter
Exit
Appear{Disappear)
Tampering
Auto tracking
Face detection

Intrusion

12. Click the button on the right of the Actions to set the event action.

13. When the Actions dialog box appears, select the device to take actions for an event occurrence
in Device tree, then select the method for event actions in Actions (Specifying the action to

take in a specific device when an event occurs).

? . Event action
{1 Device
E EventActionl
* Registration
* External device

* Maintenance

Design

« site
* Layout
* Map

O Event

* Management

B System

er
* Maintenance
* Schedule

* License

* Federation
* LDAP

Event action information

Camera plays sound

cMD

14. Click the Close button to complete the setup.

15. Click the Apply button.

Whether or not to use
Return Time
Schedule

Actions

Instant viewer(LIVE)
Instant viewer (Playback)
Preset

Auto broadcast

Tour

i) DelayTime 0's
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| Delete Event Actions

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, select Event > Event action menu in the menu

list on the left.

4. Select the event actions to delete in the list on the left of Event actions page, then click the

8 | button below.

| Add Schedule Actions

You can select from a variety of actions (output) depending on the set schedule.

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, select Event > Event action menu in the menu

list on the left.

4. Atthe bottom left of the Event action page, click the button. The added schedule
action appears in the list on the left.

5. Select the added schedule action. The schedule action information appears on the right.

w . Er—
o . Event action

5 Device

5 = EventActionl

* Registration T
* External device

* Maintenance
] Design

« site
* Layout
* Map

O Event

+ Management

2 System

* User

* Maintenance
* Schedule

* License

* Federation
* LDAP

Schedule action information

6. Select Whether or not to use the schedule action.

7. Enter Name and Description of the schedule action

8. Set Schedule, Return Time and day of the week.
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W Enable
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00:00
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9. Click the button on the right of the Actions.

10. Select a device to operate from the Device tree, and select an action to take from Actions.
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. . Event action
1] Device
E2 Eventaction1 Schedule action informati

* Registration = e o
* External device
Description Return Time

* Maintenance
Time Settings 00:00

Design Wl sun [ Mon W Tue [ wed W Thu [l Fi [ sat

Events Actions
* Site
* Layout Actions
* Map
» Instant viewer(LIVE)
O Event Instant viewer (Playback)
Presat.
* Management Auto broadcast
Tour
Swing
Group

2 System

Recording start

Recording stop
* User

* Maintenance

+ Schedule
Camera plays sound [--- ]

* License
cMD i) DelayTime 0's
* Federation

* LDAP

® To broadcast a sound according to the set schedule, go to Actions, select Auto broadcast,
and set the sound you want under Camera plays sound.

11. Click the Close button to complete the setup.

12. Click the Apply button.
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Learn about Frequently-used Terms

| Learn about Event Terms

Device

Event Name for Input

Description

Camera

Motion detection

An event occurs when motion is detected in the area of
interest set in the camera.

Video loss

An event occurs when DVR, NVR, or encoder device cannot
receive camera videos.

IVA(Intelligent Video Analytics)

An event occurs when Intelligent Video Analytics are
detected.

Crossing

An event occurs when an object crossing a virtual line set
on the camera is detected.

Enter

An event occurs when a moving object enters from outside
to inside of the virtual area set in the camera.

Exit

An event occurs when a moving object exits from inside to
outside of a virtual area set on the camera.

Appear/Disappear

An event occurs when an object that does not exist in the
virtual area set by the camera remains in the area for a
certain period of time or when an object within the area
does not exist for a certain period of time.

Tampering detection

An event occurs when the camera video is hidden or the
camera position is changed.

Auto tracking

An event occurs when the moving object is automatically
tracked on the camera video.

Face detection

An event occurs when a person's face is detected on the
camera video.

Audio detection

An event occurs when audios are detected at the level set
by the camera.

Failed to connect

An event occurs when a camera cannot be connected.

Connect camera

An event occurs when a camera is connected.

Disconnect camera

An event occurs when the camera is disconnected.

Defocus detection

An event occurs when the defocusing of the camera lens is
detected.

Intrusion

An event occurs when a moving object is detected within
the virtual area set in the camera.
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Device Event Name for Input Description
L An event occurs when motion of a loitering object is
Loitering . . .
detected within the virtual area set in the camera.
An event occurs when the camera detects fo or cloud
Fog detection . 99y Y
images.
An event occurs when the camera detects a screaming or
Scream )
shouting person.
Gunshot An event occurs when the camera detects shots not fired
continuously.
Explosion An event occurs when the camera detects an explosion.
. An event occurs when the camera detects a sound of
Glass breaking .
shattering glass.
. An event occurs when a sudden temperature change occurs
Temperature change detection | . . .
in the area of interest set in the camera.
An event occurs when a shock or vibration is detected
Shock detection on the camera or when a change in the camera's physical
location is detected.
. ) An event occurs when the incoming frame rate of the
Alert for video recording ) .
recording profile is lower than the configured value.
Camera

Object detection (Person)

(
Object detection (Face)
Object detection (Vehicle)
(

Object detection (License plate)

An event occurs when a preset object such as a person,
face, vehicle, or license plate is detected by the camera.

Face mask detection

An event occurs when the face of a person wearing or not
wearing a mask is detected on the camera screen.

Estimated body temperature
detection

An event occurs when temperature equal to or higher than
the specified temperature level is detected by the camera.

Occupancy monitoring
(over the limit)

Occupancy monitoring
(under the limit)

An event occurs when the number of people is over or
under the specified value of indoor capacity set for the
camera.

Parking detection

An event occurs when a vehicle parks in or out of the
parking lot.

Social distancing detection

An event occurs when the distance between people is
closer than the distance set on the camera.

Call button push detection

An event occurs when the camera detects a call request.

Tampering switch detection

An event occurs when it detects manipulation of the
camera's tampering switch.
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Device Event Name for Input

Description

Disconnected

An event occurs when the storage device is disconnected.

An event occurs when the storage device has no free space

Disk full
left.
) An event occurs when the storage device fails to read the
Disk error .
disk.
An event occurs when the fan of the storage device fails to
Fan error

be operated properly.

Recording error

An event occurs when the recording fails to be operated
properly in the storage device.

Storage | Power recovery
Device

An event occurs when the power of the storage device is
recovered.

Network recovery

An event occurs when the network of the storage device is
recovered.

RAID rebuild failed

When using the RAID function on the storage device, an
event occurs if a problem occurs in the rebuild of the RAID.

RAID degrade status

An event occurs when a RAID system fails and the RAID
performance degrades.

HDD warning

A warning event occurs before an HDD error or problem
occurs.

HDD count changed

An event occurs when an error occurs due to any changes
in HDD configurations.
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| Learn about Action Terms

Device Event Name for Output Description
Instant viewer(Live) An instant viewer window pops up, showing the video of
Instant viewer(Playback) the event type selected in the Monitoring viewer.
Preset Run the selected preset.
Auto broadcast Runs the auto broadcast file when an event occurs.
el Runs the tour of the selected device when an event
occurs.
Swin Runs the swing/auto pan of the selected device when an
9 event occurs.
Camera Group Runs the group/scan of the selected device when an
event occurs.
Starts the recording of the selected device when an event
occurs.
+ To set up pre-recording, select a time in the path
below. When an event occurs, it begins recording with
Recording start some pre-record time added to the actual recording
according to the set time.
Configuration > Device > Registration >
Server information > Record > Event >
Before detecting custom event
Recording stop Stops the recording when an event occurs.
IP Speaker Speaker group or speaker | The selected audio source is played through the set
P + Audio source speaker group or speaker when an event occurs.
The action of the alarm is performed when an event
Alarm Enable
occurs.
It is automatically selected together when selecting the
instant viewer item. If you select pop-up only without
Pop-up selecting the instant viewer, then an instant viewer with
no video output will be shown for taking actions for the
Client PC event that occurred.

Client plays sound

Create sounds when an event occurs.

An e-mail is sent to the registered e-mail address when

E-mail
an event occurs.
If you register a server-type NVR with a QR code in the
Wisenet mobile | Mobile Wisenet mobile app, an event push notification is sent by

the Wisenet mobile app when an event occurs.
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Device Event Name for Output Description

Runs the CMD command entered if an event occurs.

Server PC CMD -
However, applications (exe, bat) cannot be run.

Others Ccal Runs the CGI command entered if an event occurs.
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Set System

Set Users

You can add a user group or set permissions for a user group. In addition, you can add a user to a user

group.

| Add User Groups

1.
2.
3.

vk

Q

Run the SSM Console Client program.

Open the Configuration menu page.

When the Configuration menu page appears, click System > User in the menu list on the left.
Click the button under the User page.

Select the added user group and set the permission.

You can set the site permissions, function-specific permissions, viewer authorization, and other
permissions.

® (lick the Validity Period Setup button to configure the usage validity period for cameras.
Click the Apply button.

NOTE

You cannot delete the AdminGroup as it is the default user group in SSM.

| Add Permissions of User Groups

1.

2
3
4.
5

Q

6.

Run the SSM Console Client program.

. Open the Configuration menu page.

. When the Configuration menu page appears, click System > User in the menu list on the left.

Select a user group to set permissions in User tree.

. Set the permissions of the user group. You can select the site permissions and function-specific

permissions.

® Site permissions: You can assign permissions for the accessible sites (maps and layouts) in
the selected group.

® Function-specific permissions: You can set the functions that can be run in the selected
group.

NOTE

® You cannot set permissions for AdminGroup.
® Permission settings are available for user groups only.
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| Add Users

1. Run the SSM Console Client program.

2. Open the Configuration menu page.

3. When the Configuration menu page appears, click System > User in the menu list on the left.
4. Select a user group in User tree.

5. Click the button under the User page. Users are added below the selected group.

6. Enter the user information.

Add user

User information * Required field.

* D user2

* Password ik

* Confirm Password

Name

Phone number
Address

E-mail

Description

7. Click the Registration button.

NOTE

@ When the program has been installed, the default admin account is created automatically and can be
modified or deleted.
However, the logged-in account cannot be deleted.
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| Modify User Information

1.

2.

w

6.

Q

Run the SSM Console Client program.
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Open the Configuration menu page.
When the Configuration menu page appears, click System > User in the menu list on the left.
Select the desired user in User tree.

Modify the user information on the right of User page.

W fonitoring Configuraion =+ admin .2
o ) User

L) Device N
AdminGroup User information
© DR L admin o
* Exteral device 4 12 UserGroupl

« Mair L user2
Maintenance * Password

Design * Confirm Password

: Ste Name
+ Layout

Phone number
« Map

Address

O Event )
Email

* Management Description

* Event action

B2 System

* Maintenance
* Schedule

* License

* Federation
* LDAP

Click the Apply button.

NOTE

User permissions can vary, depending on the permissions of the user group to which the user belongs.
The AdminGroup has all permissions. Therefore, the users belonging to the AdminGroup also have all
permissions.
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Maintain System

You can manage the settings of SSM Core Server.

W fonitoring Configuraion =+

o X Maintenance
L1 Device A
Domain  HTTPS  Emai
* Registration
« Bxtemal device Log Log retention period | 30days
* Maintenance
Login restrictions W Enzble
Design

Max login refries | 3 Time limit | 5 min

- Site

Enable
* Layout

Ghange period
+ map ge

O Event Two-man rule Enable

° brrgeret Device configuration report

* Event action

Failover

B system

* User Configuration backup & restore

+ Schedule Reset to default
* License
* Federation

* LDAP

| Set Domains

You can set the log retention period for SSM Core Server, or back up/restore or reset the SSM
system settings. In addition, you can set a login lock or set a password change period.

H Log

You can set the Log retention period to delete the relevant file automatically when a certain
period has passed.

B Login restrictions

You can set it to run a login lock.

® Max login retries: Restricts login if failed five times.

® Time limit: Restricts login for a certain period of time after a failed login.
B Password expiry

You can set a password change notification to change your password periodically.
For security reasons, change your password every three months.
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B Two-man rule

The two-man rule can be set to get approval from another user to perform playback or backup.
Click the Enable checkbox to activate the two-man rule.

WI21SAS 195

® Password/Confirm Password: Set the password to be used to approve the two-man rule.
The password can be changed.

® Permission lock: Settings cannot be changed because getting approval from another user
is always needed to perform Backup. If approval from another user is needed to perform
playback, click the Playback checkbox. If not checked, it can be used without approval.

Enable two-man rule

Set the password to enable the two-man rule

Password

Confirm Password

Permission lock Playback

B Device configuration report
When you click the Export button, you can save the configurations of the cameras and servers
registered on the SSM Core Server as an Excel or PDF format.

H Failover
You can pause the Failover settings before you upgrade SSM Core Server or before you change
the server settings. When services of SSM Core Server are restarted due to the upgrades or
setting changes, you can pause the failover settings so that they are not mistaken for failures.

B Configuration Backup & Restore

You can back up the system configurations of the current SSM Core Server, or restore the
system configurations to the backup point later on.

® Backup: If you select an item, then the button is enabled. If you set the path and click the
Backup button, then the backup will be executed with the set path.

® Restore: If you select an item, then the button is enabled. After you set the path and click
the Restore button, it loads the settings from the specified path and starts the restoration.

B Reset to default

You can reset SSM Core Server to its initial installation settings.
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| Set HTTPS

You can set a secure connection system or install a public certificate.
1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears: click System > Maintenance in the menu list on
the left.

4. Click the HTTPS tab in the Maintenance page.

5. Select one of below items for Secure connection system:
® HTTP (Do not use a secure connection)
® HTTPS (Secure connection mode using a unique certificate)
® HTTPS (Secure connection mode using the public certificate)

6. Click the Apply button.

W fonitoring "+
Ch Maintenance
5 Device
Domain | TIPS E-ma
+ Registration
+ Bxternal device 5

. ST RCT TG TED ® HTTP (Do ot use a secure connection)
* Maintenance

HTTPS (Secure connection mode using a unique certificate)

" HTTPS (Secure connection mode using the public certificate’
Design ( g the pt )

Certificate information Name for the certificate:
SEE Expiration date:
* Layout
* Map Install a public certificate Certificate file

B Em Password

* Management

* Event action

B system

* User

* Schedule
* License

* Federation
* LDAP
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| Install Public Certificates

If you select HTTPS (Secure connection mode using the public certificate) as your secure
connection system, then you need to install a public certificate.
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1. Select HTTPS (Secure connection mode using the public certificate) as your Secure
connection system.

2. Ontheright of Certificate file, click the El button to select a public certificate file to be
installed.

3. Enter the password of the certificate and click the Install button.

4. Click the Apply button.

| SetE-mails
You can set the e-mail information to be sent when an event occurs.
1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, click System > Maintenance in the menu list on
the left.

4. Click the E-mail tab in the Maintenance page.

5. Enter the Recipient address, Sender address, Subject, and SMTP mail server setting information
when sending an E-mail.

6. Click the Apply button.

W
o . Maintenance
L1 Device
Domain | HTTPS  E-mail
+ Registration Recipient addrass
* External device
cc
* Maintenance
Subject
Design

Sender name

« site Sender address
* Layout SMTP mail server

* Maj
2 Port 25

L Event Secure connection (TLS/SSL) Enable Authentication

D
* Management

+ Event action Password

Event e-mail delivery interval

B system

+ User

* Schedule
* License

* Federation
* LDAP

Set System I 105



| Set Recipients or Referrers

You can select recipients and referrers from the user group or enter their e-mail addresses directly

to receive event notification e-mails when an event occurs.

1.

2.

Run the SSM Console Client program.

Open the Configuration menu page.

When the Configuration menu page appears, click System > Maintenance in the menu list on

the left.

Click the E-mail tab in the Maintenance page.

In the E-mail page, click the El button on the right of Recipient address or CC.

W Monitoring

i) Device

* Registration

* Bxternal device

* Maintenance
Design

« Site
* Layout
* Map

O Event

* Management

* Event action
# System

* User

* Schedule
* License

* Federation
* LDAP

+

Maintenance

cin | HTTPS | E-mail
Recipient address
Select e-mail address

» S AdminGroup
UserGroupl

Email address input

E-mail list

User

6. Under Select e-mail address, select the user to receive e-mails in the user tree.

7. Click the button. Then, the e-mail address of the selected user is added to the E-mail list.

Q

NOTE

® [fthe e-mail address of the user is not set, then set the e-mail address in System > User menu.

® You can also send e-mails to users other than those registered in the user group. Enter the e-mail
address in Email address input window, then click the button.

8. Click the Apply button.
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Set Schedules
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| SetSchedules

You can set the record schedule, event action schedule, and holiday.

1.

2.

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click System > Schedule in the menu list on the
left.

Click the Schedule tab.

At the bottom left of Schedule page, click the button.

Select the added schedule from the schedule list.

W fonitoring C on  +
S0 Device Schedule

Schedule  Hoiida

+ Registration

* External device Escherile] Schedule information

+ Maintenance Name Scheduiel

Descripti
M Design wton

* Site
© ey Cyce Daily

* Map
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 Is 16 17 18 19 20 2 2 2

O Event

* Management

* Event action
2] System

* User

* Maintenance

* License
* Federation
* LDAP
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7. Enter Name and Description of the schedule in Schedule information on the right.
8. Select the schedule Cycle.
® Daily: Sets the schedule on a daily basis.
® Weekly: Sets the schedule on a weekly basis.
9. After selecting a time to set schedule in the time cell under the Cycle, click the Set button.
® Select the area to clear and click the Clear button to clear the setting.
® You can select multiple time cells by using the [Ctrl] key or dragging.

® |f you double-click the selected time cell, then the Min setting dialog box appears. Set the
minutes for Start time and End time.

Min setting

Start time

End time

10. Select whether or not to Enable Holiday.

NOTE
@ If you select Enable Holiday in Schedule setup, then the schedule does not run on the dates you specify as
holidays.

11. Click the Apply button.
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| SetHolidays

You can set holidays on a specific date or at specific cycles.

1.

2.

Run the SSM Console Client program.

Open the Configuration menu page.

When the Configuration menu page appears, click System > Schedule in the menu list on the

left.
Click the Holiday tab.

Select the dates you want to set as holidays in the calendar.

figuration = admin .z

= . Schedule
{1 Device A
Schedule | Holiday
* Registration
£ P Movember 2015 Y Er—
+ oxenot e a B =

* Maintenance S Mo Tw We T F
Design

« Site
* Layout
* Map

£ Event

* Management
« Event action

B System

* User

* Maintenance

* License
* Federation
* LDAP
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6. When the Add holiday dialog box appears, select the holiday type.
® First option: You can only set a day as a holiday on the date you specify.

® Second option: You can set a day of the week to be set as a holiday repeatedly every year.

Add holiday

® 2019-11-11

November 2nd week Monday

7. Select the holidays you added from the holiday list and set the time cell.
® Select the area to clear and click the Clear button to clear the setting.
® You can select multiple time cells by using the [Ctrl] key or dragging.

® |fyou double-click the selected time cell, then the Min setting dialog box appears. Set the
minutes for Start time and End time.

8. Click the Apply button.

110 | SSM Console Client Administrator Manual



Get License Authentications

SSM licenses consist of a channel license and a viewer license. You can get the license authentication
from Configuration menu of SSM Console Client. You can use either online authentication or offline
authentication for the license authentication.

Q

NOTE
For more information about the license, please refer to Learn about | icense Palicies.

| Get Online Authentications for Licenses

In environments where the Internet is available, you can get online authentication for licenses.
Simply enter the Product key to get your license authenticated.

1.

2.

5.

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click System > License in the menu list on the
left.

Under the License page, click the Online activation button.

W fonitaring [¢ on +
[ License
L1 Device
4 9 S5M Domain Date domain created  2020-07-20
* Registration S SSM Server (192.168.210.183:0990)
* Bxternal device

* Maintenance License registration status

Design Server name Paddress  Number of cameras reg License type Expiration date
SSM Server 192.168.219.183 S5CH SSW-CH128L/EX [128 CH]

« site

* Layout

* Map
O Event

* Management

* Event action

B System

* User
* Maintenance
* Schedule

* Federation
* LDAP

In the Online authentication dialog box, select the server for which you want to get license
authentication.

6. Enter the product key in Product key column and click the Activate button.
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Get Offline Authentications for Licenses

In environments where the Internet is not available, you can get manual authentication for licenses.
1. Run the SSM Console Client program.

2. Open the Configuration menu page.

3. When the Configuration menu page appears, click System > License in the menu list on the left.

4. Under the License page, click the Offline activation button.

Offline activation

Select Server name IP address

SSM Server 172.30.1.29

Issue activation code  Product key

Activate license Activation code

5. In the Offline activation dialog box, select SSM Core Server that you want to get license
authentication.

6. After entering the product key for the license you purchased, select the Generate QR Code
button.

Offline activation

Select Server name IP address

n S5M Server Generate QR code

Issue activation code  Product key

Activate license Activation code
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7. Scan the QR code with your phone, enter the activation code you received, and click the
Activate button.

Offline activation

Select Server name IP address Status

Issue activation code  Product key R0192-FS8BB-M2XDY-200FH-00Q4F-00D36-VTYVO Generate OR code

Activate license Activation code  IOWVY-40Q3)-UDS00-BOXZY-5U428

| Confirm Licenses

You can view the license information registered with each server.

admin o3

5 R D License registration SEts ( The maximum number of camera registration s 125 )
* Registration . SSM Server (192.168.219.163:9999)
* Bxternal device No.| Enabled | Type License type Key ID
° TR 1 o ANPR SSW-PLIOL/EX 795376766680678493
2 o 128CH SSW-CHIOL/EX - 128 203875321833033027
Design
- Site
* Layout
« Map

O Event

* Management

* Event action

# System

* User
intenance

* Schedule

* Federation

* LDAP

Online activation Offine activation
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Set Federations

You can link two or more SSM Core Servers to manage your site as a hierarchy so that users of the
federating site can use the devices of the federated site.

W Monitoring Configuration = admin .z
‘;ﬂ Device A~ Federation
Federation  Approval
* Registration 4 Q EEETED Federation site information
* External device 9 site Name Site
* Maintenance

Design

* Site
1P address 121.180.90.7
« Layout
* Map Port 2999
- Status Approved
£ Event
Options Auto sync ¥ Enable Interval 30 min

- Management -
|
* Event action e

B System

- User
* Maintenance
* Schedule

* License

* LDAP

| Add Federation Sites

1.

2.

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click System > Federation in the menu list on
the left.

Click the Federation tab, then select SSM Domain.

Under the Federation page, clickthe| &  button.
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6. When the Federation site registration dialog box appears, enter the setting information and

7.

Q

click the Registration button.

® |f you enter your ID and password, you can use the federation function without approval of
the added site.

® [f you do not enter your ID and password, you can use the federation function after getting
the approval from the added federation site.

Federation site registration
Name

Description

1P address

Password

If you don't input ID and PW, you have to receive the approval of the Child Site.

If synchronized after the federation site registration, then the device information of the added
site is added to the user group page. Then, you can allocate or deallocate devices later.

NOTE
The federation sites that have registered the sites or are awaiting approval appear in the list.

| Modify Federation Site Information

1.

2,

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click System > Federation in the menu list on
the left.

Select the desired federation site in Federation page.
Change the settings in federation site information.
Click the Options button to set the details regarding the sync.

Click the Apply button.

@ NOTE
In Configuration, you cannot get low rank information; you can only view federation site information.
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| Approve Linked Sites

If the federating site requests the link, then you can select whether to approve in the federated site.
You can check the name and status of the linked sites in Federation site list. If the federating site
requests the link, then you can select whether to approve in the federated site.

1. Run the SSM Console Client program.
2. Open the Configuration menu page.

3. When the Configuration menu page appears, click System > Federation in the menu list on
the left.

4. In the Federation page, click the Approval tab.

W Mo
&) Device
Approval
* Registration

Site name 1P address.
* Bxternal device

+ Maintenance SSM Domain 125.132.154.61:9

[ Design

« site
* Layout
* Map

O Event

+ Management

* Event action

EJ System

* User
+ Maintenance
+ Schedule

* License

* LDAP

5. Click on the federated site that is pending approval, then set whether or not to approve the link
in Status.

® Approved: Approved the link
® (Cancel: Cancels the link
6. Select an event to share with the federating site.

7. Click the Apply button.
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| Check Approvals on the Declined Sites

If you select a site that has been declined, you can decide whether to re-approve it in the
Information area.

| Delete Linked Sites

You can delete the linked site. If you delete the linked site, then your site is disconnected from the
linked site, and the linked site is deleted from the list.

1.

2.

3.

Run the SSM Console Client program.
Open the Configuration menu page.

When the Configuration menu page appears, click System > Federation in the menu list on
the left.

Click the Federation tab, then select the site to be deleted in Site list.

Click the button.

When the Delete dialog box appears, click the OK button.

Click the Apply button.
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Set LDAP

You can log in to SSM Core Server with LDAP directory user account of Windows server.

| Add LDAP Servers

1. Run the SSM Console Client program.
2. Open the Configuration menu page.
3. When the Configuration menu page appears, click System > LDAP in the menu list on the left.

4. Clickthe| @ | button underthe LDAP page.

5. Enter the server information in the Add LDAP server dialog box.

Add LDAP server

LDAP server information
Server URL

Port

D

Password

User & Group

Auto sync Enable

6. Click the Registration button. The added server appears in the LDAP tree.
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| Modify LDAP Server Information

1.

2.

w

Run the SSM Console Client program.

Open the Configuration menu page.

When the Configuration menu page appears, click System > LDAP in the menu list on the left.

Select the desired server in the LDAP tree.

In the LDAP server information on the right, modify the information of the LDAP server.

Device

* Registration
* External device

*+ Maintenance

Design

* Site
« Layout
* Map

Event

* Management

« Event action

System

* User
* Maintenance
* Schedule

* License

* Federation

6. Click the Apply button.

LDAP server information

Server URL
Port

o)
Password

User & Group

Auto sync

Manual sync

Latest update

Connection status

Idap://192.168.217.146

389

Enable

11/21/2019 10:55:40

Sync Success
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Appendix

System Requirements

| SSM Core Server

Minimum Specifications

Recommended Specifications

Intel Core i7 or more (i7-4770@3.40GHz)

CPU Intel Core i5 or more (i5-4670@3.40GHz)
Xeon E3-1275 v5 (8M Cache 3.6 GHz)
RAM 8 GB or more 16 GB or more
Windows 8.1/10 (Pro, Enterprise)
Windows 10 |OT Enterprise
Windows 11 Pro
Windows Server 2008 SP2/2008 R2 SP1 (Standard)
os Windows Server 2012/2012 R2 (Standard)
Windows Server 2016 (Standard)
Windows Server 2019 (Standard)
Windows Server 2019 (Essential)
Windows Server loT 2022 (Standard)
* Can be installed on 64-bit OS only.
Operating System HDD Operating System HDD
+ SSD recommended + SSD recommended
+ 20 GB or more free disk space is required |+ 20 GB or more free disk space is required
after OS and SSM Core installation after OS and SSM Core installation
Camera Video Recording HDD Camera Video Recording HDD
HDD + Requires separate HDD for recording + Requires separate HDD for recording
(Requires a minimum of 200 GB for (Requires a minimum of 200 GB for logging)
logging) « HDD: 4 SATA3 7200 rpm (64 MB Cache) or
+ HDD: SATA3 7200 rpm (64 MB Cache) more
+ NIC Bandwidth 1 Gbps or more « NIC Bandwidth 1 Gbps or more
+ RAID, iSCSI support: RAID5, HW RAID
Controller (AF support)
NOTE

Q
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| SSM Console Client
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Minimum Specifications Recommended Specifications
) ) Intel Core i7 or above (i7-4770@3.40GHz)
CPU Intel Core i5 or above (i5-4670@3.40GHz)
Xeon E3-1275 v5 (8M Cache 3.6 GHz)
+ When using CUDA H/W Decoder
Geforce GTX 740 (1 GB RAM) GeforceGTX960 (RAM ZGB) or more
GeF GTX1050 (RAM 2GB
VGA 6th gen. Intel Processor Graphics .e oree ( ) or more
. DirectX 11
Supports DirectX 11 + When using Intel Quick Sync H/W
HDGraphics P530 or above
RAM 8 GB or more 16 GB or more
Windows 8.1/10 (Pro, Enterprise)
os Windows 10 IOT Enterprise
Windows 11 Pro
* Can be installed on 64-bit OS only.
HDD 20 GB or more free disk space is required after OS and SSM Console Client installation

Product Specifications

System

Max Monitoring

Max 10,000 channels/domain

Max 3,000 channels/server

In case of using Camera/NVR/DVR

Channels * Camera registration: Max 328 channels
Camera recording: Max 128 channels
Max 3,584 channels/domain
Max 128 channels/server
Max 520 Mb
Max Storage x ps .
Channels Supports dual recording (High/Low) In case of using server storage
* The maximum recording performance
varies depending on the specs of
HDD, H/W RAID, and iSCSI.
Software
W Server/Client Multi-server clustering, max 28 servers
Structure
7 simul i
Client Console client, mobile viewer Supports up to 37 simultaneous connections per
server
Supports Wisenet products + ONVIF Profile S
Supported Network camera/encoder/decoder, O .
Devices DVR/NVR, controller nviF 1 ©

ONVIF® conformant (www.onvif.org)
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Basic Component

Central license management

45-day trial

Server clustering

Server data sharing, failure management

System dashboard

Real-time system health monitoring

User management

Device access permission, function access
authorization

SSM Core Server Federation

Multi-domain federation, up to 10 domains,
up to 4 depths, up to 10000 channels

Central device setup

Automatic/Manual registration of devices and
additional servers

Event setup

4-step importance setting, color management by
event

Event action

Event users setup and trigger activities

Layouts and patterns

Custom layouts and tile patterns

Tab-based windows

Monitoring, Search, Advanced search, ANPR, POS,
Dashboard, Configuration, Setup

Output channels

Max 132 channels

Decoding

Supports hardware accelerator
(CUDA, Intel Quick Sync)

SSM Console | Playback

Multi-channel playback, bookmark

Client Real-time events Filters by situation, type, and importance
Event search, Person search, Face search, Face
Search recognition search, Vehicle search, User defined

search, LPR search, Audit log search

Advanced search

Thumbnail search, Smart search

POS text search

Searches receipt list, keywords

Supported
Languages

Korean, English, Chinese, Croatian, Czech, Danish, Dutch, Finnish, French, German, Greek,
Hungarian, Italian, Japanese, Norwegian, Polish, Portuguese, Romanian, Russian, Serbian,
Spanish, Taiwanese, Thai, Turkish, Arabic, Ukrainian, Vietnamese
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Service Ports

Please see the list of ports used by SSM.

System Manager

9991, 9999, 61616, 9876

SSL(9991)

TCP for Web Service(9999)
Active MQ(61616)
PostgreSQL(9876)

Media Server

4510-4517

TCP(4510,4511)
SSL(4512,4513)
HTTP(4514)
RTSP(4515,4516,4517)
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Supported Devices

Please see the list of supported products.

| DVR

B 4-channel

HRX-435, HRX-435FN/TE, HRX-435L, HRX-434, HRX-421, HRX-421FN/TE, HRX-420, HRX-421, HRD-
440, HRD-442, SRD-493, SRD-494, SRD-443, SRD-473D, SRD-476D, SRD-482, SRD-445,
SRD-470, SRD-440

B 8-channel

HRX-835, HRX-821/TE, HRX-820, HRX-821, HRD-842, HRD-841, SRD-893, SRD-894, SRD-840,
SRD-482, SRD-852D, SRD-870DC, SRD-873D, SRD-876D, SRD-880D

B 16-channel

HRX-1635, HRX-1632, HRX-1621, HRX-1621/TE, HRX-1620, HRD-1642, HRD-1641, SRD-1685,
SRD-1694(U), SRD-1684, SRD-1630(D), SRD-1640, SRD-1642(D), SRD-1653D, SRD-1654D,
SRD-1656D, SRD-1673D, SRD-1676D, SRD-1680D, SRD-1673DU

| NVR

PRN-6410DB4, PRN-6410B4, PRN-6405DB4, PRN-6405B4, PRN-6400DB4, PRN-6400B4, PRN-3210B4,
PRN-3205B4, PRN-3200B4, PRN-3205B2, PRN-3200B2, PRN-1605B2, PRN-1600B2, PRN-4011,
XRN-6420DB4, XRN-6410DB4, XRN-6420B4, XRN-6410B4, XRN-6410RB2, XRN-6410B2, XRN-3220B4,
XRN-3210B4, XRN-3210RB2, XRN-3210B2, XRN-3010A, XRN-3010, XRN-2011A, XRN-2011,
XRN-2010A, XRN-2010, XRN-1620SB1, XRN-1620B2, XRN-1610SA, XRN-1610A, XRN-1610(S),
XRN-820S, XRN-810S, XRN-4265-1T, XRN-420S, XRN-410S, QRN-1620S, QRN-820S, QRN-810,
QRN-430S, QRN-420S, QRN-410S, QRN-410, LRN-1610S, LRN-810S, LRN-410S, KRN-3200,

KRN-1600, SRN-4000, SRN-1000, SRN-1670D, SRN-470D, SRN-16735/8735/473S, SRN-472S,
VPM-4800/4400/5400/6400

| NETWORK CAMERA

H BOX

KNB-2000, KNB-5000, PNB-A6001, PNB-A6002, PNB-A7002, PNB-A8002, PNB-A9001,
PNB-A90010P, PNB-A9002, PNB-A9092K, QNB-6000, QNB-6002, QNB-7010RH, QNB-7080RH,
QNB-8002, SNB-1001, SNB-3002, SNB-5000, SNB-5001, SNB-5003, SNB-5004, SNB-6003,
SNB-6004(F), SNB-6005, SNB-6010(B), SNB-6011B, SNB-7001, SNB-7004, SNB-8000, SNB-9000,
SNZ-5200, SNZ-6320, TNB-9000, XNB-6000, XNB-6001, XNB-6002, XNB-6003, XNB-6005,
XNB-8000, XNB-8002, XNB-8003, XNB-9002, XNB-9003, XNB-A9004, XNZ-6320
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® DOME

ANE-L7012L, KND-2020R, KND-2080R, KND-4010R, KND-4080R, KND-5020R, KND-5080R,
PND-A6081RF/RV, PND-A6082RF/RV, PND-A7082RF/RV, PND-A8082RF/RV, PND-9080R,
PND-A9081RF/RV, PND-A9082RF/RV, PND-A9082RVK, PNM-9020V, PNV-9080R, PNV-A6081R,
PNV-A6082R, PNV-A7082R, PNV-A8082R, PNV-A9081R, PNV-A9082R, PNV-A9082RZ,
PNV-A9082RZK, QND-6010R, QND-6020R, QND-6030R, QND-6070R, QND-7010R, QND-7012R,
QND-7020R, QND-7022R, QND-7032R, QND-7080R, QND-7082R, QND-C6010R, QND-C6080R,
QND-C8010R, QND-C8080R, QNE-6080RV, QNE-6080RVW, QNE-7080RV, QNE-7080RVW,
QNE-C8010L, QNE-C8010R, QNE-C8013RL, QNE-C9013RL, QNV-6010R, QNV-6070R, QNV-7010R,
QNV-7012R, QNV-7020R, QNV-7022R, QNV-7030R, QNV-7032R, QNV-7080R, QNV-7082R,
QNV-C6010R, QNV-C6080R, QNV-C6083R, QNV-C8010R, QNV-C8011R, QNV-C8012,
QNV-C8080R, QNV-C8083R, QNV-C9011R, QNV-C9083R, SND-6012, SND-L6013R, SND-L6083R,
SND-7084R, SNV-L6013R, SNV-L6014RM, SNV-6084R, SNV-6085R, SNV-7084R, SNV-8081R,
SNV-8030R, TNV-C7013RC, TNV-8010C, XND-6010, XND-6020R, XND-6080RG, XND-6080RV,
XND-6080(R)(V), XND-K6080, XND-6081RE, XND-6081RVE, XND-6083RV, XND-C6083RV,
XND-6085, XND-A6085RV, XND-6085V, XND-C7083RV, XND-8020R, XND-8030R, XND-8040R,
XND-8080R, XND-8081RE, XND-8081RVE, XND-8082RF, XND-8082RV, XND-8083RV,
XND-C8083RV, XND-8093RV, XND-9082RF, XND-9082RV, XND-9083RV, XND-C9083RV,
XNV-6010, XNV-6011, XNV-6012, XNV-6012M, XNV-6013M, XNV-6020R, XNV-6022R,
XNV-6022RM, XNV-6080(R), XNV-6083R, XNV-C6083, XNV-C6083R, XNV-6085, XNV-6120,
XNV-6120R, XNV-6123R, XNV-C7083R, XNV-8020R, XNV-8030R, XNV-8040R, XNV-8080RS,
XNV-8080(R)(RV), XNV-8082R, XNV-8083R, XNV-8083RZ, XNV-C8083R, XNV-8093R, XNV-9082R,
XNV-9083R, XNV-A6085R, XNV-A9084R, XNV-A9085RZ, XNV-A9095RZ, XNV-C9083R,
XNV-A9016R, XNV-A9014R, SPS-A8016

FISHEYE

XNF-A9014R(RV), XNF-A9014RS, XNF-9013RV, XNF-9010RS, XNF-9010RV, XNF-9010RVM,
XNF-A8014R(RV), XNF-8010, XNF-8010R, XNF-8010RV, TNF-9010, SNF-8010(VM), SNF-7010,
QNF-9010, PNF-9010R(RV)(RVM), MGC-F9011LI

MULTI-SENSOR

PNM-9322VQP, PNM-9320VQP, PNM-9081VQ, PNM-9080VQ, PNM-9030V, PNM-9022V,
PNM-9020V, PNM-9002VQ, PNM-9000VQ, PNM-9000QB, PNM-8082VT, PNM-7002VD,
PNM-7000VD, PNM-A10084RVD, PNM-A16084RVD, PNM-C9022RV, PNM-C16083RVQ,
PNM-C19183RVTP, PNM-C20000QB, PNM-C32083RVQ
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B BULLET
KNO-2080R, KNO-2010R, KNO-2120R, KNO-4010R, KNO-4080R, KNO-5020R, KNO-5080R,
PNO-A6081R, PNO-A6082R, PNO-A7082R, PNO-A8082R, PNO-9080R, PNO-A9081R, PNO-A9082R,
PNO-A9082RK, PNO-A9311R, QNO-6010R, QNO-6020R, QNO-6030R, QNO-6070R, QNO-7010R,
QNO-7012R, QNO-7020R, QNO-7022R, QNO-7030R, QNO-7032R, QNO-7080R, QNO-7082R,
QNO-C6010R, QNO-C6080R, QNO-C6083R, QNO-C8010R, QNO-C8080R, QNO-C8083R,
QNO-C9083R, SNO-5080R, SNO-L5083R, SNO-5084R, SNO-6011R, SNO-L6013R, SNO-L6083R,
SNO-6084R, SNO-6085R, SNO-7084R, SNO-8081R, TNO-6320E, TNO-6322ER, TNO-A45080R,
TNO-A45090R, TNO-C9083ER, TNU-6320E, XNO-6010R, XNO-6020R, XNO-L6020R, XNO-6080R,
XNO-6080RA, XNO-6080RG, XNO-L6080R, XNO-6083R, XNO-C6083R, XNO-6085R, XNO-6085RA,
XNO-6085RG, XNO-L6085R, XNO-L6085RA, XNO-6090RH, XNO-6095RH, XNO-6120R,
XNO-6120RG, XNO-L6120R, XNO-6123R, XNO-6320RHP, XNO-C7083R, XNO-8020R, XNO-8030R,
XNO-C8083R, XNO-8040R, XNO-8080R, XNO-8082R, XNO-8083R, XNO-9082R, XNO-9083R,
XNO-C9083R

H PTZ
PNP-9200RH, QNP-6320(H), QNP-6250(H), SNP-6321(H), SNP-L6233(H)(RH), SNP-L5233(H),
SNP-6320(H)(RH), SNP-6230(RH), SNP-5430(H), SNP-3302(H), SNP-3371(H)(TH), SNP-5300(H),
SNP-5321(H), SNP-5430(H), SNP-6200RH, SNP-6201(H), SNP-3120(VH), TNP-A6550RW,
XNP-C9310R, XNP-C7310R, XNP-L6322H1, XNP-9300RW, XNP-9300R, XNP-9300, XNP-9250R,
XNP-9250, XNP-8300RW, XNP-8300R, XNP-8300, XNP-8250R, XNP-8250, XNP-6400RW,
XNP-6400R, XNP-6400, XNP-6321H, XNP-6321, XNP-6320HG, XNP-6370RHA, XNP-6320H,
XNP-6320, XNP-6320HS, XNP-6370H, XNP-6040H, XNP-6120H, XNP-6370RH, XNZ-6320,
XNP-6550RH, XNP-6371RH, XNP-6371RHG, XNP-A6374RH, XNP-A6374RHK, XNP-A9314R,
XNP-A9314RK

B POSITIONING
TNU-4051T, TNU-6320, TNU-6320E, TNU-6321

H THERMAL
TNM-3620TDY, TNM-C4960TD, TNM-C4950TD, TNM-C4940TD, TNO-4051T, TNO-4041TR,
TNO-4040TR, TNO-4030TR, TNO-L4030TR, TNO-4030T, TNO-L4030T, TNO-3050T, TNO-3040T,
TNO-L3030T, TNO-1030T, TNB-1080T, TNB-1050T, TNB-1040T, TNM-C2712TDR, TNO-C3080T,
TNO-C4040T, TNO-C4050T
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ENCODER
SPE-400/100/101, SPE-1600R, SPE-1610/410, SPE-1620, SPE-1630

xipuaddy

DECODER
SPD-1660R

SENSOR

B Advantech's Extended I/0
ADAM-6050: Sensor x12, AlarmOut x6
ADAM-6060: Sensor x6, AlarmOut x6
ADAM-6066: Sensor x6, AlarmOut x6

B MOXA's Extended I/0
NA-4010 (Sensor: M-1601 (16-channel), AlarmOut: M-2601 (16-channel))

B ONVIF
ONVIF compatible camera
Camera supporting ONVIF 1.02 or later (Compatible with Prole-S)
Video codec: MJPEG, MPEG4, H.264, H.265
Audio codec: G.711(pcm ulaw), G726, AAC

INTERCOM
TID-600R, TID-A800

ANPR
TNO-6070RHLP, TNO-6081RLP, TNO-7180R, TNO-7180RLP, TNO-9070RHLP

IP Speaker
SPA-C100, SPA-H100, SPA-P100, SPA-W100, SPA-D1000

Al BOX
AIB-800
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Use System Controller

You can check the connection settings and connection status in SSM Console Client > ] > General >
System Controller.

| SPC-2000/SPC-2001
The SPC-2000/SPC-2001 joystick is operated as follows:

® SPC-2000/SPC-2001 must be connected to the PC before the console is launched in order to be
recognized.

® SPC-2000/SPC-2001 can run in PTZ or Screen mode.

® |n Screen mode, the layouts assigned to the console are numbered 1~8 in the order of

assignment.

(4]

&l
1)

2]
2]
4]

3 8

SPC-2000 SPC-2001
Name Function

+ In PTZ mode, the camera can be panned, tilted, and controlled in 8
Up/Down/Left/Right directions.
(1) + In Screen mode, the top/bottom/left/right tile can be selected.

In PTZ mode, the screen is zoomed in when it is rotated clockwise and

Rotation L .
zoomed out when it is rotated counterclockwise.
+ In PTZ mode, presets number 1~8 are run.
2] [1~8 + In Screen mode, the layout corresponding to the button number is
run.
(8] |9~10 PTZ mode and Screen mode are switched.
@ 11,12 + In PTZ mode, Focus Near/Far operation is run.

+ In Screen mode, multiple monitors can be selected and changed.
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@ NOTE
To set the correct image, the axis calibration is needed.
Select H > Set > Control Panel > Game Controller > Property > Set via the PC, click the

Xipuaddy

Compensation button to run the System Compensation Wizard and then follow the guide on the
screen to complete axis compensation.

| SPC-7000

The operating specifications with SPC-7000 joystick connected are as follows.

® SPC-7000 displays each operating status of the system controller on the LCD monitor, and
allows the user to easily select a menu with a touch screen, or using a joystick.

® |t operates in the following 5 modes; PTZ/Screen/Mouse/Console/VM

(1) | Joystick

+ In PTZ mode, you can control the Pan and Tilt motion.
+ In Screen mode, you can change the Up/Down/Left/

D Left/Right
Up/Down/Left/Rig Right tile selection.
+ In Mouse mode, you can move the mouse cursor.
In PTZ mode, the screen zooms in when turning in the
Rotation WIDE direction, and zooms out when turning in the TELE

direction.
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Name

Function

(2] | PTZ control

[FOCUS N/F] + Runs the Focus Near/Far motion.
« [FOCUS N/F] + : Focus Near
[FOCUS N/F] + - [FOCUS N/F] + & : Focus Near
[IRIS C/0] + Runs the IRIS Open/Close operation.
- [IRIS c/O] + [ : IRIS Open
(Ris ¢/o] + [ - 1RIS c/0] + B : IRIS Close
When you click a number + [PRESET] button, the preset
[PRESET] . . .
corresponding to each button number is activated.
When you click a number + [GROUP] button, Group/Scan
[GROUP] . . .
corresponding to each button number is activated.
When you click a number + [TRACE] button, Pattern/
[TRACE] . . .
Trace corresponding to each button number is activated.
[ZOOM] + Runs the zoom in motion.
[ZOOM] + Runs the zoom out motion.

(8] | Mouse control

[T. LOCK(L)/
[TRACK(R)]

Uses the left/right button of the mouse in mouse mode.

(4] | Screen control

[MON.(CON.)]

You can change the multi monitor selection by clicking
a number + [MON.(CON.)] button in the screen mode
(previous/next according to the monitor number).

[LAYOUT(SEQ.)]

When you click a number + [LAYOUT (SEQ.)] button,
the layout corresponding to each button number is
activated.

[CAM]

When you click a number + [CAM] button, the camera
corresponding to each button number is activated.

[ENTER]

Clicking once will display a single screen on the live
viewer. Clicking once again will return to the original
screen.

When you click a number + [ENTER] button in the live
viewer, the screen is split into the number input.

LCD SnapShot Button

Captures the video of the current tile.

LCD Ul Alarm Off
Button

Initializes the event.

Number + [TILE(VM)]

Moves to the tile corresponding to the number.
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Name

Function

[PTZ(MENU)]

Changes the PTZ mode.

Click the [PTZ (MENU)] button while in PTZ mode and
the screen mode will be changed.

Changes the mouse mode.

5 SHIF
5} | Mode Change {MENE (,J\’Aouse)] Click the [SHIFT] -+ [MENU (Mouse)] buttons while in
mouse mode and the screen mode will be switched.
[SHIFT] + [Mon.(Con.)] | Changes the console mode.
[SHIFT] + [TILE(VM)] Runs the VMD control.
[SEARCH] Outputs the video of the current tile through live/search.
- The video will be stopped.
[~ | Plays and pauses the video.
(6] Play screen [ - | Starts/Ends manual recording of the video.
control
Fast plays in the forward direction when the wheel is
Shuttle wheel turned clockwise, or fast plays in the reverse direction
when the wheel is turned counter-clockwise.
Jog wheel Performs frame search.
0~9 Button to input a number.
[ESC(SETUP)] Initializes the input number.
Performs the motion as a key value designated to
(7) SPC-7000 is automatically generated.

[FAVORI(MACRO)]

Example) When the [FAVORI.(MACRO)] key is pressed,
the same motion that is activated when the user presses
a number + [MONITOR] + number + [TILE (VM)] is carried
out.
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