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[bookmark: _Toc334350683]Hanwha Techwin is a leading supplier of advanced video surveillance solutions for IP-video, analog and hybrid systems. Building on the company's history of innovation, Hanwha Techwin is dedicated to providing systems solutions with the highest levels of performance, reliability and cost-efficiency. Hanwha Techwin is committed to the continued development of innovative systems products for professional security applications.

For additional information, visit http://security.hanwhatechwin.com/ 



PART  1  PRODUCTS
1.01 EQUIPMENT
A. Manufacturer : Hanwha Techwin (http://security.hanwhatechwin.com/)
B. Model : XRP-4210B4
C. Alternates :	None
1.02 GENERAL DESCRIPTION
A. The SSM Recording Server will be preinstalled Wisenet SSM and preloaded with channel licenses to ensure quick and easy development with minimum setup time.
B. The 72 channel SSM Recording Server shall record video and audio from up to 72 network video cameras and enable playback of video and audio.
C. The 72 channel SSM Recording Server shall record data up to 400Mbps to a hard disk array of 16HDDs within a rack mountable format.
D. The 72 channel SSM Recording Server shall provide a remote monitoring environment for video and audio over the network using a remote computer.
E. The 72 channel SSM Recording Server will use a PostgreSQL – a free database technology – included in the installation package
F. The manufacturer shall be responsible for rigorous testing of 72 channel SSM Recording Server’s reliability. The manufacturer shall provide a list of compatible hard disks that have been tested to guarantee reliable recording. The list shall be available in the manufacturer’s home page. 
G. The 72 channel SSM Recording Server shall have the following further general properties:
1. Camera search and discovery: The 72 channel SSM Recording Server shall have the capability to search the network for connected compatible cameras via ONVIF or Hanwha Techwin’s native driver.
2. Cameras are searched or discovered, user can register and current camera information (IP address, Model Name, MAC, F/W version) displayed.
3. Cameras are searched or discovered, the 72 channel SSM Recording Server shall provide the ability to selectively register as many as cameras can be found.
4. The 72 channel SSM Recording Server shall provide the ability to configure camera configuration parameters(Profile edit, Resolution, FPS, Fisheye dewarping, Hallway view, Exposure setting, Firmware update, Configuration backup/restore)
5. The 72 channel SSM Recording Server shall support WiseStream, Wisestream II and Dynamic GOV, Dynamic FPS, a smart codec used by Wisenet IP cameras.
6. The 72 channel SSM Recording Server shall support 2 HDMI ports for display output.
7. The 72 channel SSM Recording Server shall support server backup if multiple servers are clustered for failover for redundancy.
8. The 72 channel SSM Recording Server shall support resolution range CIF ~ 32MP for live and playback
9. The 72 channel SSM Recording Server shall support decoding performance as following
a. 1080fps@1080p, 36 division
b. 2160fps@720p, 72 division
c. 1920fps@640x360, 128 division 
10. The 72 channel SSM Recording Server shall support simultaneous Playback Max. 72CH (1080p / 720p).
11. The 72 channel SSM Recording Server shall support PTZ control feature via GUI, Controller (SPC-2000, SPC-7000) and support Max. 300 preset
12. ONVIF Profile S compliance

1.03 DETAILED SPECIFICATIONS
A. Display
1. Network camera
a. Inputs: Max. 72CH (※ If clustering, 132CH)
b. Resolution: 32MP ~ CIF
c. Protocols: Wisenet, ONVIF
2. Decoding
a. Local Display
1.) Dual if Full HD monitor
2.) Single if UHD monitor
b. Multi-Screen Display: 1/4/9/16/25/36/49/64/72/81/100/121/132/Custom/Auto Mode
c. Resolution
1.) 1920fps@640x360 (128 division)
2.) 2160fps@720p (72 division)
3.) 1080fps@1080p (36 division)
B. Performance
1. Operating System
a. Embedded: Windows 10 IoT Enterprise LTSC (SSM preinstalled)
2. Record
a. Compression: H.265, H.264, MJPEG, WiseStream(H.264, H.265)
b. Recording Bandwidth: Max. 400Mbps
c. Resolution: 32MP ~ CIF
d. Mode: Normal, Schedule (Continuous / Event), Event (Pre / Post), Event Profile, ARB, Dual-Track
e. Event Trigger: Video loss, Camera event(Sensor, MD, Passing, Entering, Exiting, Disappearing (Appearing), Tampering, Tracking, Face Detection, Audio Detection, ANPR, Bestshot), AI Event (Face, Appearance, Face mask, Vehicle)
f. Event Action: Instant Viewer, Preset, Alarm Out, Pop-up, Sound and E-mail notification
3. Search & Play
a. Playback Bandwidth: Max. 150Mbps
b. User: Max. 1024 Users (132Ch concurrently)
c. Simultaneous playback: Max. 72ch (1080p/720p) ※ if Clustering, 132CH
d. Fisheye Dewarping: Console
4. Storage
a. HDD Slot
1.) SATA 16EA (3.5” 16EA Hot Swap – Volume 2EA)
2.) Enterprise HDD (6TB, 8TB, 10TB)
b. RAID: 1/5/6/10/50
5. Backup
a. File backup: AVI, SEC
b. Function: Manual Backup, Onetime Schedule Backup , Schedule Backup , Privacy Masking Backup
C. Network
1. Protocol: IPv4, IPv6, TCP/IP, UDP/IP, RTP (UDP), RTP (TCP), RTSP, NTP, HTTP, DHCP (Client), SMTP, ICMP, IGMP, ARP, DNS, DDNS, SNMP(Client), HTTPS, ONVIF (Profile-S), SUNAPI(Client)
2. DDNS: Wisenet DDNS
3. Audio
a. Input/Output: 72CH (network)
b. Compression: G.711 u-law(PCM), G723, G726(ADPCM), AAC
c. Audio Communication: 2-way
4. Max. Remote Users: 1024 (tested)
5. Security
a. HTTPS(SSL) Login Authentication
b. Digest Login Authentication
c. IP Address Filtering
d. User access log
e. Device Certificate(Hanwha Techwin Root CA)
6. Viewer Software: SSM Client, SSM Mobile
D. Functions
1. Camera Setup
a. Item: Automatic device IP scanning, Add profile edit, Resolution, Fisheye dewarping mode, Hallway View Setup, Brightness/Contrast, Viewing the device settings(Device webpage), Exporting/Importing devices settings,, Updating the device firmware
2. PTZ
a. Control: Via GUI, Controller (SPC-2000, SPC-7000)
b. Preset: 300EA
3. Smart phone
a. Support Model: iOS, Android
b. Protocol Support: RTP, RTSP, HTTP, HTTPS, CGI(SUNAPI)
c. Control: Live(Multi-Profile Support), Playback
d. Max. Remote Users: Max. 1024 Users (132Ch concurrently)
4. Redundancy
a. Failover: Active-Active, Active-Standby
b. ARB: support
E. Interface
1. Front
a. Indicator: LED(Status Indicator), POWER, NETWORK, HDD, RECORD, BACKUP, ALARM
2. HDD Key Lock: Yes
3. [bookmark: _GoBack]HDMI: 2EA
4. Audio: USB
5. Ethernet: Gigabit Ethernet RJ-45 (1000 Base-T) 3EA
6. USB: 4EA(USB 3.0 2EA, USB 2.0 2EA)
7. Power Inlet: AC 1EA
F. System
1. System Control: Mouse, Keyboard
2. Language: English, French, German, Italian, Spanish, Russian, Turkish, Polish, Dutch, Swedish, Czech, Portuguese, Danish, Rumanian, Serbian, Croatian, Hungarian, Greek, Norwegian, Finnish, Korean, Chinese, Japanese, Thai, Vietnamese
G. Environmental
1. CPU: Intel Core i7-8700T
2. RAM: 16GB RAM
3. OS HDD: M.2 SSD 128Gb
4. Operating Temperature: +0°C to +40°C(+32℉ to +104℉)
5. Operating Humidity: Less or equal to 80%
H. Electrical
1. Power Input: 100 ~ 240VAC, 50 ~ 60Hz
2. Power Consumption: 285W Single
I. Mechanical
1. Color/Material: Black/Metal
2. Dimension(WxHxD): 440.0 x 132.0 x 548.1mm (Including Cover: 571.1mm)
3. Weight: 13.30kg (w/o HDD)
J. [bookmark: _Toc173721624]EMC & Safety
1. FCC Part 15, Subpart B and ICES-003
a. ANSI C63.4-2014 Class A
2. CE EMC-Directive 2014/30/EU
a. EN 55032:2015/AC:2016-07
b. EN 50130-4:2011/A1:2014
c. EN 61000-3-2:2014
d. EN 61000-3-3:2013
3. VCCI-CISPR 32: 2016
4. AS/NZS CISPR32:2015
5. UL listed
6. CE EN 50581:2012 (hazardous substances)
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REFERENCE) WISENET SSM
1.01 EQUIPMENT
A. Manufacturer : Hanwha Techwin (http://security.hanwhatechwin.com/)
B. Model : Wisenet SSM v2.10
C. Alternates :	None
1.02 GENERAL DESCRIPTION
A. The software shall be designed for commercial and industrial use and installed in a single PC as a stand-alone or in multiple sites providing a fully distributed solution with applications for remote users.
B. The technology involved in development of this software shall be standard and proven and the provider shall be responsible for rigorous testing prior to the release.
C. The provider shall offer software tools to help users design the system. The tools shall be freely available from the provider’s web site and shall include the following. 
1. Wisenet Toolbox: Software to help users select among various products and compare specifications from the manufacturer. Software to calculate bandwidth and storage capacity required to design system given certain video settings and number of devices. 
2. Device manager: A utility program to discover and configure the manufacturer’s network devices. 
Including various functions such as IP assign, Video stream profile editing, Network parameter configuration, Device connection and network diagnosis and etc.
3. Others: Other materials such as demo videos, white papers, training materials, case study on cyber security, project reference, and etc. shall be freely available from the manufacturer’s web site to guide anyone who is willing to set up surveillance system in design, installation, configuration, and using the manufacturer’s products
1.03 COMPONENTS
A. [bookmark: _Toc506215638]Core Server and Clients: The software shall consist of the following two parts; core server and client software giving users a simple and easy to expand architecture. 
1. [bookmark: _Toc506215639]Core Server
a. Device Registration
1.) The manufacturer’s devices including network cameras, network video recorders, and decoders shall be registered to core servers by its proprietary protocols shared among the manufacturer’s network products. 
2.) Analog products shall also be registered either through digital video recorder and encoders. 
3.) For devices that have not adopted the manufacturer’s protocols, ONVIF shall be used for registrations.
4.) Regardless of whether it is ONVIF or the manufacturer’s protocol, the software shall be able to find and register devices in network. For devices that have not been discovered, it shall allow manual registration.
b. Recording
1.) Once devices are registered, the software shall add profiles, allocate storage devices (HDD or SSD installed in a PC), and configure recording automatically in an optimized way to minimize time and effort required for configuration. If desired by users, manual configuration of recording shall be allowed.
2.) The software shall provide dual recording feature which allow 2 ways of recording (High resolution and low resolution) simultaneously. If desired by users, manual configuration of dual recording option shall be allowed.
c. Server Clustering
1.) Multiple core servers can be clustered together to provide high reliability. Device information and event data shall be synchronized among core servers in the cluster and failover shall be triggered when one or more core servers fail.
d. Dashboard
1.) Core servers shall provide dashboard to display system status. The dashboard shall be web based allowing users to access from remote places using commonly available browsers and shall be easy and intuitive to monitor the system. 
e. User Management
1.) Core servers shall keep data base of users with configurable user permissions and shall support lightweight directory access protocol (LDAP) to add users to the system.
f. Federation
1.) On top of clustering, the software shall support federation. Federation feature shall provide hierarchical management of multiple SSM Domain. 
g. Event Management
1.) The software shall receive events from registered devices including cameras, recorders, alarms, sensors and etc., and provide automatic event handling features. This event handling features shall be rule based and configurable by users.
h. Active Directory
1.) The software shall be able to import user information from LDAP server. 
2.) Synchronization shall be done periodically between LDAP server and SSM.
3.) The number of LDAP server that can be registered to SSM shall be one and the user information that exists in both LDAP server and SSM shall be overwritten by the information from LDAP server. Furthermore, login shall not be allowed without LDAP server for users imported from LDAP server. 
4.) The software shall have Enterprise license to be able to synchronize with LDAP server.
i. Failover
1.) The software shall be able to detect faults in core server among the clustered ones caused by network, hardware or system error and initiate failover so that the other core server can transfer registered devices from faulty core server so keep connections alive of devices until the faulty server is recovered.  When faulty server is recovered, failback shall be initiated transferring all devices back to original server. 
2.) All clustered core servers shall exchange signal every second and if there is no signal for more than 20 seconds, the software shall initiate failover. 
3.) When failover occurs, the failover icon shall appear to the right of the camera icon.
j. Federation
1.) The software shall support a hierarchical management of multiple SSM through federation. 
2.) Low level system shall be able to send device information, events and media to high level systems once federation is established. 
3.) A high level system shall be allowed to be a low level system of others and a high level shall be allowed to have multiple low levels. In addition, a high level shall have access to device information, events, and media from all of its low levels. 
4.) All of the system in federation shall have paid license to establish connection. 
5.) Synchronization among the systems in federation shall be done periodically or manually. 
6.) The events that can be sent to the high levels shall be selectable and selected events shall be sent to the high level at once.
k. Auto Recovery Backup
1.) The software shall support auto recovery backup, a backup mechanism for cameras to store videos to its SD memory cards during network disconnection and transmit to the recording service once network is recovered. 
2.) The interval that has been transferred by auto recovery backup shall be marked with different color in a time bar.
2. Client Software
a. Live Monitoring
1.) The client software shall provide live monitoring of video from registered devices. 
2.) The software shall provide automatic adjustment of video profiles based on screen layouts to prevent the case where PC’s decoding capability is not sufficient to play all the videos smoothly. 
3.) Tab based user interface and minimized clicks to playback shall provide simple and intuitive experience to operators and this shall lead to quick response should an incident happen. 
4.) Moreover, sequence mode and event spot monitoring shall be available for efficient display of multiple channels. 
5.) The software shall provide user layout as square table and if desired by user, the software allows to customize shaped layout by users
b. Playback
1.) Features for advanced smart search including motion based search, text data search, search based on video analytics shall be available. 
2.) The software shall allow up to 128 cameras to be replayed simultaneously depends on resolution and H/W specification. 
c. Map Layout
1.) Map Layout
a.) The software shall support a map based layout allowing users to import an image file and add devices on top of it for location based surveillance. 
b.) The software shall allow live streaming and map to be on the same screen. In addition, it shall provide multiple split-screen modes with maps. 
c.) Monitoring of event shall be available on the map. 
d.) The operator shall be able to add icons to maps. In addition, the operator shall be able to click on an icon in a map to initiate PTZ camera, preset, run PTZ pattern, view camera in an analog monitor, send an I/O, control doors, or handle alarms and events.
d. Video Export
1.) The client software shall provide video export in two formats. First is AVI which is commonly used video format and the second is SEC which is the manufacturer’s proprietary format with password protection and forgery detection. A player shall automatically be given when video is exported in SEC format.
e. Control
1.) [bookmark: _Toc506211892][bookmark: _Toc506212250][bookmark: _Toc506215643]It shall provide graphical user interface that allows users to manage and control system using PC mouse, keyboard, digital keyboard, and controller. Control shall include video controls such as pause, play, play speed control, skip forward, skip backward, and camera sequence.
f. Device Setup
1.) The client software shall provide device setup feature to allow operators to configure devices in the system without having to access it from another program. This shall minimize time and effort for configuration. 
2.) The client software shall provide maintenance feature to allow operators to backup, restore and upgrade device F/W.
3.) The client software shall provide maintenance feature to allow operators to change camera password model-wise.
g. Events, Alarms and Device Status
1.) The software shall be able to receive events from connected devices and programs. The receivable events shall include system events, recording events, fail-over events, camera events, sensor events, alarm outs, events from PoS or text devices, and events from access control systems and intrusion detections. 
2.) The list of received events shall be displayed in order and indexed to be searched on demand. The different types of events shall be colored differently and the coloring shall be customizable. The software shall provide at least four levels(Very High, High, Normal, Low) of events, alarm.
3.) The software shall provide a graphical user interface to select which events to handle and shall provide a customizable post-event actions and event handling rules. 
4.) The software shall be able to receive alarms of different types from equipment to start recording. These alarms can be motion detection, video loss, video analytic events and trigger input. The software shall both pre-alarm and post-alarm periods shall be configured in duration. 
5.) The software shall detect signal loss and have the capability to alert the systems administrator.
6.) The software shall provide the status of cameras, NVRs, DVRs, and other devices including doors registered to the system. The visualization of status shall be of graphical icons and the change in status shall be kept as an indexed log to be searched on demand. 
7.) The software shall provide a graphical user interface containing the status of modules, devices, network, recording, live streaming, and events.
h. Mobile Clients
1.) Operators shall be able to receive live video on their smart phone using the app freely downloadable from App Store or Play store and shall be available on iOS and Android. 
2.) In addition, it shall enable users to search videos, receive events, and control PTZ cameras.
i. Dashboard
1.) The software shall provide Dashboard Tab, to display status of devices such as cameras and NVRs, SSM Servers, network, and logs. 
2.) Dashboard shall display detailed status and information of device and servers. The information shall be as below. 
a.) CPU usage
b.) Memory Usage
c.) Network Usage
d.) Disk Usage
3.) Dashboard shall provide logs as below.
a.) System log
b.) User log
c.) Device log
d.) Debug log export
1.04 DETAILED SPECIFICATIONS
A. Wisenet SSM Core Server
1. General
a. Supported Device
1.) Hanwha Techwin: Network camera, Encoder, NVR, DVR, Decoder, Controller
2.) Others: Network camera, Encoder through ONVIF
b. Camera Protocol: SUNAPI, ONVIF(Profile S)
c. Camera Connection: up to 3000 channels
d. Access Control Management: WACS (Wisenet Access Control Software)
2. System Management
a. Centralized License Management: 45days free trial
b. Server Clustering: Data sharing, Failure management
c. System Dashboard: Real-time system status monitoring
d. User Management: Configurable user group, LDAP supported, Device access authority, Feature level authority
e. Security: SSL, Database encryption, Login lockdown, Multi-level user access authority
f. Federation: Multi-tier domain federation, Max 100 domains
3. Device Management
a. Centralized Device Configuration: Auto / Manual discovery, Device and add-on server registration
b. Maintenance: Setup file backup / restore, Device firmware update
4. Event Management
a. Event Configuration: 4 levels event priority, Configurable event color
b. Event Action: Rule based event and triggering action setup, Instant viewer pop-up, Alert sound, E-mail notification
5. Site/Layout/Map Design
a. Multi-Layered Site Configuration: Flexible site design, Site access authority
b. Layout & Pattern: User defined layout and tile pattern
c. Map: 2D image map
6. Recording Module
a. Max. Camera Per Server: Up to 128channel
b. Recording Performance: Up to 400Mbps (@4HDD)
c. Recording Mode: Manual, Continuous, Event, Schedule
d. Pre/Post Event Recording
1.) Pre Event Recording: 10 ~ 60sec
2.) Post Event Recording: ~ 1,200sec
e. RAID: Hardware RAID controller required
f. ETC
1.) ARB (Auto Recovery Backup) from camera edge storage
2.) Recoding retention time
3.) iSCSI support
B. Wisenet SSM Console Client
1. Function
a. Video
1.) Supported formats: H.264, H.265, MPEG-4, MJPEG
b. Audio
1.) Supported formats: G.711 μ-law (PCM), G.723, G.726 (ADPCM), AAC codec
2.) Function: Bidirectional Audio (Listen/Talk)
c. Live monitoring
1.) Monitoring
a.) Supports up to 132 channels per monitoring tab
b.) Supports 4 monitoring tabs.
c.) Simultaneously monitors: up to 132 videos.
2.) Split screen mode: 1, 4, 9, 16, 25, 36, 49, 64, 72, 81, 10, 121, 132 (* User-created layout patterns can be used)
3.) Sequence mode: Layout sequence
4.) PTZ control: Area zoom, 1x zoom shortcut, PTZ sensitivity, focus, zoom, patrol, swing, group, trace, preset, aperture control
5.) Map monitoring: Map layout split screen, zoom in/out, video popup (instant viewer), icons of camera / alarm input / alarm output displayed on the map
6.) Easy video storage: Saves a selected video for up to 1 hour
7.) Other features: OSD on/off, print/capture, brightness/contrast control, aspect ratio/original size, flip, digital zoom
d. Search and playback
1.) Search mode: Date search, event search, Motion search, smart search, POS search
2.) Playback: 128-channel playback synchronization, Play/stop, pause, fast forward/fast backward
3.) Export: 	Export video, export privacy video, export one-time schedule
4.) Other features: Bookmarks, show/hide OSD, print/capture, brightness/contrast, digital zoom
e. Event monitoring
1.) Real-time event list: Real-time event list of a device (event status, type, device, user, occurrence time (PC)) is provided. View a corresponding event video.
2.) Event search
a.) Wisenet SSM: User, System
b.) Device: system, camera, alarm input, alarm output
3.) Camera: Video loss, motion detection, crossing, enter, exit, appear(disappear), tampering detection, face detection, audio detection
4.) Report: Manual report function (events and event statistics), Print/export, CSV formats
5.) Event approval: Normal/abnormal/other settings and approvals
6.) History: Details verified for an event selected in the list
7.) Instant Viewer (Live): Selected channel live view, event approval, event contents recording, event status handling
8.) Instant Viewer (Playback): Playback of recorded video of event channel
9.) Event action: Device event-based system behavior settings (Action type: instant viewer, preset, alarm output, message popup, sound, email notification)
2. Configuration 
a. Configuration Tab
1.) Device Domain management, SSM server settings, disk info, save settings
2.) Device/camera registration, profile, preset, firmware upgrade, backup/restore settings, password change, setting page interworking
3.) Design 	
a.) Site management, layout / map management, user pattern addition
4.) Event 
a.) Whether or not to use by event, priority setting, event operation
5.) System 
a.) User / user group management, log, backup/restore/initialize settings, login lock, 
b.) Change password, HTTPS, email, schedule, license, federation, LDAP
b. Setup
1.) General 
a.) Language, startup options, screen lock / logout, capture, save, streaming protocol, system controller
2.) Screen 
a.) OSD display, image quality setting (anti-aliasing, streaming buffer, Aspect ratio, whether to use I-frame, high resolution setting, CUDA decoder)
3.) Event 
a.) Playback time, sound, instant viewer, map layout
4.) Supported languages
5.) Korean, English, French, German, Spanish, Italian, Chinese, Japanese, Portuguese, Dutch, Traditional Chinese, Russian, Swedish, Danish, Turkish, Polish, Czech, Romanian, Serbian, Croatian, Hungarian, Greek, Norwegian, Thai, Finnish, Arabic

END OF SECTION

XRP-4210B4		72CH SSM RECORDING SERVER
Apr 2022		Page 12
image1.png
WiseNeT




